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Rev,No. Revision history Norts
Rev.A 2008.xx.Xx New releases

Using This Manual:

This manual is for users who do not know much about how to add software for Epson projector to anti-
virus Software’ s firewall exceptions list. Please be kindly noted that there are other methods to add the
software to firewall exception list other than the method described in this manual. Also, the description
about change in firewall setting in this manual is just an example setting to use the software (EMP NS
Connection and EPSON Quick Wireless Connection). This is not the security level Epson recommends
and assures. We would appreciate it if users could set up security level in accordance with their environ-
ment.

Copyright Notice:

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or trans-
mitted in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, with-
out the prior written permission of SEIKO EPSON CORPORATION. No patent liability is assumed with
respect to the use of the information contained herein. Neither is any liability assumed for damages
resulting from the use of the information contained herein.

Neither SEIKO EPSON CORPORATION nor its affiliates shall be liable to the purchaser of this product
or third parties for damages, losses, costs, or expenses incurred by purchaser or third parties as a result
of: accident, misuse, or abuse of this product or unauthorized modifications, repairs, or alterations to this
product, or (excluding the U.S.) failure to strictly comply with SEIKO EPSON CORPORATION's oper-
ating and maintenance instructions.

SEIKO EPSON CORPORATION shall not be liable against any damages or problems arising from the
use of any options or any consumable products other than those designated as Original EPSON Products
or EPSON Approved Products by SEIKO EPSON CORPORATION.

EPSON is a registered trademark of SEIKO EPSON CORPORATION.

EasyMP is a trademark of SEIKO EPSON CORPORATION.

IBM is a registered trademark of International Business Machines Corporation.
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WindowsXP

Connecting the projector to Windows XP using EMP NS Connection

1. When following messages are displayed at the first start of EMP NS Connection and at the first start of
movie sending mode, click Allow.

Once the Allow is clicked, the program is added automatically in the Program control list in order to
allow the program to access the internet.

Note: The message is displayed at the start of first communication of each TCP/UDP connection pro-
gram by program.

(TCP/UDP communication direction: Inbound TCP, Outbound TCP, Inbound UDP, and Outbound UDP)

|i_| Do you want this programto () | | |i_| Do you want this programto () |
access the Internet? access the Internet?

If vou do not know why thizs program wants to If vou do not know why thizs program wants to
receive data from the Internet, pleaze click receive data from the Internet, pleaze click
Block. Block.
Prograrm: WLC.EXE Prograrm: EMP NS Connection V...
Location: CAWLCDES Location: CAMENMP NS CONNEL...
Rizk: Sugpicious Rizk: Sugpicious
See more details See more details

What would you like to do? What would vou like to do?

‘ Allow Block

Stop warning vou about this program Stop warning vou about this program
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2. After the network connection between the PC and the projector over the EMP NS connection has been
established,make sure that the EMP NS Connection is added in the Program control list to allow the
EMP NS connection to access the internet.
Click Start > All Programs > Trend Micro Internet Security >Trend Micro Internet Security.
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3. Select Home Network & Firewall Controls tab in the Internet Security window and click Settings but-
ton in the Personal Firewall section.

[ M T

Owverview ‘ —
‘\ ;| (#) Personal Firewall « ON

When activated, your Personal Firewall filters the information that your computer

- Virus & Spyware . X X . o N
‘ @ éuntruls ” ‘ transmits and receives. This feature can help prevent intruders from hijacking your

e e — computer or stealing personal information.

Home Network & Current Firewall Profile: Direct Internet connection

~  Firewall Controls Protection Level: Medium h
‘ Internet & Email ‘

%~/ LControlz

'{ - ‘ i@ Vireless Home Network Monitor XK OFF

:3 Other Settings -

- Q’Zﬁ Manage Security of Other Computers # OFF
‘ @ Help & Support ‘
? Q’Zﬁ HNetwork Connection Status Connected
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4. Click Advanced Settings.

X
Personal Firewall Settings

Activate the Personal Firewall

All security levels block attacks by network viruses and hackers. Check the description for each
setting to decide which level of security works best for this profile.

Current firewall profile: &g Direct Internet connection

Change Profile...

Security Level of Firewall Profile

Maximum Medium:
- Medium The Medium security level allows other computers to communicate with
yours freely, but dangerous or unrecognized incoming or outgoing
Low connections trigger warnings.
Minimum

If you have concerns about your computers security, Medium security
delivers peace of mind.

I | Advanced Settings

[ Automatically switch to the appropriate firewall profile when you change location

OK | | Cancel

5. Select Program Control tab in Advanced Personal Firewall Profile Settings window.

Then confirm that Response to EMP NS Connection is set to Custom, and Response to VLC.EXE is set
to Allow.

= = X
Advanced Personal Firewall Profile Settings
Network Program Control | Network Protocol Control | | Proxy |

Limiting which programs can exchange information with the Internet helps protect your computer
from spyware. You can decide if your Personal Firewall should block, allow, or take some other
action when programs on this list below attempt to communicate with the Internet.

| add || |

Status |Soﬂware |Response

E WLC.EXE Alow

4| EMP NS Connection W2.50 Custom I

E Internet Explorer Allow

# Windows Explorer Allow

# Outlook Express Allow

# Outlook Allow

# Windows Mes=zenger Custom

# Trend Micro Proxy module Allow

# HTTP streaming and UPnP Custom

< | 4

OK | | Cancel
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6. Select the EMP NS Connection in the Advanced Personal Firewall Profile Settings window (See the
pic.5).

(If the EMP NS Connection is not listed in the window, add it to the window manually.)

Then Edit button becomes active. Click the Edit to confirm detail setting. Then the following window is
displayed.

Make sure that Response to each communication direction of each protocol (TCP & UDP) is set to
Allow.

If even one of the 4 protocol communication directions is not set to Allow, set it to Allow manually.

Or if even one of the 4 protocol communication directions is not listed in the Personal Firewall Profiles
list, add the missing protocol communication direction to this list and set it to Allow manually.

= X
Personal Firewall Profiles
Description: ~ [EMP NS Connection V2.50 |
Target: (® Selecta program:
|C:\PROGRAM FILES\EPSON PROJECTOR\EM| Browse...
(O Operating system files
Settings: O Simple & Advanced
| sdd || | |
Status | Connection |Resgonse Protocol v Port or Type
# Outgoing Allow uoP NiA
# Incoming Allow upp NIA,
~
# Outgoing Allow TCP NiA
# Incoming Allow TCP NiA
< >
@ Help OK | | Cancel

7. Select VLC. EXE in the Advanced Personal Firewall Profile Settings window (See the pic.5).
(If the VLC. EXE is not listed in the window, add it to the window manually.)

Then Edit button becomes active. Click the Edit. Then the following window is displayed. Confirm that
Response to the TCP incoming is set to Allow.

If it is not set to Allow, set it to Allow manually.

. Sl
Personal Firewall Profiles
Description: |VLC.EXE |
Target: (® Selecta program:
|C:\PROGRAM FILES\EPSON PROJECTOR\EM| Browse...
(O Operating system files
Settings: O Simple & Advanced
| add || | |
Status |Connec‘tion |Response Protocol |Porl or Type
[ Incoming Allow TCP NIA I
< >
@ Help OK | | Cancel
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Connecting the projector to Windows XP using Quick Wireless Connection

1. When following messages are displayed at the first insert of EMP Quick Wireless USB key to projec-
tors, click Allow.

Once the Allow is clicked, the program is added in the Program control list automatically in order to
allow the program to access the internet.

Note: The message is displayed at the start of first communication of each TCP/UDP connection pro-
gram by program.

(TCP/UDP communication direction: Inbound TCP, Outbound TCP, Inbound UDP, and Outbound UDP)

(1 Did you intend to run this @ | | | 4| Doyouwant this programto () |
program? access the Internet?

To help prevent undezirable zoftware from
running on your computer, pleaze make sure
that vou recognize the program named below.

If wvou do not know why thiz program wantzs to
receive data from the Internet, pleaze click

Block.
Program: i 157 F_QW3et.exe Prograrm: EPSON Quick Wireles...
Location: F:\..\FBB21384-A851... Location: COLAQUICK WIRELES...
Reason: Mew Startup Program Risk: Suspicious

Risk: Low

Show Detai @ See more details
5 O al

What would you like to do?
YWhat would you like to do? e —
St Ringsou about thiz program —

Block Stop warning you about this program
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2. After the Quick Wireless Connection between the PC and the projector has been established,make sure
that the Quick Wireless Connection is added in the Program control list to allow it to access the internet.
Click Start > All Programs > Trend Micro Internet Security >Trend Micro Internet Security.

Pl G Trend o et Seaury | & Trena M intemet Seaunty

3. Select Home Network & Firewall Controls tab in the Internet Security window and click Settings in

the Personal Firewall section.

) TrEng

'{ Virus & Spyware
Controls

\’\ ) Home Network &
</ Firewall Conirols

Internat & Email
7 Conirols

Other Settings

"' X
ol

o

Help & Support

et —
Upgrade to Pro
P —,

3‘) Personal Firewall « on

When aclivated, your Personal Firewall filters the information that your computer
transmits and receives. This feature can help prevent intruders from hijacking your
computer or stealing persenal infarmation.

Current Firewall Profile: Direct Internet connection
Protection Level: Medium

Settings..
y Wireless Home Network Monitor X offF
{i/ﬁ Manage Security of Other Computers XK oFF
'~l‘-’-' Network Connection Status Connected
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4. Click Advanced Settings.

c X y
Personal Firewall Settings

Activate the Personal Firewall

All security levels block attacks by network viruses and hackers. Check the description for each
sefting to decide which level of security works bestfor this profile.

Current firewall profile; ig# Direct Internet connection

Change Profile..

Security Level of Firewall Profile

Maximum Modium:
] Medium The Medium security level allows other computers to communicate with
yours freely, but dangerous or unrecognized incoming or autgoing
Low connections trigaer warnings
Minimum

If you have concerns about your computer's security, Medium security
delivers peace of mind.

Advanced Settings. | I

[ Automatically switch to the appropriate firawall profile when you change location

5. Select Program Control tab in Advanced Personal Firewall Profile Settings window.

= = X
Advanced Personal Firewall Profile Settings
Network | lESTLET R | Network Protocol Control | | Proxy |

Limiting which programs can exchange information with the Internet helps protect your computer
from spyware. You can decide if your Personal Firewall should block, allow, or take some other
action when programs on this list below attempt to communicate with the Internet.

| add || Edit || Remove

Status | Software Response

# EPSON Quick Wireless Connection V1.00 Custom I ------------------
E Internet Explorer Aow ]
# Windows Explorer Allow

# Outlook Express Allow

# Outlook Allow

# Windows Mes=zenger Custom

# Trend Micro Proxy module Allow

# HTTP streaming and UPnP Custom

< | >

OK | | Cancel
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6. Select the EPSON Quick Wireless Connection in the Advanced Personal Firewall Profile Settings win-
dow (See the pic.5).
Then Edit button becomes active. Click the Edit to confirm detail setting and then the following window
is displayed.
Make sure that Response to each communication direction of each protocol (TCP & UDP) is set to
Allow.
If even one of the 4 protocol communication directions is not set to Allow, set it to Allow manually.
Or if even one of the 4 protocol communication directions is not listed in the Personal Firewall Profiles
list, add the missing protocol communication direction to this list and set it to Allow manually.

Personal Firewall Profiles X

Description: |EPSON Quick Wireless Connection v1.00 |

Target: (® Selecta program:

[C:\PROGRAM FILES\EPSON PROJECTOR\QU| | Browse...
) Operating system files

Settings: O Simple & Advanced

|oadd || | |

Status | Connection Response Prot-ocol Port or Type

# Incoming Allow upp NIA,

# Outgoing Allow uoP NiA
ey

# Outgoing Allow TCP NiA

# Incoming Allow TCP NiA

< >

@ Help OK | | Cancel

10
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WindowsVista

Connecting the projector to Windows Vista using EMP NS Connection

1. When following messages are displayed at the first start of EMP NS Connection and at the first start of
movie sending mode, click Allow.

Once the Allow is clicked, the program is added automatically in the Program control list in order to
allow the program to access the internet.

Note: The message is displayed at the start of first communication of each TCP/UDP connection pro-
gram by program.

(TCP/UDP communication direction: Inbound TCP, Outbound TCP, Inbound UDP, and Outbound UDP)

|i_| Do you want this programto () | | |i_| Do you want this programto () |
access the Internet? access the Internet?

If vou do not know why thizs program wants to If vou do not know why thizs program wants to
receive data from the Internet, pleaze click receive data from the Internet, pleaze click
Block. Block.

Prograrm: EMP NS Connection V... Prograrm: WLC.EXE

Location: CAMENMP NS CONNEL... Location: CAWLCDES

Rizk: Sugpicious Rizk: Sugpicious
See more details See more details

What would you like to do? What would you like to do?
|| Allow Block Wm| Block
Stop warning vou about this program Stop warning vou about this program

11
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2. After the network connection between the PC and the projector over the EMP NS connection has been
established,make sure that the EMP NS Connection is added in the Program control list to allow the
EMP NS connection to access the internet.

Click Start > All Programs > Trend Micro Internet Security >Trend Micro Internet Security.

ws Contacts

ws Defender

ws DYD Maker

ws Fax and Scan

ws Live Messenger Download
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ws Media Center

ws Media Player

ws Meeting Space
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| ve Update Games
Accessories
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Maintenance
Norten Internet Security Network
Startup

Connect To
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i : Default Programs
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3. Select Home Network & Firewall Controls tab in the Internet Security window and click Settings but-
ton in the Personal Firewall section.

ternet Security

.é’, Personal Firewall « ON

When activated, your Personal Firewall filters the information that your computer
transmits and receives. This feature can help prevent intruders from hijacking your

‘ Virus & Spyware ‘

Controlz N h .
— 4 computer or stealing personal information.
‘ q:} Home Network & Current Firewall Profile: Direct Internet connection
| Firewall Controls Protection Level: Medium
—
Internet & Email
Controlz
. 1 Q’:”; Wireless Home Network Monitor X oFF
ﬁ Other Settings
. (¥) Manage Security of Other Computers ¥ oFF
[@ Help & Support ‘
> Q’:g HNetwork Connection Status Connected
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4. Click Advanced Settings.

X
Personal Firewall Settings

Activate the Personal Firewall
All security levels block attacks by network viruses and hackers. Check the description for each
setting to decide which level of security works best for this profile.

Current firewall profile: &g Direct Internet connection

Change Profile...

Security Level of Firewall Profile

Maximum Medium:
- Medium The Medium security level allows other computers to communicate with
yours freely, but dangerous or unrecognized incoming or outgoing
Low connections trigger warnings.
Minimum

If you have concerns about your computers security, Medium security
delivers peace of mind.

Advanced Settings

[ Automatically switch to the appropriate firewall profile when you change location

OK | | Cancel

5. Select Program Control tab in Advanced Personal Firewall Profile Settings window.
Then confirm that Response to EMP NS Connection is set to Custom, and Response to VLC.EXE is set
to Allow.

= = X
Advanced Personal Firewall Profile Settings
Network Program Control | Network Protocol Control | | Proxy |

Limiting which programs can exchange information with the Internet helps protect your computer
from spyware. You can decide if your Personal Firewall should block, allow, or take some other
action when programs on this list below attempt to communicate with the Internet.

[t |
Status | Software Response
[} WLC.EXE Allow
[ EMP NS Connection W2.50 Custom
—
¢ Internet Explorer Allow
# Windows Explorer Allow
# Outlook Express Allow
# Outlook Allow
# Windows Mes=zenger Custom
# Trend Micro Proxy module Allow
# HTTP streaming and UPnP Custom
< | >

OK | | Cancel

13
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6. Select the EMP NS Connection in the Advanced Personal Firewall Profile Settings window (See the
pic.5).
Then Edit button becomes active. Click the Edit to confirm detail setting. Then the following window is
displayed.
Make sure that Response to each communication direction of each protocol (TCP & UDP) is set to
Allow.
If even one of the 4 protocol communication directions is not set to Allow, set it to Allow manually.
Or if even one of the 4 protocol communication directions is not listed in the Personal Firewall Profiles
list, add the missing protocol communication direction to this list and set it to Allow manually.

Personal Firewall Profiles X

Description: ~ [EMP NS Connection V2.50 |
Target: (® Selecta program:
|C:\PROGRAM FILES\EPSON PROJECTOR\EM| Browse...
(O Operating system files
Settings: O Simple & Advanced

|oadd || | |

Port or Type

# Outgoing Allow uoP NiA
# Incoming Allow upp NIA,

~
# Outgoing Allow TCP NiA
# Incoming Allow TCP NiA
< | >
@ Help OK | | Cancel

7. Select VLC. EXE in the Advanced Personal Firewall Profile Settings window (See the pic.5).

(If the VLC. EXE is not listed in the window, add it to the window manually.)

Then Edit button becomes active. Click the Edit. Then the following window is displayed. Confirm that
Response to the TCP incoming is set to Allow.

If it is not set to Allow, set it to Allow manually.

. Sl
Personal Firewall Profiles

Description: |VLC.EXE |
Target: (® Selecta program:

|C:\PROGRAM FILES\EPSON PROJECTOR\EM| Browse...

(O Operating system files

Settings: O Simple & Advanced
| add || | |
Status | Connection Response Prot-ocol Port or Type
# Incoming Allow TCP NIA,
< |
@ Help OK | | Cancel
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Connecting the projector to Windows Vista using Quick Wireless Connection

1. When following messages are displayed at the first insert of EMP Quick Wireless USB key to projec-
tors, click Allow.

Once the Allow is clicked, the program is added in the Program control list automatically in order to
allow the program to access the internet.

Note: The message is displayed at the start of first communication of each TCP/UDP connection pro-
gram by program.

(TCP/UDP communication direction: Inbound TCP, Outbound TCP, Inbound UDP, and Outbound UDP)

| 7_| Did you intend to run this @ | | | 7_| Do you want this programto () |
program? access the Internet?
To help prevent undesgirable software from If vou do not know why thiz program wants to
running on your computer, pleage make sure receive data from the Internet, please click
that vou recognize the program named below. Block.
. -
program: Claie owstme | ToS SO e
Location: F\ . A\FBB21534-A851. . . ' ) '
Rizk: Sugpicious
Reazon: Mew Startup Program
Risk: Low See more details

[ Show Detail

What would you like to do?
What would you like to do? Block
stopauarningypu about this program [¥] Stop warning you about this program

15
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2. After the Quick Wireless Connection between the PC and the projector has been established,make sure
that the Quick Wireless Connection is added in the Program control list to allow it to access the internet.
Click Start > All Programs > Trend Micro Internet Security >Trend Micro Internet Security.

[E=] Windows Contacts
B Windows Defender

@ Windows DVD Maker
528 Windows Fax and Scan
& Windows Live Messenger Download
ml Windows Mail
€ Windows Media Center
Windows Media Player
Vindows Meeting Space
ﬁ Windows Movie Maker
Windows Phote Gallery

Documents

Pictures

Music

d_ Windows Update Games

Accessories
. EPSOM Projector Recent Itemns
Extras and Upgrades
) Games Computer
| Maintenance
Marton Internet Security Network
Startup

T T T Connect To
@ Trend Micre Internet Security |
= Control Panel
L=§ v = i =

| Trend Micro Internet Security Readl
& L Default Programs
¢ Uninstall Trend Micro Internet Secur =

Help and Support

3. Select Home Network & Firewall Controls tab in the Internet Security window and click Settings in
the Personal Firewall section.

| A Overview:
| (] (&) Personal Firewall « on
2%  Virus & Soyw E When activaled, your Personal Firewall filters the information that your computer
‘ 0 irus & Spyware transmits and receives. Th \ ijacki
Control ves. This feature can help preventintruders from hijacking your
I computer or stealing persenal infarmation.
"‘} Home Network & Current Firewall Profile: Direct Internet connection
<&/ Firewall Controls Protection Level: Medium
‘ v
Internat & Email
7 Conirols
- . Qy Wireless Home Network Monitor X offF
Q Other Settings ‘ i
P — = 3_,9 Manage Security of Other Computers X oFF
|
(s — | | (¥) Network Connection Status Connected
|
Upgrade to Pro |
|
|
e d
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4. Click Advanced Settings.

X
Personal Firewall Settings

Activate the Personal Firewall

All security levels block attacks by network viruses and hackers. Check the description for each
sefting to decide which level of security works bestfor this profile.

Current firewall profile; ig# Direct Internet connection
Change Profile..

Security Level of Firewall Profile

Maximum Modium:
] Medium The Medium security level allows other computers to communicate with
yours freely, but dangerous or unrecognized incoming or autgoing
Low connections trigaer warnings
Minimum

If you have concerns about your computers security, Medium security
delivers peace of mind.

I Advanced Settings. I

[ Automatically switch to the appropriate firawall profile when you change location

5. Select Program Control tab in Advanced Personal Firewall Profile Settings window.
Then confirm that Response to EPSON Quick Wireless Connection is set to Custom.

= = X
Advanced Personal Firewall Profile Settings
Network Program Control | Network Protocol Control | | Proxy |

Limiting which programs can exchange information with the Internet helps protect your computer
from spyware. You can decide if your Personal Firewall should block, allow, or take some other
action when programs on this list below attempt to communicate with the Internet.

| add || Edit || Remove

Status |Soﬂware |Response

# EPSON Quick Wireless Connection V1.00 Custom I ---------------------
# Internet Explorer aew ]
# Windows Explorer Allow

# Outlook Express Allow

# Outlook Allow

# Windows Mes=zenger Custom

# Trend Micro Proxy module Allow

# HTTP streaming and UPnP Custom

< | 4

oK || Cancel

17
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6. Select the EPSON Quick Wireless Connection in the Advanced Personal Firewall Profile Settings win-
dow (See the pic.5).
(If the EPSON Quick Wireless Connection is not listed in the window, add it to the window manually.)
Then Edit button becomes active. Click the Edit to confirm detail setting and then the following window
is displayed.
Make sure that Response to each communication direction of each protocol (TCP & UDP) is set to
Allow.
If even one of the 4 protocol communication directions is not set to Allow, set it to Allow manually.
Or if even one of the 4 protocol communication directions is not listed in the Personal Firewall Profiles
list, add the missing protocol communication direction to this list and set it to Allow manually.

Personal Firewall Profiles X

Description: EPSON Quick Wireless Connection V1.00

Target: (® Selecta program:

C:\PROGRAM FILES\EFSON PROJECTORNQU

(O Operating system files

Settings: O Simple & Advanced

Port or Type

# Incoming Allow upp NIA,
# Outgoing Allow uoP NiA

~
# Outgoing Allow TCP NiA
# Incoming Allow TCP NiA
< >
@ Help OK | | Cancel
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