SEIKO EPSON

Setup procedure of Firewall

< McATfee Internet Security >

Contents
WINAOWSXP - - - = = - o o e oo oo e e 3
Connecting the projector to Windows XP using EMP NS Connection - - - - - - - - - 3
Connecting the projector to Windows XP using Quick Wireless Connection- - - - - 7



SEIKO EPSON

Rev,No. Revision history Norts
Rev.A 2008.xx.Xx New releases

Using This Manual:

This manual is for users who do not know much about how to add software for Epson projector to anti-
virus Software’ s firewall exceptions list. Please be kindly noted that there are other methods to add the
software to firewall exception list other than the method described in this manual. Also, the description
about change in firewall setting in this manual is just an example setting to use the software (EMP NS
Connection and EPSON Quick Wireless Connection). This is not the security level Epson recommends
and assures. We would appreciate it if users could set up security level in accordance with their environ-
ment.

Copyright Notice:

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or trans-
mitted in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, with-
out the prior written permission of SEIKO EPSON CORPORATION. No patent liability is assumed with
respect to the use of the information contained herein. Neither is any liability assumed for damages
resulting from the use of the information contained herein.

Neither SEIKO EPSON CORPORATION nor its affiliates shall be liable to the purchaser of this product
or third parties for damages, losses, costs, or expenses incurred by purchaser or third parties as a result
of: accident, misuse, or abuse of this product or unauthorized modifications, repairs, or alterations to this
product, or (excluding the U.S.) failure to strictly comply with SEIKO EPSON CORPORATION's oper-
ating and maintenance instructions.

SEIKO EPSON CORPORATION shall not be liable against any damages or problems arising from the
use of any options or any consumable products other than those designated as Original EPSON Products
or EPSON Approved Products by SEIKO EPSON CORPORATION.

EPSON is a registered trademark of SEIKO EPSON CORPORATION.

EasyMP is a trademark of SEIKO EPSON CORPORATION.

IBM is a registered trademark of International Business Machines Corporation.

Microsoft, Windows, Windows logo, Windows NT, and Windows Vista are registered trademarks or
trademarks of Microsoft Corporation in the United States of America.

McAfee, MCAFEE, MCAFEE (AND IN KATAKANA), MCAFEE.COM, MCAFEE VIRUSSCAN,
NETSHIELD, VIRUSSCAN, VIRUSSCAN (AND IN KATAKANA), WEBSCAN, WEBSHIELD,
WEBSHIELD (AND IN KATAKANA) are registered trademarks or trademarks of McAfee, Inc. or its
affiliates in the U.S. and other countries.

General Notice:

Other product names used herein are also for identification purposes only and may be trademarks of their
respective owners.

EPSON disclaims any and all rights in those marks.



SEIKO EPSON
WindowsXP

Connecting the projector to Windows XP using EMP NS Connection

1. Click Start > All Programs > McAfee > McAfeeSecurityCenter

] New Office Document Microsoft PowerPoint

| Open Office Document Microsoft Word
@ Set Program Access and Defaults ¥ Microsoft Works
¥ Windows Catalog w# MSN Explorer

% Windows Update () Outiook Express

A PRISM Wireless LAN Configuration

) Accessories »
@) Administrative Tools )| e Remote Assistance
0 Arvel HiSpesd USB Eridge Cable B sewp Comag Software
@) Compag o | 4 setup WinDVD Software
@) Games ,| © Windows Meda Player
IF InterVideo WinDVD » 3 Windows Messenger
() MEDIAEDGE y| (@ Adobe
@ Micosoft Office Tools S "j PRCSIM
J Internet ) Micosoft Works y| @ EPSON Projector
@ Interet Explore @ weoE ,| @ autodesk
B D Mutolex »| @ o
o I mysingtel " cj ‘eiFe
Qj)gw NS Connection {f B PRISM Test Utiities » g ::‘\ra:hark
i @) Real y| @ winPcap .
‘_g‘-,.‘: Notepad @ Soundmax » | - - -
1 @ startp » I [ Mcafee SeaurityCenter
‘g ok ) TeraTemPro » —— e 15 |

EM i [#} AcrobatReader 5.0
ierosoft Excel

4P CarePaq Services

@ McAfee SecurityCenfl 8 Click Now for Cool Options!
@ CNN, TIME  FORTUNE

Microsoft Access @ Internet Explorer
Microsoft Access

Microsoft Excel
Microsoft FrontPage

=
%) Micosoft Money E

Microsoft Outlack s Bl % e )] 18307

Am I Protected? Yes

0 _— ‘four computer protection services are enabled and up-to-date. Mo action is required.
Common Tasks

Computer & Files These services are protecting your Internet and @
> Home Protected @ network connection:

View Recent Events » Firewall Protection

Manage Metwork » Web Browsing Protection

Internet & Network
Protected » Phishing Protection
» Identity Protection

» Safe Surfing

Maintain Computer
Backup and Restore Files
Lockdown Firewall
Restore Firewall Defaults

E@@

E-mail & IM
Protected @

Parental Controls
@ Ensbled ©)

To change your options, dick Cong
@ Configure

@ Configure @ View Details

Components Installed } .
SecurityCenter Information
- VirusScan Update Check: No data available
- Personal Firewall Last Scan: No data available
Mare. .. Subscription Expiration: 2009,/07/17

@ Advanced Menu




3. Select Advanced button.

o

McAfee’ SecurityCenter

SEIKO EPSON

Common Tasks
Home

» View Recent Events

» Manage Metwork

» Maintain Computer
Backup and Restore Files

» Lockdown Firewall

» Restore Firewall Defaults

Components Installed

- VirusScan
- Personal Firewall
More...

@ Advanced Menu

S ®

Firewall protection is enabled
i« on ‘four computer is protected against intrusion and unwanted Internet

connections.
 off

connections.
Web b ing protection is enabled ®
Personal information protection is enabled @

A firewall protects your computer from intrusion and unwanted network
traffic and helps you manage inbound and outbound Internet

4. Make sure that Security Level is set to Standard and close the window.

> Security Level
Program Permissions
Trusted and Banned IPs

» System Services

* Event Log Settings
Intrusion Detection

o d and outbound connections and alerts you when new
programs attempt Internet access, Blocked and added programs appear in
i 1 Program Permissions.

Open

Smart Recommendation:

Smart Recommendations helps you decide how to handle alerts, automatically grants or blocks
programs, and alerts you about unrecognized or potentially dangerous programs,

| Enable Smart Recommendations = |

Security Settings

Boot time protection protects your computer during Windows startup. Permitting ICMP ping
requests allows other computer users to ping your computer to determine if it is on the network.

[~ Enable boot time protection
I~ Allow ICMP ping requests

o Help
=

| OK | |r Cancel |
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5. When the following pop-up window is displayed at the first start of EMP NS Connection and at the
first start of moving sending mode, select Grant access.

Program Requests Internet
Access

The program EMP NS Connection V2.50 requests
access to the Internet. You can grant, grant once,
or block access for this program.

McAfee does not recognize this program.

Details

FProgram: EMP NS Connection V2.50

Location: C:\Program Files\EPSON ProjectorEMP
MS Connection V2EMP_MNSC exe

Tell McAfee about this program.

(%) Grant access

PRI L s
(O Block access

OK

When using the moving sending mode, the following pop-up windows are displayed.

In case of EMP-1705/1715/1815 In case of EMP-1825, EB-5150/5350/1725/1735W

Program Requests Internet
Access

The program VLC media player requests access
to the Internet. You can grant, grant once, or block
access for this program.

McAfee does not recognize this program.

Details

Frogram: VLC media player

Location: C:\Program Files\EPSON ProjectorEMP
NS Connection V2wlc084wic.exe

Tell McAfee about this program.

(%) Grant access

—
(O Block access

OK

Program Requests Internet
Access

The program VLC media player requests access
to the Internet. You can grant, grant once, or block
access for this program.

McAfee does not recognize this program.

Details

Frogram: VLC media player

Location: C:\Program Files\EPSON ProjectorEMP
NS Connection V2wlc086wlc.exe

Tell McAfee about this program.

(%) Grant access

—
(O Block access

OK
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6.Make sure that EMP NS Connection's Permissions status is set to Full Access in the Program Permis-
sions list.

Firewall

Security Level
» Program Permissions
Trusted and Banned IPs

iexplore.exe

System Services @ Internet Explorer Full Access
Event Log Settings 2 LSA Shell (Export Version) lsass.exe Full Access
Intrusion Detection E) RealMetworks System Tray Application tsystray.exe Full Access
@ RealPlayer realplay.exe Full Access
9 Services and Controller app SErvices.exe Full Access
® Userinit Logon Application userinit.exe Full Access
m Windows NT Logon Application winlogon.exe Full Access

!r Add Allowed Program ‘! | Add Blocked Program |

Action
@ Grant Full Access
@ Grant Qutbound-Only Access
@ Block Access
@ Delete Program Permission
@ Learn More

Program Details

- EMP NS Connection V2.50
@ SEIKO EPSON CORPORATION
b C:\Program Files\EPSOM Projector\EMP NS
Connection V2\EMP_NSC.exe

Permissions: Full Access
Creation Date: 200857170 15:51:56

-]
I

Cancel |

0 Help
=

When using the moving sending mode, the following pop-up windows are displayed.

In case of EMP-1705/1715/1815 In case of EMP-1825,EB-5150/5350/1725/1735W

Firewall Program Permissions Firewall Program Permissions
ety el Frogram Name FieNeme | Pemissions ety el Frogram Name Fie Name Pemissicns
T -,* LsA shel (Expart version) il Full Access ] ey () Mcafee Netork Agent Mciasvcexe  Full Access B
Tristed and Bannied s [8) McAfee Network Agent MciASvcexe  Full Access Tristed and Bannied s @ Realetworks System Tray Appication tystrayexe  Full Access
SystEm ey &P Reallietuorks System Tray Application tsystray.exe  Full Access SystEm ey & RealPlayer redplay.exe  Full Access
Event Log Settings @ ReaPlayer reaplay.exe  Full Access Event Log Setlings # Services and Controller app services.exe  Full Access
Intrusion Detecton @ Services and Controler app senvices.exe  Full Access Intrueion Detecton 8 TCP/IP Ping Command png.exe Full Access
# TCPTP Ping Command ping.exe Full Access 8 TFTP server for MEDIAEDGE-STS tHpswrexe Full Access

Full Access

1 TFTP server for MEDIAEDGE-STB

tFipsvr.exe

[ add Allowed Program | [ Add slacked Program |

L T G e

Connection V2\vlc084\vlc.exe

Permissions: Ful Access
Creation Date: 2008F7H23H 19:14:44

=

() Block Access
(3) Delet= Program Permission
(3) Learn More

oK

Cancel

@ Heb

@ Heb

Program Details Action Program Details Action
s VLCmedia player @) GrantFull Access »  VLCmedia player @) Grant Ful Access
M VideoLAN Team @) Grant Outbaund-riy A M VideoLAN Team @) Grant Outbaund-Ory A&
E=®  Ci\program Files\EPSON Projector \EMP NS e el O Acess B=®  Ci\program Files\EPSOM Projector EMP NS ANt O R A

Connection V2086 vlc. exe

Permissions: Ful Access
Creation Date: 2008F7F23H 13:18:44

(@) Block Access
(3) Delete Program Permission
(@) Learn More

=

| oK

| Cancel

7 Restart EMP NS Connection.
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Connecting the projector to Windows XP using Quick Wireless Connection

1. Click Start > All Programs > McAfee > McAfeeSecurityCenter

] New Office Document Microsoft PowerPoint
3| Open Office Document Microsoft Word
@ SetProgram Access and Defauits ) Mcrosoft Works

% Windows Catalog w? MSN Explorer

& Windows Update %) Outiook Express

& PRISM Wireless LAN Configuratian

) Accessories 4 :
@ Administrative Tools ¥ M8 Rl ketiniy
) Arvel Hi-Speed USE Bridge Cable  » & Setup Compaa Software
@ Compea ,| & setup WinDVD Software
@ Games b ® Windows Media Player
[@ Intertideo WirDvD »| 4 windows Messenger
| MEDIAEDGE 2 O Adobe
) Micosoft Office Tools » ”j i
) Mizasoft Warks ,| '@ EPSONProjector
Intern: larer &) wsoE N I Autodesk
email ) e v O AEE
@ mveng » 'j o
@EMP NS Connection | () PRISM Test Utiities » g ::’:'ni::k
o ‘ I Real | =
\j‘__ Notepad @ SoundMax g
% @ Startup 3
\_g R ) Tera TermPro 4

#} AcrobatReader 5.0
MiUUSUﬂ Excel u Aol

4@ CarePaq Services

@ McAfie SecurityCenf] @2 Clidk Now for Cool Options!
@ CNN, TIME FORTUNE

Miaosoft Access | @ Internet Explorer
Microsoft Access

AllPrograms | Microsoft Excel

Microsoft FrontPage

T
% Microsoft Money E

C
£
Microsoft Outiook { 5 ke % i [ 18:07

2. Select Internet&Network in the main screen. Then click Configure shown in the lower right corner.

o

McAfee’ SecurityCenter

0 Update
Am I Protected? Yes
‘four computer protection services are enabled and up-to-date. Mo action is required.

0 Scan
Common Tasks These services are protecting your Internet and @
network connection:

Computer & Files O
3

* Home Protected

View Recent Events Firewall Protection

Manage Metwork ‘Web Browsing Protection
Maintain Computer Intemetd i ishi i
p Protected Phishing Protection
Backup and Restore Files Identity Protection
Lockdown Firewall b, Safe Surfing
Restore Firewall Defaults U

E-mail & IM
Protected @

Parental Controls
@ Ensbled ©)

To change your options, dick Confi -
@ Configure
Components Installed } .
] SecurityCenter Information
- VirusScan Update Check: No data available
- Personal Firewall Last Scan: No data available
Mare. .. Subscription Expiration: 2009,/07/17

@ Configure @ View Details

@ Advanced Menu
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3. Select Advanced button.

o

McAfee’ SecurityCenter

Firewall protection is enabled
Common Tasks
Home * on ‘four computer is protected against intrusion and unwanted Internet
connections.
> View Recent Events  off
» Manage Network A firewall protects your computer from intrusion and unwanted network
b traffic and helps you manage inbound and outbound Internet
» Maintain Computer it

Backup and Restore Files
» Lockdown Firewall
» Restore Firewall Defaults

Web ing protection is enabled ®

Personal information protection is enabled @

Components Installed

- VirusScan
- Personal Firewall
More...

@ Advanced Menu

4. Make sure that Security Level is set to Standard and close the window.

Firewall Security Level
» Security Level Lockdown Mt el it e 2 ity level,
Program Permissions Current Level: Standard

Trusted and Banned IPs b= e 5 am outbound connections and alerts you when new
. g - programs attempt Internet access. Blocked and added programs appear in
Y, SySiem Services == Program Permissions.
* Event Log Settings =
Intrusion Detection ‘
Open

Smart Recommendation:

Smart Recommendations helps you decide how to handle alerts, automatically grants or blocks
programs, and alerts you about unrecognized or potentially dangerous programs,

| Enable Smart Recommendations = |

Security Settings

Boot time protection protects your computer during Windows startup. Permitting ICMP ping
requests allows other computer users to ping your computer to determine if it is on the network.

[~ Enable boot time protection
I~ Allow ICMP ping requests

@ Heb | OK || cancel |
=
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5. When the following pop-up window is displayed at the first start of the Quick Wireless Connection,
select Grant access.

Program Requests Internet
Access

The program EPS0ON Quick Wireless Connection
V1.00 requests access to the Internet. You can
grant, grant once, or block access for this
program.

McAfee does not recognize this program.

Details

FProgram: EPSON Quick Wireless Connection
V1.00

Location: C:\Program Files\EPSON Projector
\Quick Wireless Connection V1.00\EMP_QW . exe
Tell McAfee about this program.

(%) Grant access

() Grant access once
(O Block access

OK

6.Make sure that EPSON Quick Wireless Connection's Permissions status is set to Full Access in the Pro-
gram Permissions list.

Firewall Program Permissions
Security Level Program MName File MName Pemissions
» Program Permissions ik —— i e 1« |
Trusted and Banned IPs é‘)., PSC < Wireless Conne i ) 1 Full Access
System Services e T
Event Log Settings & Internet Explorer iexplore.exe Full Access
Intrusion Detection 98 L5A Shell (Export Version) lsass.exe Full Access
@ McAfee Network Agent McMASyC.exe Full Access
E) RealMetworks System Tray Application tsystray.exe Full Access L]
@) RealPlayer realplay.exe Full Access
W Services and Controller app SErvices.exe Full Access ﬂ
: Add Allowed Program 1 :. Add Blocked Program '
Program Details Action
=, EPSON Quick Wireless Connection V1.00 J @ Grant Full Access
Shil  SEIKO EPSON CORPORATION @ Grant Outbound-Only A
C:\Program Files\EPSON Projector\Quick HT R L P
Wireless Connection V1.00\EMP_QW.exe @ Block Access
Periiicons Bl Ko @ Delete Program Permission
Creation Date: 20085 7H 178 19:33:16 J (@) Learn More
I 0K | G | i | 7 y
0 Help . il 2ncE . fhivd 4
=

7. Remove and reinsert the USB key in the PC. Then restart the Quick Wireless Connection.
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