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(©) = Add Printer

Choose a printer port

A printer port is a type of connection that allows your computer to exchange information with a printer,

() Use an existing port: LPT1: (Printer Port)

(®) Create a new port:

Type of port: Standard TCP/IP Port W
Epson_Print_Admin
EpsonMet Print Port
e —
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(«) = Add Printer
Type a printer hostname or IP address
Device type: TCP/IP Device
Hostname or IP address: | 192.0.2.111| |
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3 Install Mavi [XXXX Series) - ®
Start Setup Connecting your
Li Ag t @ Wi-Fi Connection (Recommended)
4 License reemen f’.::‘\

- Establishes a wireless connection with the E ----- ;'_ e =

.~ System Check

© Ethernet Connection
- Instabafion Select this if you are using a wired network E """ :i_F'_q_

and wish to connect with an Ethemnet cable.

Connection Setting ) USB connection
- Connect the “ to a computer using a E =A

Additional USB cable.

Instalation

Finish The computer is connected to the wireless network.
0 You can use the » by selecting [Wi-Fi Connection)].

Advanced configuration

| Cancel Next

Setup Complete
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Connection Type

Please select the connection type you want to Wi-Fi Network Connection

set up from the options on the right.

Selecr this if you wish to make a wireless
connection to your product.

Ethernet Network Connection

Select this If you are using a wired network
and wish to connect with an Ethernet cable.

USB Wired Connection

Select this if you are using a single computer
only and connecting with a USB cable.

@ Additional Computer
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Paper Source Settings
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Interface Settings

Ponn 525 NYPINW O0DTNN NOW IR ADDTA NTAY 72AY N1 pO-D NX 170

PostScript 1x PCL nnxin nosTna avin a1 v=

Interface Settings < Print mnwb nx 1na 1 Web Config bx wa

.0M8 5y TN

Timeout Settings
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Error Settings
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Error Settings < Print nnwb nx 7na mx1 Web Config bx wa .1

oMo byaman 2

Paper Size Noticed
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Universal Print Settings

.o TN Sw 1PRnn 5mana wnnwid Xoa omnyn 07pNNn ©1TN NNKX NN 70
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m2°0 myTn
MO DAWD M0 DR NI AYTnD Connection test was
successful.

AWRD Y™ AyTIian SMTP server communication
error. Check the following. -

nwnb naInn KR nosTn Network Settings

nawvim SMTP mw
210 PIna pRana nwad nann

o»pbn omn Hapnn

WK 7Y Ayminn POP3 server communication
error. Check the following. -

nwnb MaInn 1K nos T Network Settings

nawm POP3 nw
210 PPana pRann nwad mann

o»pbn omn Hapnn

WX Y™ AYyNan | An error occurred while

connecting to SMTP server.
now2 DNS-n mw % mmannnn D | check the followings. - SMTP

Server Address - DNS Server

L5wo1 SMTP naw may mnw nor A
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An error occurred while
connecting to POP3 server.
Check the followings. - POP3
Server Address - DNS Server

Swa1 SMTP mw nuex qwxo 30m Aymnn

SMTP server authentication
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Authentication Method -
Authenticated Account -
Authenticated Password

5wa1 POP3 mw nmim X qwKa myom nymian

POP3 server authentication
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Authentication Method -
Authenticated Account -
Authenticated Password

DIRWY D"'D'IPT(DﬁD mMyxnX1 nMwpn D”PY? 101N ANX AWNXD Ay?5In AYTIinn
.00nn

Unsupported communication
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SMTP Server Port Number
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.(SSL m12°n) mva SMTP mama imn xS

Connection to SMTP server
failed. Change Secure
Connection to None.
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Connection to SMTP server
failed. Change Secure
Connection to SSL/TLS.
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.mva SMTP man 12y STARTTLS m2oma wanwnb wpan

Connection to SMTP server
tailed. Change Secure
Connection to STARTTLS.

MWK HPINW IX 012121 DX NOHTNAN Sw AYWM PARNT AWRI AYDINAT AYTIN
.AD

The connection is untrusted.
Check the following. - Date
and Time

X1 XD DX IR WD DIROND 002 MY X PR NDDTAD TWRI 19011 11 YT
.CA Certificate

The connection is untrusted.
Check the following. - CA
Certificate

012D X 53P1‘11‘|W MWIRA AWRI APDIN T AYNIA

The connection is not secured.

mwn . mMpbm nwn Sw MK MOWw 172 TNRNA-2X @WK 1IN aT YN
SMTP AUTH-21 7mn

SMTP server authentication
failed. Change Authentication
Method to SMTP-AUTH.
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MN2 MIND X D70™ 127 N2 L,N00TAN DIPN A2 ,DP™MN DY YT DX 1 Bonjour Location
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See the Network Status and check if the Network Name (S5ID) is
the SSID you want to connect. t)
1f the S5ID is correct, make sure to enter the correct password

and try again.

If your problems persist
gee your documentation for help and networking tips.

e T T S
Checked Items

Wireless Network Name (S55ID) Check PASS
Communication Mode Check PASS
Security Mode Check PASS
MAC Address Filtering Check PASS
Security Key/Password Check FAIL
IP Address Check Unchecked
Detailed IP Setup Check Unchecked
I —

Network Status

Printer Model XX-XXX XXX ESeries
IP Address 0.0.0.0

Subnet Mask 255.255.255.0
Default Gateway

Network Name (SS5ID) KXXXXXXXKXXX
Communication Mode WEAZ-PSK (AES)
Signal Strength Poor

MAC Address 44:D2:44:DA:C0:43

XY Mp .X
nwAan N2a02 Mymin .2

E-1

YN
Confirm that the network cable is connected and network devices such as hub, router,

or access point are turned on.
:NND
DR DWW PN IR Y N0 SR Hw noaTd avih 12inn Ethernet Saow xmd
.0HYmn 0MNR WA Ipnn X noanw xmid

Xnw 01wn noatan May Wi-Fi-n nmman nx 2w yya ,Wi-Fi myynxa nooin nx nand mnynaox
Jnawvmn
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E'7 >E'3 >E'2

YT

No wireless network names (SSID) found. Confirm that the router/access point is
turned on and the wireless network (SSID) is set up correctly. Contact your network
administrator for assistance.

No wireless network names (SSID) found. Confirm that the wireless network name
(SSID) of the PC you wish to connect is set up correctly. Contact your network
administrator for assistance.

Entered security key/password does not match the one set for your router/access point.
Confirm security key/password. Contact your network administrator for assistance.

:MNND

HYmn Pw nwnan nmpaw XM

IR NMpab N1 MY M Y 1pnnn X e avnnnw xnid

JMR POTA IR L,APIW 10 TIPA 1NNA Awan NP NX 123

.07 X¥nan S1wan 5 o0 1R P awnan nmpab noaTen nx a1p

n"r1a Network Status-n pbna SSID-1 nx p17a .01 X oR 112,71 1mxa SSID-n nx narmox (A
QWA M

1Rw 11NA wnnwn SSID-1 qwxa avinn SSID-i nx ana L0071 SSID mnon nwea nmipad v ox
MK N0¥N 1K NOaTAN L,NIpND NYn

5min X5 \WPS-1 nomin Hw nwnan nmpaw XM L,NWN M1 mYd 1 ¥ 1N wnnwn nnx ox
WPS-2 nomn nrx 15w nwran nmp1 ox (xS n1Tana wnnwnd

SSID x5 1537 nvk noaTan .(ono1omaon ,nrmx) ASCIImna pa wnnwn 1w SSID-nw xm
.ASCII mn orxw omn Sonw

YN NTIPIA WRNWNn AR OX .Wan nMpad 1annnw 1a5 1w nneon nxl SSID-n ax y1 nnrw xmd

NX Y717 7K DX .Awnan nmpa Syw nminn 5y oixyna anorom SSID-n ,nbw b 1nnn nama nnman oy

NTIPI MDY MY N2 7YX LW NP NX PPANW DI DY 2wp MY "o on nxi w SSID-n
SN

-1 X P1T2 ,001 1PN Sw Mann M nrypna myynxa poinw SSID-5 [annnb nv nnx awxa
.DOM7 PR oY poIow TP na nnoon nx1 SSID

L7017 1951 NYann NN oX . SnSw nryan nnx nnTp ox pr1a ,oRne prann Wi-Fi-nmamox A
X277 DIVIRA RN ANONN HW AOYEM AT MYYAXA 1YW DWIn MITAN DX DX

mpnn < http://epson.sn

J¥MS nIpnn Myynya nwab 1210 qon 0on jpnnld

J¥MS NIpNN NOW APXY WY NNR newa vt 1n i Wi-Fi-nnea A
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E-5

YT

Security mode (e.g. WEP, WPA) does not match the current setting of the printer.
Confirm security mode. Contact your network administrator for assistance.

Qnns

NAvYANRA N0 DX MW ,72 7210 12X X1 DN.]5H5 D01 TNANXD TN AW NPl YW nNYANRN NOW XM
.o YW nwan MITan X 0aX 1 m X, >NMOANT NTIPIa

(n12'0 40) nrao WEP-64d

(mm™0 104) nrao WEP-12811

"(WPA PSK (TKIP/AESQ

"(WPA2 PSK (TKIP/AES

(WPA (TKIP/AES

(WPA2 (TKIP/AESU

WPA2 Personal-3 o1 v WPA2 PSK 1pn.WPA Personal-> oa v WPA PSK: %

E-6

YT

MAC address of your printer may be filtered. Check whether your router/access point
has restrictions such as MAC address filtering. See the documentation of the router/
access point or contact your network administrator for assistance.

Inansg

X5 xnw 12 MAC-1 n2ina nx 0w ,pnr pron ox.nawin MAC-n1 maino o ox pr1ald
nbn inn noaTan bw MAC-n n21n2 nX p1725 5210.1wn NP1 oY po1ow Ty na 1y ,07o1ab.111on
nwnn man n'1aw Network Status-n

OPTIRM MR nnanw X ,WEP nnovax oy gmwn mnxa nwnnwn PHw nwnan nmpl ok A
.0

DTN MIYH w0205 TIYNAW NWAN PNN 1901n TN 1wRan NTIRI 072n5 1w 01pnnn 1oon ox
oY POIDY TP N2 Y ,MITAAN NXR P¥ab *12.07a05 1w 0Ipnnn 180n NR 5r1and 1o awnan nmpaa
SWnN NP3
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E-8

YN
Incorrect IP address is assigned to the printer. Confirm IP address setup of the network
device (hub, router, or access point). Contact your network administrator for
assistance.
ZND
POMPIRD 710 noaTon bw TP nano awn' nmwaxn awxo fnwnan nmipia DHCP nx awax

ARYIND D nSa na e manw IP -0 nano mean oo nnTan noa i bw ' TP nann awn nmman ox
Web my¥nxa nostin bw mpan md inn IP naino 11an.(0.0.0.0 Swnb) mvnn nxeym
.Config

E-9

YT

Confirm the connection and network setup of the PC or other device. Connection using
the EpsonNet Setup is available. Contact your network administrator for assistance.

:NND
55 0mMaTn nR 1A

.0y oapnnn

12M5 TNYN2W DAPNNT DY NWAN MK DIRYNIT NWA PN IX 0MNR DAwnnb1 030rRS nwad
.nonTnH

1NNA.AW AN TP AR 120,510 AR ARTMY MINX NwA 1pnn 1725 15w noa T 12 11271 X XS 7TV DX
NN Sw nYm AT MY¥NRRA THW NWAN MNTAN AR 05X 191 INXD.AMK pYTA IR LMY 10 T2
Jombw Aanxnn mapnnn

mapnn < http://epson.sn

E-10

YT

Confirm IP address, subnet mask, and default gateway setup. Connection using the
EpsonNet Setup is available. Contact your network administrator for assistance.

2MMND
>R 0™MaTA N 1A

0519 nwna oMnx 0pnn d

NIWn NMMWaK DX 1170 oX Mo §n (5n nma e ,mawn nwn naon SLIP naing) nwn mano A
.10 nooTon bw IP-1 nano
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51nn namaayw ,mawnn nwa naon LIP-1 n21no nx p1725 55100123 X X DX NWAN 12100 DX 0OK
.nwnn man n'v1aw Network Status-n pbna

NX TS IN¥N2 DRAIOMPIR 2¥nd noaTn mHw TP nono awn' nmman nx mw ,awsixn DHCP ox
,nwnn 2n n'a Network Status-i pbna nosmin Sw IP -i nano nx p1ma a1 mxa IP-n nono
.[255.255.255.0] mnnw 72 mwnn nwA N2°0n AX TAN.NWAN MNTAN Jona T ana X

P’T[ﬂ X1 ,M7Y 10 TP 1NNA.AWAN TP AKX 12D ,nW1 1pnn ']’:l') ']510 noLhTNA P2 MMM AN X5 1TV DX
1NN

E-11

YT

Setup is incomplete. Confirm default gateway setup. Connection using the EpsonNet
Setup is available. Contact your network administrator for assistance.

:NND
55 0™MaTn nR 1A

.10 noaTan Sw TCP/IP-n na1an X 2 Tan NN DX 7N SThnn n1ma yw nano A
.537'15 51nn nmMa QYWD TN Jphnn d

-1 P51 JINN 5Tnnn nMa Www NN NR P11 SminubTnnn i apwb nnol NN aman
.nwnn mann n'maw Network Status

E-12

YT

Confirm the following -Entered security key/password is correct -Index of the security
key/password is set to the first number -IP address, subnet mask, or default gateway
setup is correct Contact your network administrator for assistance.

aMIND
o5 0T DR pITa

.0Ha nwna omnx onpnn

3T MK PTR AnX ox mnoa 10 (5nn nama Ayt mwnn nwn naon LIP nang) nwnn maina A
.11 (57nn namMa pet mawn nwa N2'n) DMINX 01pnn Ay nwnn mans

.DMNX 01pnna nwann nrx IP-n nano

JNIRAN MIDYPHN AKX 101,50 X ARTMY MK NwA pnn 15 Dw noaTna 1A 112 ¥ XD TP OX
JIMIR PYTA IR L,O7IW 10 TIP3A Nnn.Awean TPl nX nao

X371 IR MK 770 D1N.0PNA1 NINN MY¥HRRa nwIn mMATan IR 2w pyald
mipnn < http://epson.sn
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,MNXNO0 110 mmwn oX. WEP non nnvaxa nwnnwnn nwra nTipia nXNo o nnd 01w 1NMWwAHR2 d
.NDHTN2 MTAN NNWRAN 7MWY 1Nd0n OX P17

E-13

YT

Confirm the following -Entered security key/password is correct -Index of the security
key/password is set to the first number -Connection and network setup of the PC or
other device is correct Contact your network administrator for assistance.

aMIND
o5 0MaTA NR 1A

.05y ,AN11 NTD7 ,7W2 NP 1A2 N1 pnin a

>R oMOIX 191X nyapa TCP/IP-a n1an ox).no1 nyapa X5 nwn apnn may TCP/IP-n mmand
SW NXT ANW NW12 ARYNI NOTANW 120,777 19IRA Nyapa onnx nwn apnn> TCP/IP-a nman
| |
.(omnxn oapnnn

55 mvpan X 102 L,Nawn mopnn 5 mprTan anxd ox
SR PYTA IR L,NMIW 10 7P JRNn.Awean 1Pl NR 1o

NN Y’Wﬂb ’nm.mpnnn N121N2 NWNRNWNHI NDETAN 112 NWA MK DY XYM 2wnna nwl mTan yya
X217 KRN

mapnn < http://epson.sn

,MNXNO0 110 mmwn oX. WEP non nnvaxa nwnnwnn nwr nTipia mxNo o nnd =hl7mlp 1MWAR2 d
.N0HTNI MTAN NNWRAN 7MW 0NO0n OX P17

NYwAn Naxava aymn

nns nymn

nwnan MMPpI2 MATann AX pr1a . SSID MK v nwa mmpannoaw e | *Multiple network names (SSID)
SSID-nnxmwn | that match your entered network

name (SSID) have been detected.

Confirm network name (SSID).

120,01 onwSa oHwon phom nwran nTpad noan X 1pnw nX | The Wi-Fi environment needs to
231 KD TP DX LMK PYTA IR LNTIW 10 TW3A INnn .awnn nMpd X | be improved. Turn the wireless
TWNN NP O poow YA Y ,Mam | router off and then turn it on. If
the connection does not improve,
see the documentation for the
wireless router.
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noynn 5mndb N
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nans nyTin

72712 X5N 19IRA DMAINN NNT-12 07anD (NN oon oapnm awnn | *No more devices can be
PN ,q01 DM PANIR Awnn oid 1. (0mws AP man) Wi-FiDirect | connected. Disconnect one of the
DPOINDRI DIPNTT IDON NX WK DN .0 DIpNAn TR X DR | connected devices if you want to
2¥N 1192 NPT MYYNXI 0NN 02PNAN 1900 NX NMnt-111an0 1w | add another one.
.NIODTAN YW mpan md X nwan

DMWwpnin axn npria

1YAN NS 27PN 7921 ,nN23 Awnni Pab NoaTHN A NMYPNNY XM

NWA PNM DY Ay DWW YR NpTTa

MW ,5™0 MW AT MWK MY¥NRRA 17925 12700 AR AW 1777 107w TR ,Aw1 M ma nryabw npna
07201 2 L, TIY MTPD1 N SW NwAn e myynKa avnn npra L, ,LDAP-n

nwn 2¥n 51 nonTh
ANODT MY¥NRRA NN DY YT X p11ad 5N
LMo L1
7371 0N MATAN-1 A .2
OK 1xrb 5y yrs i1 P> €W A ooaxmbn mpynxa omon bR Tipmi AX 1,08 1nab 1o
WA D10V < nwn mMAaTan < nebbs maTan ana L3
.D1OVD P PET MY .4
WA 2¥n 193 X DOTA IR L1000 AR P12 L5

Jonn Ak Mo .6
JD7YAD AT PID MINX NNIVIN 101 JonN

Dawnnd DUPNN A NNWHNN NpTTa

Ping — Windows nTips myynNa nmwpni npra

NX P15 ™12 1505 0T 0 HY byn .nonTb 12mn awnnnw XS 13 Ping nmpaa wanwnb boin
.Ping nmpoa wimw 1 by nmwpnn

21725 In¥naw nMmwpnn May Pw noan b IP-n nano nxk g1 .1

5w IP Address mmnya X M2 0712 ,nonTn Sw nnpan mYa DwAn 2¥n Jona AR P11 Soin
W0 2xn
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noynn Smnd N

.awnnn Sw NTIPhN MW 701N NXR aXi1

L1TIPEA NMW N2 XY H’YP’5DNH 701 NX axA

AOIR Wpn Sy ynd 1am NRM ,"ping XXX.XXX.XXX.XXX' 171

XXX XXX XXX.XXX M2y nos i Sw IP-n nono nx m

OMWpnn 2¥N DX p172

XA AYTIAN axnn ,awnnn ]’25 noLhTNA "2 NMYpPN M1X1 OX

X Administrator. Command Prompt

\Oping 192.168.111.28

Pinging 192.168.111.208 with 32 hytes of data:

Reply from 192.168.111.20: hytes=32 time=88ms TTL=64
Reply from 192.168.111.28: hytes=32 time=1ims TTL=64
Reply from 192.168.111.20: hytes=32 time=15ms TTL=64
Reply from 192.168.111.28: hytes=32 time=%ms TTL=64

Ping statistics for 192.168.111.208:

Approximate round trip times in milli-seconds:
MHinimum = ?msz, Maximum = 88ms. Average = 3Bms

R 2

Packets: Sent = 4. Received = 4, Lost = B (Bx loss>.

LR AYTINN AN ,aAvnnn ]’3'7 noLTNA "2 NMYpn Xl X5 DX

X Administrator. Command Prompt

N>ping 192.168.111.38
[Pinging 192.168.111.38 with 32 bytes of data:

[Ping statistics for 192.168.111.38:

NP

Reply from 192.168.111.108: Destination host unreachable.
Reply from 192.168.111.18: Destination host unreachable.
Reply from 192.168.111.108: Destination host unreachable.

Reply from 192.168.111.18: Destination host unreachable.

Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss)>.,

Ping — Mac OS nTijpo myxnNa nnwpnia npria

NX P15 ™13 1505 oIy 28 5y Syn .nosTb 12mn awnnnw XS 13 Ping nmpna wanwnb Soin

Ping nmpoa wimrw 1 by nmwpnn

21725 In¥naw nMmwpnn May Pw noan Sw IP-n nano nx pra

WA MAY PN NN X Syon
Spotlight-1 "nwan may yn mmn” m
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Ping 5y ynb 1x1 ,1 25wa npmaw IP-n naino nx i ,Ping manwbn Sy yrb .3

[ N | Network Utility

Info NetstaiLockup Traceroute  Whois  Finger  Port Scan

Enter the network addrass tn nina
OO OO IO XK »e. 10.0.2.1 or www.example.com)

Send an unlimited number of pings

© sendonly 10 pings

LMWpNn XN DX P11 .4
JIRAM AYTIAN AN ,awnnn a5 noaTr 2 NMIWHN 11X DX

@ @ Network Utility

Info  Metstat m Lookup Traceroute Whois Finger  Port Scan

Enter the network address to ping.
XK XX XHK XX {ex. 10.0.2.1 or www.example.com)

Send an unlimited number of pings

©sendonly 10 pings

b4 Dytes Trom Pi.1k#.14.7: 1cmp_Seq=4 Trl=b4 Time=/.U5¢ ms
64 bytes from 790, 1%8,1%,1: icmp_seq=5 ttl=64 time=32,.896 ms
64 bytes from 290, 188,13,1: icmp_seq=6 ttl=64 time=121.774 ms
64 bytes from Ya0. LH.13.1: icmp_seq=7 ttl=64 time=118.428 ms
64 bytes from JWl.i8M.1d.1: icmp_seq=8 ttl=64 time=1.912 ms
64 bytes from 9%0.188,70.7: icmp_seq=9 ttl=64 time=208.127 ms

== 182388 1% | ping statistics

18 packets transmitted, 18 packets'received. @.8% packet loss '

round-trip minfavg/max/stddev = 1,500 e

AK2AN AYTIAN AN ,2awnnn ]’:l'? noLTNA "2 MMYwpn X X5 DX

® @ Network Utility

Info  Metstat m Lookup Traceroute Whois Finger  Port Scan

Enter the network address to ping.
XK XX XHK XX {ex. 10.0.2.1 or www.example.com)

Send an unlimited number of pings
©sendonly 10 pings

HEquUesT TIMEOUT Tor lemp_seq £
Request timeout for icmp_seq 3
Request timeout for icmp_seq 4
Request timeout for icmp_seq 5
Request timeout for icmp_seq 6
Request timeout for icmp_seq 7
Request timeout for icmp_seq B

— |82.33 L) L3 ping statistics —
10 packets transmitted, @ packets receivec( 100.8% packet loss )
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Windows — awnnn Sw nwan npra

T35 521N AT 191X .NOB TN SR MM 2201 AR AWNNHA DY MM 230 DX P12 ,ATPD 1MW My¥nKa
YN NX
ipconfig nmipad

AWNNA IR NP2 WRWNi NWIR pwnn SW MM 230 NX 237

MW DMTPW 1PN 121 XN 210 DX P15 9N ,590a nMmwpnn oy INTann YT AKNW MyYnxa
Bxw DNS-1 mw nx ,awnnd Syna nypinw nanon Xon an meab 5mn ,nw nmxa 021 DHCP
S0 ,mnn nyvia

ipconfig /all :onmn

mxnnT A

o | Administrator: Command Prompt I;Ii-

=\>ipeconfig ~all
indows IP Configuration

Host Name

Primary Dns Suffix

Mode Type

IP Routing Enabled. . . .

WINS Proxy Enabled. . . . P
DNS Suffix Search List. . . . . . :

[Ethernet adapter Ethernet:

GConnection—specific DHS Suffix

Degcription : Gigahit Metwork Connection

Physical Address. . . . . L e TR THATAK AKX

DHCP Enabled . . * No

Autoconf iguration Enabled . . = Yes

Link-local IPub Address .t felB::38fh:7546:18a8 :d2Bex14(Preferred)

IPv4 Address. . - . 2 192.168.111 .18¢{Preferred>

Subnet Mask R = 255_255 2558

Default Gateway . . . . P b 1 I I A

DHCPu6 IAID R : 283142549

DHCPw6 Client DUID. . . . . : BA-B1-88-81-20-48-2F-45-88-1D-73-6A—-44-88
DNE Servers ..ot 192 168,111 .2

NetBIOS over Tcpip : Enabled

unnel adapter isatap.<{B80080BA-ABCD-EFGH-HIJK-LMNOPQRSTUUW::

Media State : Media disconnected
Connection—specific DNS Suffi H
Description : Microsoft ISATAP Adapter #2
Physical Address. . . . : BE-BE-AP-B0-B0-PAE-BA-EA
DHCP Enabled :
Autoconf iguration Enabled

N,

pathping nmpa
JMWPNA YW A XY TP MR 1T 02190 0200 W DX WX 50N

pathping XxX.XXX.XXX.XXX :vnma

pathping 192.0.2.222 :mxnn1d

e Administrator: Command Prompt

snrpathping 192.168.111.28

racing route to EPSONAB12AB [192.168.111.2@1
over a maximum of 38 hops:

A WIN2B12R2.pubs.net [192.168. 111 i@1

1 EPSONAB12AB [192.168.111.28

omputing statistics for 25 seconds...
Source to Here This Node Link

op RIT Losts8ent = Pect LostsSent = Pet Address
a WINZB12R2 .pubs .net [192.168.111.181

Bé EﬁSONRBIZRB [192.168.111.2@81

A, 188 =
1 38ms B/ 188 = @z 8- 188 =

race complete.

N,
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12N NPTa Pixa

1DIRA .11 RI7 7PN NWA DY N2 DX PITA ,N0DTAN 113 POPN IMIXD 121000 AWnnn IX N0 TN
.NYAn NR Mnab S,in o

"
5"%1T nw
Relelanvalyl 5'(0 720 NPT AMYPNH MPYXNIXA 5"3{1'[11 nmw ]’3’7 nobdINA "2 MM AR P17

NWwp yTn
41 Tmya "7 nwb Man npra”

DNS nw

112 NWA yOPnN 1NN AUnnn SW WA DXNM %7 AR X7 .awnnn mon voxw DNS-n nw nx P12
.o 5w DNS-1 7735 nmr X0 oX oK) Nelolapyaly

X271 1982 awnnn Sw DNS-1 na1an nx pr1ab 5on

DNNN MINTAN AR MY < MO WA 191 < 0K nwa < 1pa mb :Windows
.1mpan nmwn "ipconfig/all” narn myynxa p1ab bain o021 nwa pwnn omp WX

DNS < ...07pnn < nwa < naayn notyn :Mac OS A
nwAan NMATan '71ﬂﬂN

Web Config 11nn Wi-Fi nnawn

on Wi-Fi-n 5x o2mn oapnn mnaw mara Wi-Fi-n nx nawn ox .Web Config inn Wi-Fi nawn
apmy

.Disable Wi-Finamx1 ,Wi-Fi < Network -n mnwb nx an21 Web Configbhx wa .1

OKmam ,aymannx prma .2

Web Config 1inn (viws AP mam) Wi-Fi Direct pinn
.Web Config inn (vws AP man) Wi-Fi Direct nx pna

.Wi-Fi Direct < Network n"nw5 nx ana1 Web Config bk wa .1
.Wi-Fi Direct m1ay Disable 1na .2
Next by yrd> .

[S8]

OKmama ,nymnn Rk pma .4
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mapan mbS>n Wi-Fi nnawn

pnann Wi-Fi-nmam par )55 9oin Wi-Fi-nwa

.an qona Wi-Fi-ana

OK 135 5 vrb i1 P> AW A oaxnbn mpynxa v X Tomn X 1A ,0™a Mnab o

JVINT N2
LN nwAn XN

TN MW ana
.Wi-Fi nawn < onx mwoxa ana
TN Snnn X Lnymnn nxX prTa

101NN IX MAD ,T]D'D'(D'lﬂ T]YDWDH'(D NYTIn NaXIM AWNXI
J97¥DD AT PAD "MINAX N0NIVIX 1101 10N

A x5 by yrd

.1

mapan mon (vws AP mam) Wi-Fi Direct myynxa 1120 nnawn

735 nmwn5

M2°112 NODTH5 0MAIMA O onA DIpPNAM Dawnna 53 ,nawn (viws AP ma'n) Wi-Fi Direct 11:2°m 7wKo
Pwon 5w mpan pwnn myynKa pna ,0mon 1pna b nyaa ox .opnun (viws AP ma'n) Wi-Fi Direct
108771 Sw 17pan mbn 851 vy

.m0 qona Wi-Fi-aama

OK 1xrb 5y yrb i1 P> €'V A onynbn myynxa vmnn S Tipmn IX 1A ,0M0 nab T

.Wi-Fi Direct 7na
.Wi-Fi Direct by y1mn v

NTARR W N
.Wi-Fi Direct nnawn ana
TN 5nnn X LAYmnn X pITa

.01 DX MA0 ,HD5W1H A5WHNW YA NAYIN WK
JDX¥DD 12T PAD "MINX NONIVIX 1101 70N

npan M51 NWAR NNTaR Mmw

.0n5w S7hna mmab nwan mMaTan 5o nx minb bon

.21 7012 MATan-1 N2

8o
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noynn 5mandb N

nwa Nne

W M < 5TAna 02 nmnTand amw < noapn Sinm < ndba nmTan ana L2
J2 M2 TR LAYTINN AR P11 L3

.01 DX MA0 ,ﬂD5W1ﬂ A5WHNW YA NA¥IN WK 4
JD7¥DD AT PAD "MINX N0NIVIX 1101 70N

mpa Sw mpn

Web Config 5x nwri px

.noomb anypin XS IP-n1 nans

501N .noo AN Sw mpan mS myxynxa IP-1 nano nx 11an .noamd nopin IP nano nnypin XSw qwar
.NDDTAA SW 1pan mbn X NwN a¥n 5T MY¥NRX2 0Ph0u0 170 210 OX WK

.SSL/TLS =12y Encryption Strength -2 7mn 1wx v0rKi 19707

oMW vIErX 1977 My¥nxa Web Config nx mnab 1 .Encryption Strength w» SSL/TLS-5
Pw 19THTA MDA NN AX PIT2 .DAYT 121Ya Manvna

AES256/AES128/3DES :bit 8o
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X 1na ,Authentication Method may Pre-Shared Key nana ox
MRS INYI2W pRAN MY NI on

ID Type

.M 1901 NO5 DXINA NODTAN SW M 19on NX 1

n_nmn

Jexnn =" L )'@" -2 wnnwnd Soin xS

0x20) TnX va5m31 ASCIIn 128 7y 1 711 :Distinguished Name
L'="5535 15y (ox7E 1w

IPv6 1x IPv4 vnmo 1 :IP Address

,9-0 ,a-z ,A-Z -2 wmw Jinomn 255 T 1 inn 9w i :FQDN

() mmpn -

Ty 0x20) TNX a1 5132 ASCII mn 128 7p 1 111 :Email Address
J@" 9535 1hy L(ox7E

.(0x7E 7y 0x20) TnX v 51132 ASCII mn 128 7y 1 1171 :Key ID

ID

Remot
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220 MATan D"WMD
12y Pre-Shared Key nwaxa nana ox Pre-Shared Key | Remot
127-1 T1R3 WX n amww nnon 1 ,Authentication Method e
.omn
WK NYTANY MNONA DX (I Confirm Pre-
Shared Key

0N noy avn s 75y ,Access Control may IPsec amannx ox | Encapsula-
tion

IP nuan a1 mnwaxaana ,LAN nwa nmxa p71 nooTtha wnnwn nnX oX Transport Mode
DY 0 TOYM 4 N120wn

13 ,IPsec- VPN 1120 v11027%2 130 0y Nw1a N0DTRA WRNWwn NN OX Tunnel Mode
.0mavin on IP-n nuan Sw ommnam nanon ar nnwaxa

.0MN 39-1 TMX2 2w nnd 111 ,Encapsulation 1ay Tunnel Mode mawaxa nna ox Remote

Gate-
way(Tun-
nel Mode)
.rMwarn nnxa N2 ,Access Control may IPsec 'ma nnx ox Security
Protocol
0N AT M LY MK YW mepn moand 111 MNwaxa ana ESP
IPsec-1 wnnwinb 5510 v minek bw nipn nvand ™1 Mwaxa ana AH

.01 Nabxn 53.7 QDX]1 DX DA

*Algorithm Settings

JKE q1ay manynn onmabx Nk ana Encryption IKE

JIKE-i nonib oxnna oanwn ovomon

IKE q12y mnxn onmabx nx ana Authentication

IKE may mnnoni nabnia onmadbx nx ana Key Exchange

JIKE-i nonib oxnna oanwn owomon

.ESP may moynn onmadbx nx ana Encryption ESP

.Security Protocol-> 1na1 ESP ~wxo nrnrr nwax

.ESP 712y mimxi onmabx nx ana Authentication

.Security Protocol-2 1na1 ESP qwx> nynr v mawax

AH M2y nminRia onmabx nx ana Authentication AH

.Security Protocol-> 211 AH wxa nymr v mawax

TN MY Any-n1nx ©19 MR MATnn 5 nay Any mnab yomn ,Algorithm Settings map *
M XOW AWIX ,MANRT MATINN M2 ANy WRN MR 070 IMam MITanamn pon may Any anan ox
MRS INYaw nRA pnnd RN Wwpnd pnnn Sw nb1ana
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MYP YT

124 Tmnya "nn¥ap nrrTn nvn NN’ <
130 Mnya "Group Policy-1 Remote Address(Host)-1 Local Address(Printer) m>w" «
130 Tnya "n¥iap nrra mw mnwb N

-2 Remote Address(Host)-1 Local Address(Printer) a5 w

Group Policy
Local Address(Printer) mnTan
3" Any addresses >TPve IPv4
v - v U[Pvy mTan
Remote
4 v - 2" ,1"Ipye Address(Host)
Ve v v Pial

MR TR 015 Sn XY ,Access Control may anay IPsec ox 1%

NN AN 1napn nm X (fe8o) mipn wrp naino nab b ,Access Control may anay IPsec ox 2%

JPv6 mon mipn wrp mana vynd 3%¥

nx1aAp N nRa MW mnwb nmon

735 nmmwenb
.OMIN 11135 WO AN IN 721¥N2 DD 0T DINY DAY
np1Ian mnan TIR™Y? 100N IR 150N D101 1D mw ow
npman nmipn
omwn - - - Any
1122 DMW™ NODTA MR WInMm N 5o 3289 UDP ENPC
1pnn 5mm Epson Device Admin
nonTnn
Hw mvnn nyapy MIB xia» Ry 5o 161 UDP SNMP
Epson Device 1o omiwmn
nooTi 1pnn Snam Admin
LPR 1 nnayn R 5 515 TCP LPR
RAW »nn1 mapn Ry 5o 9100 TCP RAW
(Portg100)
WSD nmpa 5357 R 5y TCP WSD
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mAap1an nnan TINYY 700N RY? DON DIPIO1ND 1D mYw ow
npman nmpn
WSD-n noom anx wviam R 5o 3702 UuDP WS-
Discovery
nooTn bw y1n nayn) FTP nw N 5o 20 TCP FTP Data
(FTP (Local)
(FTP noatn npa) FTP mw XY 5o 21 TCP | FTP Control
(Local)
Web 1101 nmayn) (HTTP(S mw Ry 5o 80 TCP HTTP
(WSD -1 Config (Local)
R 5 443 TCP HTTPS
(Local)
12 nmwpn) (HTTP(S mph 8o xw 5 TCP HTTP
Google 1x Epson Connect (Remote)
1 anwip 11y L,Cloud Print
('(UWT(U WINR 443 AN 5o TCP HTTPS
(Remote)

[Psec/IP Filtering nmvn5 mixnar

7252 IPsec nmuan nbap
1252 5NN N7 NPT NMIY NPapd DTN T R
:Default Policy

Enable :IPsec/IP Filteringd

IPsec :Access Controld

Pre-Shared Key :Authentication Method 1
.omn 127 7y 711 :Pre-Shared Keyd

:Group Policy

.MI¥N TN bR

NoLTHN NMNTAmM 7957 N 1'1772P

.D"MM0N 0'M"WN NIAYN N7 021N] NOLTA NNIXYN bw 112Yn NAWHRND T 1T

:Default Policy
Enable :IPsec/IP Filteringd

Refuse Access :Access Control

:Group Policy
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a1 nn o :Enable this Group Policyd

Permit Access :Access Control 1

mp5 5w IP n1ino :Remote Address(Host) [

Service Name :Method of Choosing Port 1

121 HTTPS (Local) ,HTTP (Local) ,SNMP ,ENPC 5w mann nx 1no :Service Name
.RAW (Port9100)

mamyw IP nawnon pa1 X nwna nbap
.NooTn 5R nwab nmyw IP nanob nawaxn i nnaT
:Default Policy

Enable :IPsec/IP Filtering 1

Refuse Access:Access Controld

:Group Policy

a1 n2'n o :Enable this Group Policy 4

Permit Access :Access Control 1

noyn Sman Sw mpb Sw IP nnino :Remote Address(Host) (1

7325 nmwnb
7T N2 mon X595 nosTnn maTan Ak nuwh nwab 5o mphi

IPsec/IP 1o m1ap 71w R nixn naTan

MnX NOWI MR wnnwnd 5010 ,1mR 1an awxo IPsec/IP o owh mphn merx nivn nx yap
.CA Certificate 5x wa ,mwXn M0 N11¥N NX 15 (1¥12 ox IPsec/IP pnro may

< IPsec/IP Filtering < Network Security nmwb nx ana 1 ,Web Config bx wa .1
.Client Certificate
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.Client Certificate -1 1R nX X2 .2

nx pnynd 5mn ,SSL/TLS-21x IEEE 802.1X-2 n1wXn mwn ™2 0oMaw MW R DK™ 1210 DX
nx5 ,Copy From nmwaxa mwxi nx 1na ,pnynd 113 IPsec/IP nroa 12 wnnwah merxn

.Copy by ynb 1n
EPSON
Stahis Print Hetarric Histanik Setuiity Praduct Sy Dt Management Epsan Open Plaform
I IPsec/IP Filtering > Client Certificate
Ca Cerbibcale
20l Cariionln Lete On e following page, make sefings on e Ch cerbficale o iy peer corlcaies
S5LTLE T Corficale
[=FER Cliand Cortiicale
Cilicans
S EEN XN BN
Eiagac
ik Copy From Cortficate for S5LTLS = m
EEES0L1X
B R
. ) CER
et Curiilcate
MNP YT

28 mnya "Web Config bx nura" @
106 Tnya "DMIYR MW T DINAR YR nawn' @

IEEES802.1X nw1b nooTn 11am

IEEE 802.1X nwnb mm¥n naman

ann5 ,RADIUS nawb nnamnn nwna i woanwnd 5min ,nootn May IEEE 802.1X omman qwxd
S0 TP IR MmN nvpnn oy LAN

.Basic < IEEE802.1X < Network Security nmwb nx ama 1 ,Web Confighx wa .1

Loma by Ty 2
.SSID y111 1% 71n21 Wi-Fi Setup Sp yn> ,Wi-Fi nwna nosa wnnwnb nvan ox
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7325 nmrwnb
.Wi-Fi-5 Ethernet 2 15571 m172777 nx 9nwb 51

Nextby yrb .3
MWK NYTIN AN Y

OKb5 5> 4
Rokinngl/afglolanraly

Mwp YN

28 Tnya "Web Config bx nura" @

134 Tmya "IEEE802.1X nwn ni1an "oy @

140 Tmya "IEEE 802.1X mi¥n nnTan anxd p1od 1R noatd e X e

IEEE802.1 X nwn naTan oo

EPSON
Stabus Prinl Hehaore m Pradud Seourty Devce Manapemend Epsan Open Plafoem
| 1EEEB02.1X > Basic
aon Caribenle Lipauns
qaum BEEE RO 1K (WM B LAN) Enable @ Desabie
e~ EEEBIZ 1% (WIFI Disabsa
sCarlicate Connchsn Mehod WiisaLAN
FascAP Fillering EAP Trpe PEARMECHAPYZ =]
wElag Liser i
wChisnk il ale Payzsond
EEEBOLAN Contim Password
L Saronr 10
2 et Cortficate Vabdabion Enash @ Ceinne
Ay mious Marrs
Enpstasf S it [r LI

7a0m M7Tan akickplal

T2y (Basic < IEEE802.1X) 572 mamr X551k mrnd matan 7ionb bon IEEE802.1X (Wired
.(mp (LANIEEES802.1X LAN)

.(Wi-Fi) IEEE802.1X 5w m1a'ni1 a¥n axin IEEE802.1X (Wi-Fi)
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7aom TN

[=Riebnl)

XN DM Nwn Sw Mann now

Connection Method

.RADIUS nwb nootan 12 ninX noswwb mawaxa ana

.DMILR MY A 0NN MR XA pwnd 7Hhy EAP-TLS

PEAP-TLS

PEAP/MSCHAPv2

.NO0 AN TOY

EAP Type

.RADIUS nmw mnx May winwb nam a1an

.(0x7E 7y 0x20) TnX v™a1 5131 ASCII mn 128 7p 1 1m

User ID

.IODTAN DX NNKRD "I 1ND TN

mwa wnnwn nnx oX.(0x7E 19 0x20) Tnx v»a b1aa ASCIImn 128 1y 1 1m
Anrn 595 omin 127 115 5o ,RADIUS naw mina Windows

Password

MRS NTAnw noTon NX m

Confirm Password

.CA Certificate

OX XTn nnRnaoewao RADIUS nw myynxa nnkd 12 0w i 10on 1mand 5on Server ID
nwn nhwiw mMw Mwxa subject/subjectAltName m7wa yom mwn nnm
.X51x RADIUS
.(0x7E 7y 0x20) X v™a 5111 ASCII mn 128 7p 0 1mn

-2 MR DX R.DINKRA NOWD 1w KOS MR bw mnex b San | Certificate Validation

72y PEAP/MSCHAPv2 1x PEAP-TLS nnwaxa nana ox
1 25W5 wnnwn Mt 1n0n Dpna mnik ow i bn ,Authentication Method
.PEAP nmnmx Sw

.(0x7E 7y 0x20) X v™a 5131 ASCII mn 128 7p 0 1mn

Anonymous Name

1o moumann MMwaRnn nnxa nad Smn | Encryption Strength
AES256/3DES High
AES256/3DES/AES128/RC4 Middle
mMYp v

133 Tnya "IEEE 802.1X nw1b mmixn naTan'

IEEE 802.1 X 712y 71w R naTan

-21 EAP-TLS -2 wnnwid 5nn X an awxd JEEE802.1X 7y mpbn mweX nx 1man
DR MY ,MwRNA MY MR nx ans nyna ox JEEE 802.1X Sw mnxn nowa PEAP-TLS
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< IEEE802.1X < Network Security nmwb nx 1nama ,Web Configbx wa .1

.Client Certificate

.Client Certificate -1 mwx 11 .2

NMMWAHR2 MW N1 AKX N2 ,p’nyn‘a T2 aNIX p’nyn‘a 5210 NMWRN MWwA T2 00D MWK DX

.Copy by ynb 1am anx» ,Copy From

EPSON
Stahus Prinl Mebaori Hetaatk Secutity Pradud Seoury Diricn Manapement Epsan Cpen Plafoam
o , .
e | 1EEEB02.1x > Client Certificate
TR Carbhoale
! " Lt Do T Following page, make sefings on B CA cerificale fo verily peer cerilcales
S5LTLE T Corficale

Bz
sCivwlcana
PyacIP Fillering

sElasa

EEES0E1X

f1=

Clbani Caniizale

Cepy From Cotficate for S5LUTLS [ =) m

Nwp YN
28 mnya "Web Config bx numn"
106 T2 "m"™ -by oinnn MeeR Sw xam mawn' @

IEEE802.1X nwn axn np™a

XY ,NW 2¥n 1057 noaTR Sy o1 Yy1md .nwn avn b noaTn 'y IEEE802.1X ayn nx p1ab Soin

05T YN

IEEE802.1X 2xn a¥n nnm
.nnawm IEEE802.1X nnann Disable
Jmr nwnb nm by IEEES02.1X minx EAP Success
.05win x5 IEEE802.1X mmx Authenticating
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IEEE802.1X a¥n

axn anm

UNNwNn M 1900 TN XD RN Swal mneRin

Config Error

APINA R MpSa MKW von Swor nmern

Client Certificate Error

.nxnx/A RADIUS nawn nawn nbapnn Xbw 1on dwol minxi

Timeout Error

WX NMYRA 51P1U1WD IX/1 NODTAN WRNWN M 190Mm INXn Hwo1 MK
JpPn

User ID Error

TMWIRA DIWI M 190N DRIN 1R NWA N 100101 TWRN Swo1 MR
vn

Server ID Error

WA MWK MINAT MIXDIWN IRYDIW 11171 5wl MR
APIN2 X nwn e

17PN 11X NWA MYNX Nww |

Server Certificate Error

xR ppnrxk mpbn ek ,PEAP-TLS 1k EAP-TLS xin EAP Typeox 4
Jwba nryaa vw

X wnnwnn 7t aoon ,PEAP/MSCHAPv2 xin EAP Type ox
.D12) DX 10ON

A" MR MR MIXDWN IRYNIW 70N DWHl MInXi CA Certificate Error
PPN IR T1¥nn n'n ex
Jpnn n'™in meR xar x5 O
APIN2 R 1" e

.N0DTAMN NINTANA MIXAT MXIWN IRYDIW 1170 Swol mniRn EAP Failure

nNRTPNN ANYAN MaY Nya N7nb

nnvaXn NATa0 MNW

o X5w qwax LIEEE802.1X 1% IPsec/IP 170 1120 nmaa nnvax nnn nbya 12710 ¥ AnX TWXD
ATAW AT TPNRA NWN IR PAAT OY DY IR MM MITAAN ARYIND 01pN0 0P NMwpn MYD o
ST WINTW TAXYD AwWaKd M1 IX [PAAT MY NNTANN AR 1w P¥ab T Anvaxn nnTan nx

npan m> MYYNNRI ANPANRA NPYPND NNAYN

.noaTn bw mpan mb myynxa IEEE 802.1X nx ik IPsec/IP no nx nawnd Soin

WA AT < by mman < mTanana L1
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LOTphnana .2

.N7Wnd 1YW 0°RAN 00M50 AN N L3
IP paoIPsec nnawnd
IEEE802.1X nnawnld

SWOR JoNA e na 4

1770 A2 ,7Onnn nndbwn by Aymn navin Wy .5
1720 2Man X5 DX 070N AT PR AKX NMONI0IK 1301 Jonn

NYA NNYANK N12Na vinwa nya

WRAIN MWW nNon Nnaw

JUKRTN MUY nhon NMYN DX WTNN 27N

< Network Security n'mwb nx 1na1 Web Config 5x wa ,nnonn nx mawb =13
.Group Policy x Default Policy < Basic < IPsec/IP Filtering

MY URIAN-1MYNN NNhna D7YN DX A ']’5}7 ,2UNKID-1MYY NNHNA DX Mwn 1NKX AWKRD
.0Avnn

nwp YN
28 mnya "Web Config bx nur" 4

IPsec myx¥nxa n1wpn o™pb 1nm XS

12 D110 DIX AWNN IR NODTANW DR™MIASNT NN ™Y
AWNnNa NNTa0 DX P17 .]5H'DW DMN™MI1A9XA NOMIN oA

onRMEbR nnvaR mew
AES- ,AES-CBC-256 ,AES-CBC-192 ,AES-CBC-128 IKE nan¥n onmbx
3DES J*AES-GCM-256 ,*AES-GCM-192 ,*GCM-128
MDs5 ,SHA-512 ,SHA-384 ,SHA-256 ,SHA-1 IKE mmx onmibx
,DH Group14 ,DH Groups ,DH Group2 ,DH Group1 IKE mnnan »m>n onmbx

,DH Group18 ,DH Group17 ,DH Group16 ,DH Group1s
,DH Group22 ,DH Group21 ,DH Group2o ,DH Group1g
,DH Group26 ,DH Group2s5 ,DH Group24 ,DH Group23
DH ,*DH Group29 ,*DH Group28 ,*DH Group2y
*Group3o
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DmnMIEbR nnvaR mow
AES- ,AES-CBC-256 ,AES-CBC-192 ,AES-CBC-128 ESP nanvi onmubr
3DES ,AES-GCM-256 ,AES-GCM-192 ,GCM-128
MDs5 ,SHA-512 ,SHA-384 ,SHA-256 ,SHA-1 ESP mnx onmubx
MDs5 ,SHA-512 ,SHA-384 ,SHA-256 ,SHA-1 AH nmx opmibx

7253 IKEv2 12y pmr *

Nwp YN
119 mmya "IP nro/IPsec myynxa ninvin nmwpn'

NIMINNDA NYORI NMWPNT

.12 wnnwnb 1 X5w IR nnnw nosn Sw IP-n nans

11 X5 ,na wnnwnb 1 X5w R annw Group Policy -1 mmipnn nanas nmwan IP-n naina awxo
.noaTan Sw mpan mb myynxa IPsec nx nawn IPsec nmwpn p¥ab

YT 1071 XOW DN ,n5apn XD IR 9pna nrx [IPv6-n nnnow ix wnn Symn ix 1pmyn iy DHCP ox
< nmwS ,noatn Sw Network Security) Web Config -n may mmwnn IP-n1 naina nx xivnb
.(Local Address(Printer) < Group Policy < Basic < IPsec/IP Filtering

.novo I[P nainoa wnnwn

.12 wnnwnd 1 Xow R nnnw awnnn Sw IP-n nans

1 RS ,na wnnwnb 1 Xow R annw Group Policy -2 npmnn nainas nmwnn IP-n nains qwxo
IPsec nmwpn yyab

.noaTan Sw mapan mb myynxa IPsec nx nawn

7 107 KOW 12N ,152pnn XD IR 9pna nex [IPv6e-n nninow 1k winn Syom ix 1omyn 1wk DHCP ox
< nmwS ,noatn Sw Network Security) Web Config -n may mmwnn IP-n naina nx xivnb
.(Remote Address(Host) < Group Policy < Basic < IPsec/IP Filtering

.ovo IP nainba wnnwn
nwp YN

28 mnya "Web Config bx nura" 4
119 mnya "IP nro/IPsec myynxa ninvin nwpn' <

nnoaixn IPP noota nxoys M 1nn RS

SSL/TLS nawpn 112y nawn MR My XD 1937 e
J123 MWK WNNWN PNW XN .OWN XY NN 1ON 11030 10K PN MWK DX
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.ond fwnan oy awnnd kar X5 CA-n e
Awnnd Xar n'"n MeeX D XM .Owan AR 0y pnr awnnn SR xar X5 CA - eex ox

Nwp YN
119 mmya "IP nro/IPsec myynxa ninyvin nmwpn'

IPsec/IP 170 nTan "X 2annnd 10 XS

nrmaw IPsec/IP Sw pavon nintan

10 NINTAN DX DIW YY1 AWNnM NODTAN NX 120 .noaTan Sw mpan mba IPsec/IP pvo nx nawn
JIPsec/IP

Mwp YN
119 mmya "IP nro/IPsec myynxa ninvin nmwpn' =

IEEE 802.1X mmxn nmTan anxkS p7ob 1R noob mwna px

.naw IEEE 802.1X 5w mTann

2TANINT ,2WNNM NOTAN X 12n .nea N Sw mpan mon Wi-Fi-n nwn nx1IEEE 802.1 X nx nawn
JEEE 802.1X nmxn nx maw

Nwp YN
133 mnya "IEEE 802.1X nw1b mmixn naTan’

SYITT NMPIRD YN '|5|‘I722 mwya

CA-signed Certificate X2 1% X5

.CSR-1 pmn a5 CA-signed Certificate 1a mmxnn X

0277 nX 7172 .CSR-71 nx X275 1nm x5 ,aar 1x CSR -1 CA-signed Certificate-a ynn ox
PP

20711037 DNIX D PRWY 1pRND MWK XA 10 1nx oxn
D100 oMK 1D Ww pnnd YR X X2 1on nx» CSR-1 5w yrmn nx p1a

2nwxn mw1d CSR- nndbw anxb nontnd 1nwn CSR-2 omnwn omnnan nx nonT oxna A
.CSR-11 oy omwrR mwn ™2 DINNN MWIRA DX DN awn

KB 5 -n 51 CA-signed Certificate
.5KB by iy maw CA-signed Certificate xamb bmin x5
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MW MR K12h anovon

NR WM 3w MWK DX X275 500 X5 N0 00 NX NNOW DX .AN23A 710700 DX 11
.CA-signed Certificate

MR YN
108 T2 "DMwR MwA T DINNN YR Kan' @

NMYY RN MWK 19TYS 107 KD

.Common Name-n |1 x>
.Common Name 1115 v

.Common Name -1 1% nomn o112y PR 0v™mn unn

ASCII (0x20--1 FQDN vn711n2 1 mxni avnnn ow LIPv6e ,IPv4 mxinomn 128 Tp 1 1am
.(ox7E

AMWRN Dwa mnn xR o 15ha)

D127 72T ,P0D AKX X 1199 117 P71 N0 0K A1 1Mpaa poinn i Common Name-n ,p700 11 oX
IR

Nwp PN
112 Tnya "nmyy nninna MR oy @

CSR 11¥5 107 XS

.Common Name-i 1ni1 xS
.Common Name 1115 v

,Organizational Unit ,Organization ,Common Name 7105 120 omap pRw omn unn
.State/Province -1 ,Locality

.(ASCII (0x20-0x7E-31 FQDN vnmda x naxnn awmmn ow LIPv6 ,IPv4 mnxin omn m

.Common Name 7102 rm7 X p ob 15503

D17 12T ,P0D MIAK X 1105 17 P NA oR a1 AP phinn i Common Name-i ,p 00 i oX
R

Nwp YN
106 Tnya "DMIYR MW TR DINAN YR Nawn @
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WU MR MNWPN AN MyTn

mwy’: nn/nao mymn

iyl Enter a Server Certificate.
X125 y21p nna XS
Mwys n

Import 5p yn5 1on anxS yaip ana

;120 | CA Certificate 1 is not entered.
.2 DMK MwA 5w X P KOX N RS 1 oMk M Y MR
Mwys fn

.1 DM Mwn 5w X nR Xavh hy nbmn

Halntle Invalid value below.
.D7ONN) DPRW DA 090N 71NOOM YIpn 2N
Mwys fn

.0™MDA May 15579 UNN DMNAY XM

20 Invalid date and time.
.NODTNR MY AYWI TIRN TN XD
mwyb

X EpsonNet Config ,Web Config my¥nxa nywn nx1 7IxnA nX 170
.NoaTAn bW mpan mb

;12 Invalid password.
MRIN PR 1INAW AND0M DMWY MW MRS 11T 1novon

mwyb

L111221 ANO0N DX 11
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mwy’: nn/namw mymn

Halmhle! Invalid file.
X509 N*2aNa yA1pn NX X2»n X
Mwys n

NN NMWRN M A nhwiw 1220 MYX2 M2 ANXY XM

1N
KB 5 1un Snopnn yaipn STa o DT nxarw yapn
MwYd nn

1T AR D120 MWRAY 1207 ,11017 ¥A1pa 1NN DX

Halntle)
1PN PN NYRA 150 MWW
Mwys n

JLAWRNDA MPAN ANKA P2 MWK MTIX 901 yTmd

;120 | Cannot use the Server
Certificates that include more

DT MY MR -31 0 5on PKCS#12 naana mwesn yap ;
than three CA certificates.

mwyb

ya1p nR X7 X ,PEM manb PKCS#12 nann 1ann Jin meex 5o xan
DY Mwn MR 2 1 Sonw PKCS#12 nmana mwexn

:120 | The certificate has expired.
Check if the certificate is valid,
or check the date and time on
:MYY> I | your printer.

SPIN2 R MYRA

U0 MUANA AR X2M WA L7110 A0 MURA OX |

.NDHTAA 125710 DTN PTARDM AYWAY X7 L7210 A0 11X MPRA DX A
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mwyb nn/nao

mymn

Hy=kle]
XS TN 0D NNan X

Mmwys n
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Private key is required.
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