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ABTOpCKOe NpaBo

ABTOpCKOe npaBo

Hukakyro 9acTb JaHHOTO JOKyMEHTa He/lb35 BOCIIPOM3BOJUTD, XPaHUTD B TIOMCKOBBIX CUCTEMAX MM IIepefaBaTh
B 06071 popMe 1 MOOBIMY CIOCOOAMM (37IEKTPOHHBIMY, MEXaHIYECKUMI, Ty TeM KOIIMPOBaHMs, 3aIIUCY UK
MHBIMI) 6e3 IpeBapyUTeNIbHOTO MUCbMeHHOro paspeuenns Seiko Epson Corporation. ITo oTHOLIeHMIO
UCIIO/Ib30BaHMs COAEpKalleiics 37iech MH(POPMAaLUM HUKAKMX TATeHTHBIX 00543aTe/IbCTB He IPELYCMOTPEHO.
PaBHO Kak He IIpelyCMOTPEHO HMKAKOI1 OTBETCTBEHHOCTH 3a OBPEX/EHNs, IPOMU3OILIEeIINe BCIEACTBIE
VICTIOZIb30BaHMUA CofieprKaierics 3fiech MHbopManymu. Cofepykalasca sfech MHGOPMaIV IpefHa3HauYeHa TONbKO
I ICTIONb30BaHuA ¢ 3TuM npopykroM Epson. Epson He HeceT 0TBeTCTBEHHOCTH 3a MI060€ MCIIONb30BAHNE TOM
MH(OPMaIVM IT0 OTHOLIECHNUIO K IPYTUM IPOXYKTaM.

Kommnanus Seiko Epson Corporation u ee ¢punansl He HeCyT OTBETCTBEHHOCTH Iepefi IIOKyIaTesieM TaHHOTO
IIPOAYKTA MIM TPETHUMIY CTOPOHAMM 32 ITIOHECEHHDBIE MMM IIOBPEX/EeHN, II0TepHu, COOPBI MM 3aTPaTH,
MIpOM3OILIelINe B pe3y/IbTaTe HeCYaCTHOTO CIy4asi, HePaBUIbHOTO MCIIO/Ib30BaHNA VIN HapyLIeHN
SKCIUIyaTal[ JaHHOTO IIPOAIYKTa W/IN €r0 HeCAHKIMIOHMPOBAHHOI Iepefie/IKM, PEMOHTA VI BHECEHU
M3MeHeHMII B JaHHBIIT IIPOAYKT, viu (3a uckmodeHueM CIIIA) HeBO3MOXXHOCTY CTPOTOTO C/IeTOBAHMUSA
MHCTPYKLVAM II0 SKCIUTyaTalluM M TeXHU4eckoMy obcmyxupanmio Seiko Epson Corporation.

Seiko Epson Corporation He HeceT OTBETCTBEHHOCTH 3a JII00OBIe TIOBPEXEHNSI MM IPOO/IEMBI, BOSHUKIIINE M3-32
MCIIOIb30BAHMS TIOOBIX QYHKIINIT VM PACXOHBIX MAaTE€PUA/IOB, He SBIISIOUINXCS OPUTMHATIBHBIMU TPOYKTAMU
EPSON (Original EPSON Products) uu npogykramu, ogo6penusiMu EPSON (EPSON Approved Products).

Seiko Epson Corporation He HeceT OTBETCTBEHHOCTH 3a /TI00ObIe MOBPEXEHMs, IPOU3OLIEAIINe B pe3y/IbTaTe
B/IMSTHVISL 97IEKTPOMArHUTHBIX [TOMEX IIPYU MCIIONb30BAHNUM TTIOOBIX COENVHUTEIbHBIX Kabesiell, He COTepKaliXCs B
peectpe ofobpennsix Seiko Epson Corporation npogykros (EPSON Approved Products).

© 2021 Seiko Epson Corporation

Vndopmarnys, cogepxaliasics B JaHHOM PYKOBOJCTBE, ¥ TEXHIYECKIE XapaKTePUCTUKI IPORYKIMM MOTYT OBITh
M3MeHeHbI 6e3 peBapUTeIbHOIO YBEOMIEHNS.
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ToproBbie mapKu

Toprosble MmapKu

 EPSON® spnsercsa 3aperucrpupobaHHbM ToBapHbIM 3HakoM. EPSON EXCEED YOUR VISION 1 EXCEED
YOUR VISION sBnstorcs TopapHbiMu 3HakaMu Seiko Epson Corporation.

d Google Cloud Print, Chrome, Chrome OS, and Android are trademarks of Google LLC.
Q Microsoft®, Windows®, and Windows Server® are registered trademarks of Microsoft Corporation.

[d Apple, Mac, macOS, OS X, Bonjour, ColorSync, Safari, AirPrint, iPad, iPhone, iPod touch, and iTunes are
trademarks of Apple Inc., registered in the U.S. and other countries.

(d VBemomienne: po4ye Ha3BaHMA IPOLYKTOB YIIOMUHAIOTCSA B JOKYMEHTE TOJIBKO B LIeJIAX UAEHTUDUKALNU U
MOTYT SIB/IATHCA TOBApHBIMM 3HaKaMU COOTBETCTBYIOLIMX BiafenbleB. Kommanusa Epson orpunaer no6bie
IIpaBa Ha BIajjeHye JaHHbIMY 3HaKaMI.
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06 3ToM pyKOBOACTBE

06 3TOoM pyKoBoAcCTBe

MapKkunpoBka n o0603HaueHuA.

A IIpedocmepencerue:

Hncmpyxyuu, xomopole Heo6x00umo cobnodamn 80 usbercanue Mmpasm.

n Baxcno:

Hncmpyxyuu, xomopole Heo6x00uMo cobn0damy 80 usbexrcarue nosperdeHuss 000Py008aHUs.

IIpumeuanue:
Hnempyxuuu, codepicausue nosestvie co8emvl U 02paHudeHust no pabome npuxmepa.

CooTtBeTtcTBYIOLAA nHopMaLua

» H_ICIIKHI/ITC 9TOT 3HAYOK /1A IIOTy4Y€HUA ﬂOHOHHI/ITe}'IbHOﬁI I/IH(I)OpMaLU/H/I.

OnucaHns, ncnoJibdyemblie B AaHHOM pyKoBOoACTBée

[ B 3aBucumMocT ot MofenM CHUMKI 3KpaHOB U MUTIOCTpAaUI MOTYT OT/IMYATbCA, OJHAKO NHCTPYKIUN
OCTAKTCA TEMU XKE.

(J CuuMku skpana caenansl B OC Windows Server 2012 R2.B saBucumoctu ot Bepcun OC getanyt MOryT
OTIMYAThCA.

| HeKOTOpI)Ie ITYHKTbI MEHIO Ha CHUMKAaX 3KpaHa MOTYT OT/INYAaTbCA B 3aBYICUMOCTY OT MOJIE/IN.

O603HayeHne onepayNoOHHbIX CUCTEM

Windows

B naHHOM pyKkoBozcTBe Takye TepMuHbI, Kak Windows 10 1 Windows 8.1 ucIionb3yoTcs 10 OTHOIIEHMIO K
CIeYIOIVIM OIlepallMOHHBIM crcTeMaM. KpoMme Toro, TepmuH Windows 1CIOIb3yeTCs 110 OTHOIICHUIO KO BCeM
BEPCUAM.

0 Omnepanyonnas cuctema Microsoft® Windows® 10

O Omnepanyonnas cucrema Microsoft® Windows® 8.1

Mac OS

Kpowme Toro, B ;anHOM pykoBoacTBe TepMuH Mac OS ucronb3yeTcs 10 OTHOLIEHNIO K OIlepalliOHHBIM CHCTEMaM
macOS Big Sur, macOS Catalina, macOS Mojave, macOS High Sierra, macOS Sierra, OS X El Capitan, OS X
Yosemite, OS X Mavericks, OS X Mountain Lion, Mac OS X v10.7.x u Mac OS X v10.6.8.
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BBepeHmne

BBepeHune

3T0 06mee PYKOBOACTBO /11 afMMHMCTPpATOPa 110 MCIIO/Ib30BAHNMIO JAHHOT'O IPMHTEpPA U YIIPAB/JI€HUIO M.

ITockonmbKy 3TO 00liiee pyKOBOJCTBO, B HEM He OIMCaHbI HEKOTOPble (PYHKI[MY U He IIOKa3aHbl HEKOTOPbIe
meH10.IToaToMy npenoctaBisieTcsst MHPOPMAIIVS O HACTPOIIKE CXOXXMX IIaPaMeTPOB W/IN MEHIO.

CaepieHns 06 nCIonb3oBaHNN QYHKINIT CM. B JOKYMeHTe Pyk0600cmeo nonv3osamerns.

PykoBoactsBo

MapameTpbl neyaTy u ynpaBneHue

37ech IPUBOIMUTCS OMMCAHE BCETO MPOLeCcca, OT CETeBOTO MOAKIIYEHM 10 HACTPOIKY BcexX GpyHKUmit n
YIIpaB/IeHNS IPUHTEPOM.

MoaknioueHne

3nech 00BACHSAETCA, KaK IOAKITIOUNTD YCTPOICTBO K ceTH. TakKe 00bsICHAETCS MCIIO/Ib30BaHNue IIOPTa IPUHTEPA,
DNS-cepBepa 1 mpokcu-cepsepa.

Hactponkn ¢pyHKumn

31ech 0ODBACHAIOTCS HACTPOVIKY [ KaXK/[0M GYHKLMY IPUHTepa.

Hactpoiikn 6e3onacHOCTU NnpogyKTa

371ech OMUCHIBAIOTCA 6a30Bble HACTPOIKM 6€30IIaCHOCTH, TaKye KaK HaCTPOMKM apojist afMUHUCTPATOPA.

MapameTpbl neyaTy u ynpaBneHus

OmucaHne paboThI M yIIpaB/IeHN MIOC/Ie Hadala UCIONb30BaHMs IIPMHTEpPa, HAIIpYMep IIpoBepKa MHPpOpMaLun
IpUHTepa U IapaMeTphl yBeJOM/ICHNII O COOBITHAX.

PeweHne npo6nem

3,1'_[er 00BACHAIOTCA HaCTpOI“/IKI/I MHNNann3augumn 1 yCTpaHeHn;a HeI/ICHpaBHOCTeﬁ B CETN.

PacwinpeHHble HacTpPoiKn 6e3onacHOCTU AN NpeanpuATUA

OmnucaHKe paclIMpeHHBIX HACTPOEK 0e30IIaCHOCTH, UCIIONIb3YeMBIX B CeTH, TaKuX Kak cBsi3b SSL/TLS u IPsec/
¢unbrpanys IP.

TepMI/IHbI, ncnoJibdyembie B AaHHOM PyKOBOACTBe

TepMuHbI

B JaHHOM PYKOBOJCTBE MCIIO/Ib3YIOTCA CIEAYIOIINE€ TEPMIHBI.
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BBepeHmne

ApMuHncTparTop

JIuo, oTBeTCTBEHHOE 3a YCTAHOBKY U HACTPONKY YCTPOJICTBA VI CeTH B o¢uce WM opranusanyu. B
HeOO/IbIINX OPraHM3alMAX STO JIMIIO MOXKET HECTU OTBETCTBEHHOCTD 32 aiMUHICTPVUPOBaHIe U YCTPOICTB, U
ceTN. B KpyIHBIX OopraHM3aluAX afMMHMCTPATOPBI YIPABJIAIOT CEThIO VJIM YCTPOICTBAMU B OT/E/Ie VN
Nofpasfie/IeH!H, a CeTeBble afIMMHUCTPATOPbl HECYT OTBETCTBEHHOCTD 32 HACTPOMKM CBA3M 3a IpefeaMu
OpraHM3anuy, HapyuMep 3a BbIXo[, B VIHTepHeT.

CeTeBOI agMUHUCTPATOP

JIniio, OTBETCTBEHHOE 3a yIIpaBJIEHME CEeTEBOI CBA3bI0. JINII0, KOTOpOe HacTpauBaeT MapIIPYyTU3aTOP, IIPOKCH-
cepBep, DNS-cepBep 1 IOUTOBBII cepBep /i YIIpaBIeH)s CBA3bI0 Yyepe3 VIHTepHeT Ui CeTb.

Monb3oBartenb

JInmo, KoTOpOe UCTIONb3YeT TaKye YCTPONCTBA, KAaK IPMHTEPBI M/ CKaHepHI.

MopknioueHne cepBep/KNNEHT (06WMI AOCTYN K NpUHTEpY Yepes cepBep Windows)

[TonxroueHne, KOTOpOE YKa3bIBaeT, YTO IIPUHTEP, HONKIIOUeHHBII K cepBepy Windows 1o ceTy W 1o Kabero
USB, u ouepeqp Ie4aTy Ha cepBepe MOTYT ObITh chenanbl o0myMu. CBsA3b MeXY IPMHTEPOM M KOMIIBIOTEPOM
IIPOXOAUT Yepe3 cepBep, a IPUHTEP YIPAB/AETCA CEPBEPOM.

OpHopaHroBsoe nogKnoueHue (Npamasn neyarb)

HOI[KHIO‘{CHI/[e, KOTOpPO€ YKa3bIBAET, YTO IIPMHTEP U KOMIIBIOTED ITOAK/IIOYEHDI K CETN Y€PE3 KOHLIEHTPATOP NN
TOYKY IOCTYIIA, a 3aJaHME I1€9aTV MOXKET BBITIO/THATDCA HEMTOCPENCTBEHHO HAa KOMIIbIOTEPE.

Web Config (Be6-cTpaHuLia ycTponcTsa)

Be6-cepBep, BCTPOGHHBII B yCTPOICTBO, HazbiBaeTcst Web Config. B HeM ¢ momolnpio 6paysepa MOXXHO
IIPOBEPUTDb COCTOSIHYE YCTPOICTBA.

Ouepepu nevyatu

B Windows 3Ha40k KaX[oro nopra, oTobpa>kaeMoro B pasjerne YCTpOICTBO ¥ IPUHTEP, HATIPUMep MPUHTEPA.
Jlaxxe st OHOTO YCTPOJICTBA CO3[AIOTCS 1BA 3HAYKA 1 OOJIee, eC/Ii 9TO YCTPOICTBO MOFKIIOUEHO K CEeTI Yepes
IBa 1opra u 6ornee, Hanpumep depes craugapTaoie cetu TCP/IP u cetn WSD.

UHcTpymeHT

OO1mit TepMIUH, CBSI3aHHBLI C IPOrPaMMHBIM 0becriedeHeM Epson /1s1 HACTPOIIKM YCTPOIICTBA M YIIPaB/IeHNU
uM, Hanpumep Epson Device Admin, EpsonNet Config, EpsonNet SetupManager u T. f.

ASCIl (amepunKaHCKNI CTaHAAPTHbIN Koa AnAa o6meHa nuHdopmaumein)

OpHa U3 CTaHAAPTHBIX KOAUPOBOK CUMBOIOB. OnpeneneHo 128 c1MBOIOB, BK/II0Yas TaKye CUMBOJBI, KaK OYKBBI
andasura (0T a 10 z, oT A 1o Z), apabckue ungpst (ot 0 1o 9), clieninanbHble CUMBOJIBL, TYCThbIE CYMBOJIBI U
ynpasyAwomye cuMBoibl. [Tpu ncnonbsosanumu repmuna ASCII B 3ToM pyKOBOAICTBE MMEIOTCA B BUJY YKa3aHHbIE
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BBepgeHmne

HIDKe CUMBOJIBI ¢ Kogamu ot 0x20 fo 0x7E (B mectHapatepuaHoM popmare) 6e3 yueTa yrnpaBIsioLnx
CMBOJIOB.

00 | or |02 (03 ) 04 |05 | 06 | OF | 08 | 09 | 0A | OB | 0T | 0D | OE | OF
(s L || #]S5 (% &))" +-, -1.1f
wlelale|C|DlE[FIG|H|I|J[K|L|M[N]O
allPplalrls[T{ulviw[x|yY[z[([\]1]]_
6| " |a|lblc|d|e f_g hii J_k_l m|n o
ml{plag|r]|s ul|v|w(x|v|z|{]] }!--"-

* O603HauaeT npoben.

IOHunkog (UTF-8)

MexxpyHapopHas CTaHAapTHASA KOAMPOBKA, KOTOPask OXBAaThIBAeT OOJIBIIMHCTBO MUPOBBIX SI3BIKOB. I1pn
MCIIOTIb30BAaHNM B 3TOM pykoBopcTBe TepmyuHa UTF-8 nmerorcs B Buay cuMBoibl kogyupoBku B popmate UTF-8.

NMpumep ceTeBON cpeabl

3T0 IIpuMeEp NPOAYKTOB /I MNOAK/ITIOYEHNS K CeTeBOI cpege. MOI‘YT 6BITDH JIO6aBTIeHI)I (i)YHKIH/II/I nycmnyru,
HEJOCTYIIHbIE B MICIIOJIb3YEMOM BaMU IIPOAYKTE.



P)/KOBO,EI,CTBO AAMUHNCTPATOPa

BBepeHune

Mpumep cpeaHen n KpynHom ceTeBom cpeabl NpeanpuATUA

—_——— -

- N — = — -
P 7 ~ \\h
= -
~
TN A) -
~—
\ - ~
’/
\ y -
~
~ - =< AL _ —_ > _—_—— =

e

(A): InTepHeT
Ecnyt npuHTep MOXET IHOAKII0YAThCs K VIHTepHETY, JOCTYIIHbI CIeAYIOLIIe CITY>KOBI.

(d Epson Connect

ITewyaTh COOOIEHNMII 3/IEKTPOHHON OYTBI, Yja/leHHas IleYaTh U APyrue

(J O6maunble CTyKObI

Google Cloud Print, Evernote u T. .

(4 Carit xommannu Epson

3arpyska fpaiiBepoB 1 IPOrPaMMHOTI0 obecredeHst, 0OHOB/IEHIe MUKPOIIPOrpaMMBI IIPMHTepa U T. I.
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PyKOBOACTBO AAMUHNCTPATOPa

BBepeHmne

(B): DMZ (meMunutapusoBaHHAs 30Ha)

IT0 30Ha MEX[Y BHYTPEeHHel! ceThIo (MHTpaceThbIo) ¥ BHEIIHeil ceTblo (/IHTepHeTOM); 06€e ceTu M30/IMpOBaHbI
6panaMayspoM.HacTo 3TOT cepBep OTKPBIT /I BHelIHelt ceTy. TakuM 06pa3oM MOXKHO 3alIUTUTHCA OT
IIPOHUKHOBEHM YTPO3bl BO BHYTPEHHIOI0 ceTb.KpoMe Toro, MOXHO 3aIIMTUTD 3TOT OTKPBITHIN CepBep OT
HeaBTOPM30BAaHHOTO NOCTYIA 13 BHYTPEHHEN CeTH.

(1 DNS-cepBep

[ IIpokcu-cepsep

(1 Cepsep nepenaun 3/11eKTPOHHON ITOYTEI
[d Be6-cepBep

4 FTP-cepsep

(C): moBepenHas 30Ha (MHTPACeTh)
ITO KOoBepeHHas ceTb, 3aupyienHas 6panamayspom i UTM (Unified Threat Management).
(4 (C)-1: cepBep B uHTpaceTn
3TO cepBep /s BCeX CMYXK6 HA KOMIIBIOTEPAX OpTaHM3ALN.
[ DNS-cepsep
(d DHCP-cepsep
[ CepBep 37eKTPOHHOI ITOYTHI
[d Cepsep Active Directory/LDAP
[ ®daityoBbIit cepep
(d (C)-2: cepBep IpUIOKEHUI
3T0 cepBep s pabOTHI BCeX MIPUIOXKEHNIT cepBepa.
(J Epson Print Admin
(d Document Capture Pro Server

4 (C)-3: mpoBogHas nokanbHas cethb (Ethernet), (C)-4: 6ecnpoBognast nokanpHast cetb (Wi-Fi)

HPI/IHTepI)I, CKaHEPbI, KOMIIBIOTEPDI I IPpyIrue YCTpOﬁ[CTBa, MOAKIIOYEeHHbIE K JIOKAJIbHOM CETU C IIOMOIIIbIO
Kabens uim 1o PannoCBA3N.

(D): mpyroe nmogpaspgenexue

3T0 ceTb Apyroro noapaspencHua.OHa coefHeHa Yepe3 VIHTepHeT, BbIE/ICHHYIO JIMHYIO U T. .
CeTeBble YyCTPOIiCTBA

d a: 6panpmaysp, UTM

d b: MmapmpyTusarop

[d c: KOMMyTaTOp JTOKaIbHOI CeTH

(4 d: xoHTpOMIIEp HECTIPOBORHOI TOKAIBHOI CETU

[d e: Touka focryma
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PyKOBO,El,CTBO AAMUHNCTPATOPa

BBepeHune

Mpumep He6GoNbLIOK CceTV NpPeaANPUATUA

(A): iInTepHeT

(4 Epson Connect
(d O6nayHble CTy>KOBI

(4 Cepsep snekTpoHHOI no4Thl, FTP-cepsep

(B): moBepenHas 30Ha (MHTpaceTh)
(4 (B)-1: mpoBogHas nokanbHas cethb (Ethernet)

(A (B)-2: 6ecipoBopHast nokanbHas cetb (Wi-Fi)

Tunbl NOAK/IOUEHWIA K NPUHTEpPY

Cyl1ecTBYIOT CIefyIolye ABa METOfla HOAK/IIOUeH s IIPMHTEPa K CeTH.
[ TlopxmroueHne cepBep/kmueHT (06LIMIT JOCTYI K IpUHTEPY Yepes cepBep Windows)

(A OpgHOopaHroBoe NOAKIII0YeHMe (IpsIMast TeYaThb)

HacTtponkv nogknioueHus cepeepa/KnmneHTa

3t0 TIOJK/II0YCHNE, IPENOCTABIAEMOE CEPBEPOM /1A JOCTYIIA HPI/IHTCPY.,HTIH 3alrpeTa IIOOK/IIYeHNA 6e3
VCIIO/Ib30BaHMA CEPBEPA MOXKHO IIOBBICUTD YPOBEHD 6€30I1acHOCTM.
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PyKOBOACTBO AAMUHNCTPATOPa

BBepeHmne

ITpu ucnonb3oBanuy USB Kk mpuHTepy 6e3 QyHKIMM CETH TaKyKe MOKeT OBITh IIPEfOCTaB/IeH 001Nt JOCTYIL.

Cnoco6 nogkniovyeHnsa
HOJIK)'[IO‘-II/ITe l'[pI/IHTep K ceTn qepes KOMMYTaTOp JIOKaJIbHOM CETU WIN TO‘-IKY ,[IOCTYHa.

MOo>XHO TaKyKe IIOFKITIOUNTD IIPUHTEP K CepBepy HaIpsaMyIo depes kabenb USB.

ApaiiBep npnHTepa
YcraHoBuTe ApaiiBep npuHTepa Ha cepBepe Windows B 3aBucumocTyt oT OC KIMEHTCKUX KOMIIBIOTEPOB.

[Tocrne monyyenus goctyna K ceppepy Windows v npuBsA3ky IpyHTepa fpaiiBep IpUHTepa yCTaHaBIMBaeTCA Ha
K/IMEHTCKOM KOMIIbIOTepe U TOTOB K VICIIOTIb30BAHMIO.

OyHKLUN
(d VmpasnsiiTe IpMHTEPOM U ApaliBepoM HpUHTEpA.

(d B 3aBMCHMOCTY OT XapaKTepUCTUK cepBepa MOXKeT OHaZoOUThCA BpeMsI /IS 3alTyCKa 3ajaHus IedaT, TaKk
KaK BCe 3afIaHNA TIeYaTy IPOXOAT Yepe3 cepBep MedaTi.

[ Tleyats npu oTK/MIOYeHHOM cepBepe Windows HeBO3MOXHa.

CooTBeTcTBYIOWAA nHpopmauus

= (TepMuHBI» Ha CTp. 7

HacTpolikn ogHOpPaHroBbIX NOAK/IOUEHU

3T0 TIOOK/IIOYEHME NCIIONb3YETCA 1A IIOAK/IIOYEHNA IIPUHTEPA K KOMIIBIOTEPY HAIIPAMYIO I10 ceTu.Mo>XXHO
IIOJK/TIOYNUTD TOIBKO MOJEC/Ib C HOJII[ep)KKOﬁI CETN!.

Cnoco6 nogkniovyeHnsa

HOJIK)'[IO‘-II/ITe IIPMHTEP K CETU HETIOCPENCTBEHHO Y€PE€3 KOHIEHTPATOP MINM TOYKY AOCTYIIA.

ApanBep npuHTEepa
YcranoBure gpaliBep NpUHTEPa Ha KaXK/IOM K/IMEHTCKOM KOMIIBIOTEPE.

[Tpn ucnonbsoanuu EpsonNet SetupManager MOXXHO NpeJOCTaBUTDb MAKeT [ipaiiBepa, B KOTOPbII BXOAAT
napaMeTpbl IpMHTEpa.

OyHKLUUN

(] 3apgaHue nmevyaTy HaYMHAETCA He3aMe/INTE/IbHO, TaK KaK 3ajlaHle [leyaTy llepefiaeTcsl HeIIOCPeICTBEHHO Ha
IIpUHTEP.

[ MO>KHO BBIIIOTTHSATD I1€49aTh, IIOKa pa60TaeT IIpUMHTEP.

CooTtBeTcTBYIOWaA MHpopMmauua

= «TepMuHBI» Ha CTP. 7
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P)/KOBO,EI,CTBO AAMUHNCTPATOPa

I1apame1'pb| ne4yaTtuv n ynpasieHne

NapameTpbl neyaT n ynpassieHUne
npuHTEpa

(A)
o —

Pa6ounin npouecc HaCTPOMKN N 06CNyKnBaHNA

:ﬂlﬂﬂﬁl

.)))
(B)

(C)

(D)

Il

(E)

G

MogknioueHne NpuHTEpPa K ceTn B HacTpoliika dyHKUMM neyatn
HacTpoiika cepBepa D HacTpoiikn 6e3onacHocTr
MapameTpbl NeyaTn 1 ynpasBneHus
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PyKOBOACTBO AAMUHNCTPATOPa

I1apame1'pb| ne4yaTtuv n ynpasieHne

MopknioueHMe NpUHTEpa K ceTn

Hacrpoiite Ha npunTepe IP-afpec u MofcoefMHNTE €TI0 K CETI.
(d Ycranoska IP-appeca

1 TTopknrouenne Kk cetn (kabenpHoe momkaodenne LAN/Wi-Fi)

CooTBeTcTBYIOWAA MHPopmaLua

= «CeTeBoe MOAKIIOYEHNE» Ha CTP. 17

Hactponka ¢pyHKLMN neyaTn

Hacrporite mapameTps! /11 UCIO/Ib30BaHMs PYHKIMM TT€YATH.
[ ITapameTps! mevaTy A1 MOAKITIOUEHNS CepBepa/KIMeHTa

| HapaMeprI neqyaTy A OMTHOPAHTOBOIO ITOJK/IIOYEHNA

CooTBeTcTBYIOWAA MHPopmauua

= «Vcnonb3oBanue GpyHKUMIT IPUHTEPa» HA CTp. 24

Hactpoiika noutoBOro cepsepa

HacTtpoiiTe mo4ToBblil cepBep A/ Iepeajipecaliuy 3/1eKTPOHHOI II0YThI ¥ OTIIPAaBKY YBEJOMJIEHUIA 10
3JIEKTPOHHOI ITOYTE.

[ SMTP-cepsep
4 Cepsep POP3

CooTBeTcTBYIOWAA nHpopmaLus

= «HacTpoiika IIOYTOBOTO cepBepa» Ha CTp. 29

HacTtponkn 6esonacHocTu

(d YcTaHOBKA MAposA aiMUHUCTPATOPA
(d VmpasreHye KCIIOB30BaHMEM IIPOTOKOIOB

(J PacumpeHHbIe HACTPOIIKM 6€30I1aCHOCTI

CooTtBeTtcTBYIOUWAA nHPopMaLua

= «HacTpoiikn 6e30nacHOCTY IPOAYKTa» Ha CTP. 37

= «PacmpeHHble HACTPOIKM 6€30TIaCHOCTY s TPEANPUATHA» Ha CTP. 70

MapameTpbl neyaTu n ynpaBneHus

[d IIpoBepKa cOCTOSAHNA YCTPOIICTBA
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PyKOBOACTBO AAMUHNCTPATOpPa

I1apame1'pb| ne4yaTtuv n ynpasieHne

[J Peaknus Ha cOOBITUA

(d PesepBHOe KOIMpoOBaHMe HACTPOEK YCTPOICTBA

CooTtBeTcTBYIOWaA MHpopmauua

= «HacTpoitku paboThl 1 yIIpaBIeHNs» Ha CTp. 42
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PyKOBOACTBO AAMUHNCTPATOPa

CeTeBoe nogkKnUYeHne

CeTeBoOe nogknioyeHme

B 57011 rimaBe onuchiBaeTca nmpouenypa iid NOAK/IIOYEHNA IIPUHTEPA K CETH.

Mepepn ycTaHOBKOI ceTEBOro NOAK/IOUYEHUNS

Hepen TIIOAK/IIOYEHMEM K CETI ITPOBEPHTE METO, IIOAKITIOYEHNA U €T0 ITapaMEeTPBhI.

C60p nHpopmaLnm o HaCcTpoliKe NOAKIIOYEHUA

ITepen moAK/II04YeHMEM [IOATOTOBBTE HeO0OX0RMMYI0 NH(pOpMaIio 0 IapaMeTpax cetu. [IpeaBapuTenpHoO y3HaiiTe
CTIeyIoNTyIo MH(pOpMaIMIo.

Paspenbl MapameTpbl MpumeyaHne
MeTop nogknioueHnA (1 Ethernet BbibepurTe Cnoco6 NOAKMIOUYEHUS NPUHTEPA K CETU.
yCTpOWCTBa - . .
1 Wi-Fi Mpw ncnonb3oBaHMM NPOBOAHOW IOKANbHOWM CETU NOLCOEANHNUTE
NPUHTEP K KOMMYyTaTOPY JIOKanbHOW CeTu.
Mpwn ncnonbsosanHnn Wi-Fi nogkntountecs K cetn (SSID) Toukn
joctyna.
CBepeHuda o 1 IP-agpec BbibepurTe cnocob6 HaszHaueHus IP-agpeca npuHTepa.
NOAKIIOYEHNN K
(1 Macka nogcetu Mpw Ha3zHauyeHnU cTaTyeckoro IP-agpeca TpebyOTCA 3HaYEeHUA BCeX

NOKasnbHOM CetTn

CraHAapTHBIN W03

napameTpoB.

Mpwn Ha3HaueHU grHamnyeckoro IP-agpeca c nCNonb3oBaHMEM
dyHKUmn DHCP 31a uHdopmauma He TpebyeTca, NOCKONbKY
HaCcTpoWiKa MPONCXOANT aBTOMATUYECKN.

CeefieHnA 0 [ SSID 370 SSID (MMA ceTn) 1 Naposib TOUKM JOCTYNA, K KOTOPOWA
nogknoueHnn K Wi-Fi NOAKNIOYAETCA NPUHTEP.
A d Maponb A P P
Ecnun yctaHoBneHa dunbrpaumnsa MAC-agpecos, nepef peructpauueit
NpUHTEpa 3aperncTpupymnTe Ha Touke goctyna ero MAC-agpec.
MNMoppepnBaemble CTaHAAPTbI CM. B PYKOBOACTBE MOJSIb30BaTesA.
CeepeHus o DNS- 1 IP-appec gna OHM TpebytoTcA Npy Ha3HAaUYeHWW NPUHTepY cTatudyeckoro IP-agpeca.

cepsepe ocHoBHoro DNS JononHuTenbHbii DNS-cepBep ycTaHaBnMBaeTcA Npy opraHn3aumm B
cucTeme U36bITOYHON KOHPUIrypaLMmM U HAaCTPOIKe JOMOAHUTENBHOMO
A IP-apgpec gna
DNS-cepBepa.
BCMOMOraTesIbHOro
DNS Ecnu opraHunsauna Heb6onbliaa n DNS-cepBep He ycTaHaBnvBaeTcs,
yctaHoBuTe IP-agpec mappyTmsaTtopa.
CBefieHnA o0 NpoKcn- A Vma npokcu- YcTaHOBUTE NPY NCMONb30BaHMM B CETEBOW Cpefe NPOKCM-cepBepa
cepBepe cepBepa Ana goctyna K VIHTepHeTY U3 MHTPaceTh 1 UCMNoMb30BaHUN GyHKLUMK,

npUMeHAeMOoln NPUHTEPOM AnA JOoCTyna K IHTepHeTy.

MpuHTep HanNpPAMYIO NOAKOYaeTcs K IHTepHETY Ans BbINOAHEHWA
cnegyioweit GyHKLUN.

(d Cnyx6a Epson Connect

(1 OG6HOBNEHNE MUKPOMPOrpPaMMbl
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PyKOBOACTBO AAMUHNCTPATOPa

CeTeBoe nogkKnyYeHne

Paspenbl MapameTpbli MpumeyaHne
NHdopmauuma o (J Homep noprta ana MpoBepbTe HOMep NOPTa, NCNONb3yeMbI MPUHTEPOM 1
HOMepe nopTa 0CBOGOXAEHMA KOMMbIOTEPOM, 3aTeM NPU HEOOXOANMOCTY OTKPOMTE STOT MOPT Ha

6paHamMayspe, eC/IN OH 3a6I0KMPOBaH TaM.

Homep nopta, ncnonb3yemMoro NpuHTEPOM, CM. B MPUIOXKEHNN.

Ha3sHauyeHue IP-agpeca

Cy1ecTBYIOT c/efyiolliie TUIIbI HasHaueHus IP-agpecos.

Cratnueckuni IP-agpec
Hasnavenne BpyuHnyto npunrepy (y3ny) ¢puxcuposanHoro IP-agpeca.

JlaHHBIe /1 NOAK/IIOYEHM K ceTH (Macka ITOofceTH, T3 1o yMomdanuio, DNS-cepBep 1 T. [i.) JO/DKHBI OBITH
3aJJaHbl BPYYHYIO.

Taxoit IP-agpec He MeHsAeTCA fake IPY BBIKTIOUEHUY YCTPOICTBA. DTO MOJIE3HO IPY YIIpaB/IeHNM YCTPOICTBAMU
B CETU, B KOTOPOI1 He/b3s M3MeHATD [P-aipeca, v Ipu ynpasieHUM yCTPOICTBaMM € UCIIONb30BaHMeM ux IP-
agpecoB. MBI peKOMeH[yeM HacTpauBaTh TaKUM 00pa3oM IIPUHTEPBL, CepBepbl U IPYTUe YCTPOICTBA, K KOTOPBIM
HOJIK/TIOYaeTCsl MHOTO KOMIIbIoTepoB. [1py vcronbp3osanuy GyHKIMI 6€30IacHOCTH, TaKuX Kak IPsec/
¢unbrpanys IP, Taxoke HasHavaliTe pukcupoBaHHble IP-apeca, YTOOBI OHY He MEHSIUCD.

ABTOMaTNuYecKoe HasHauyeHue c ucnonbsosaHmem ¢pyHkuyun DHCP (auHamnueckuia IP-agpec):

ApromaTnyeckoe HasHaueHMe [P-afpeca npunTepy (y31y) ¢ ucnonbzoBanvem ¢pyukuyy DHCP
COOTBETCTBYIOIETO CEPBEPA MM MapIIPyTU3aTOpa.

[TapameTpsl OAKTIOUEHNS K ceTy (Macka IOfCeTH, LT3 0 yMomdanuio, DNS-cepsep U T. [i.) ycTaHaBIMBAIOTCA
aBTOMATMYECKM, YTO MO3BOJLAET JIETKO MTOAK/TIOYATh YCTPOMCTBA K CETH.

[Tpy BBIKTIOUEHNHM YCTPOIICTBA UM MAapIIPYTU3aTOpa U B 3aBUCMMOCTH OT mapaMmeTpoB DHCP-cepsepa npu
MOBTOPHOM TNofKTI0YeHuy IP-afpeca MOoryT usMeHATbCA.

MpbI peKOMeHAYeM YIIPaBIATh YCTPOiicTBaMu 6e3 MCIonb3oBaHms IP-afpecoB 1 1CIoNb30BaTh IPOTOKOMEL,
paspemraromue IP-agpeca.

IIpumeuanue:
Ipu ucnonvsosanuu pynxyuu DHCP ons pesepsuposanus IP-adpecos moxcHo HazHauumv 00un IP-adpec Heckomvkum
YCMpOLicmeam 00HO8PeMEHHO.

DNS-cepBep n npokcun-cepsep
DNS-cepBep no3BossAeT CBA3bIBATDh MM Y371a, MMEHA JJOMeHa afipeca 37IeKTPOHHOII ITOYTHI U T. [I. ¢ JaHHbIMU IP-
agpeca.

Ecnn KOMIIBIOTEP VI IIPUHTEP CBA3DIBAIOTCA II0 IIPOTOKOTY IPc }IpYI‘Of/I CTOPOHOI7[, KOTOpasd olMcaHa MMEHEM
Yy3/1a, MME€HEM JOME€HA N T. [i., TO TaKaA CBA3b 6YI[€T HEBO3MOJKHA.

3ampammBaet oty nHpopmannio y DNS-cepsepa u nomydaet IP-agpec npyroit cropoHbL.OTOT IIpoliecc
Ha3bIBAETCA paspelleHNeM VIMeH.

[TosToMy ycTpoIicTBa, TaKue Kak KOMIIBIOTEPBI U1 IIPUHTEPHI, MOT'YT 0OMEHMBAThCA JAHHBIMY, MCIONMb3Ys IP-
agpeca.

Paspernenne nmeH He06X0AMMO, YTOOBI IIPUHTEP MOT OTIIPABIIATD 3MeKTPOHHYIO IOYTY U MOFK/IIOYAThCA K
Nurepnuery.

18



PyKOBOACTBO AAMUHNCTPATOPa

CeTeBoe nogkKnyYeHne

ITpu ucnonb3oBanmy 3TuX GyHKUMI HeobxomuMo HacTpouts DNS-cepBep.

[Tpu nasHayeHuy npunTtepy IP-ampeca c ucnonpsosanuem ¢pynkunu DHCP cooTBeTcTByloIIero cepsepa nim
MapUIpyTU3aTOpa STOT aipec YCTaHABINBAETCA aBTOMATUIECKIL.

[Tpokcu-cepBep pasMeliaeTcs Ha ITI03e MKy CeTbio U VIHTepHETOM, a TaK)Ke CBA3bIBAETCS C KOMIIBIOTEPOM,
HIpUHTEPOM U VIHTepHeTOM (IIPOTUBOIIONOXKHBIN CepBep) OT MMEHM KaX0ro ycTporictBa. [lpoTrBOmIoNIoXHbI
cepBep CBSA3BIBAETCS TONBKO C IPOKcK-cepBepoM.IloaToMy cBeileHMs o IpUHTepe, Takue Kak IP-agpec n Homep
[IOPTa, He MOTYT OBITh CYMTAHBI, YTO IIOBBIIIAET O€30I1aCHOCTb.

[Tpu mopkmoyeHNM K ceTn VIHTepHET 4epes3 IMPOKCH-CcepBep HACTPOITe Ha IPUHTEpe ITapaMeTphl 3TOTO cepBepa.

NMoaxknioyeHne K CeTu C NaHenun ynpasieHunA

[Topxmro4ynTe MPUHTEP K CETH C IOMOIIBIO ITaHE/N YIIPaBIe€HN IPYHTEpa.

JlomonHMTEbHBIE CBEMIEHNA O TAHENMN YIIPaB/eHNs IPUHTEPa CM. B Pykosodcmeo nonvsosamens.

Ha3sHauyeHue IP-agpeca

HaCTpOI;ITe 6a30BbIe 9JIEMEHTDI, TaKMeE KaK ajpecC y3ia, Macka noxpceTu, [Ir03 Mo YMO/T9aHUIO.

B sToMm pasfene omuceiBaeTcs Mpoliefypa HaCTpoiiKkM cTatudeckoro IP-agpeca.
1. BxiounTe nmpuHTEPp.

2. Boibepute HacTp. Ha [/TaBHOM 9KpaHe WV Ha IIaHeN YIIpaB/ieHNs IPUHTepa.

Inst BBIGOpa snementa uctonpayiire kuonku A, W, QP> a satem nasxmure kunonky OK.
3. Beibepure Ilapamerpsi cetn > Pacumpennas nactpoiika > TCP/IP.

4. Bsibepure PyuHoii.

Bei6epure ABTO, 4TOOBI aBTOMaTHYeCKN 3afaBaTh [P-anpec ¢ momornpio ¢pyHkuyu DHCP ¢ rakoro
ycTpolicTBa, Kak poyTep. Hactpoiiku IP-agpec, Macka mopceru u IlInr03 1o yMOM4aHIIO BBIIIOTHAOTCA
aBTOMAaTMYECKM, ITOCIIe 4ero HacTpolika IP-agpeca saBepiueHna.

5. Bsepure IP-agpec.

Ecnu Bei6paTh <y >, ¢doxyc OymeT cMelaTbCs Bllepel MIN Hasaj MeX/ly cerMeHTaMMy, pas/ie/IeHHbIMU
TOYKAMU.

6. 3apaiiTe TakuM >xe 06pasoM Macka nopceru u Illn03 mo ymomyanmo.
ITocrne 3aBepIIeHN HACTPOVIKY Bbl BEpHETECh Ha 9KpaH PacimpenHas HacTpoliKa.

Ipumeuanue:
Hacmpoiixy Henv3s npodonxumu, ecnu komounauus IP-adpec, Macka noocemu u IlIn03 no ymonuaruo HegepHas.
Ybeoumeco, umo e6edervt KoppexmHble 3HAUEHUSL.

Hactponka DNS-cepBepa

ITocne 3aBepiienus Hactpoliku IP-agpeca Hactpoiite DNS-cepBep npy He06XORUMOCTH.
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PyKOBOACTBO AAMUHNCTPATOPa

CeTeBoe nogkKnyYeHne

1. Bsi6epure HacTp. Ha Haga/bHOM 9KpaHe.

Iins Boi6Opa amementa ncronbayiire kuonku A, W, i P, a sarem naxmure kronky OK.

[Tpu mpoBeneHNM HacTpoIIKK ITOCTe HacTpoliku IP-apeca 6ypet BoiBenieH sKpaH PacmpenHas HacTpolika.
Ilepeiipute K mary 3.

2. Boibepure Ilapamerpsl cetu > PacimpeHHas HacTpoiika.
3. Bei6epure DNS-cepBep.

4. Bsibepure ABTO WK Py4HOIL.

Ecnu IP-agpec HacTpoeH Ha ABTO, MOXKHO BbIOpath ABTO mu Pydnoii B HacTpoiikax DNS-cepBepa. Ecriu He
ymaetcs monyuutb agpec DNS-cepBepa aBTOMaT4ecku, Boibepute Bapuant Pydnoii, mepeiigure K
crepyiomleMy miary u Befute agpec DNS-cepsepa.

ITpu BI6Ope Bapnanta ABTO HacTpoiika DNS-cepBepa 6yzeT 3aBeplieHa.

5. Bsemure IP-agpec ocHoBHOro DNS-cepBepa.

Ecnu Be16paTh <y >, ¢doxyc 6ymeT cMelaThCs Bliepes MIN Hasaj MeX/ly cerMeHTaMMy, pasjie/leHHbIMU
TOYKAMU.

6. Hacrpoiite anprepHatuBHbIl DNS-cepBep TakuM >xe 00pasoM.
Ecnn anpreprarusubiil DNS-cepsep oTcyTcTBYyeT, 3amaiite «0.0.0.0».

ITocrne 3aBepIIeHN HACTPOVIKYM BbI BEpHETECh Ha 9KpaH PacimipenHas HacTpolika.

HacTpoiika npokcu-cepBepa

HacTpoiiTe mpokcu-cepBep, eC/y BBIIOTHAIOTCS 00a CIeYIOLUX YCIOBYSL.
(d IIpokcu-cepBep mpefHa3HaveH /I NONKIIOUYeHNA K VIHTepHeTY.

(1 IIpu ncnonb3oBanny GpyHKUMY, A1 KOTOPOJ MIPUHTEpP HOAKII0YaeTCs K VIHTepHeTy HalpAMYyIo, HallpuMep
cny>x6e1 Epson Connect mmy mpyu 06HOBIEHNM MUKPOIIPOTPAMMHOTO 00eCIede .

1. Bei6epure Hactp. Ha Ha4aIbHOM 3KpaHe.

Jnsa BeI6Opa 3/1eMeHTa UCIIONb3YIiTe KHOIKI AV, dy ’, a 3aTeM HaxMute KHonky OK.

ITpu npoBeneHyy HacTpoOIIKY Ioce HacTpoliku IP-anpeca Oyner BbIBefieH skpaH PacimmpeHHas HacTpoiika.
[lepeipure K mary 3.

2. Boibepure ITapamerpsi cetu > PacunpenHas HacTpoiika.

3. Beibepure IIpokcu-cepsep.

4. Boibepure Ucm..

5. Bsenure agpec npokcu-cepsepa B dopmate IPv4 mnn B popmare OTHOTO JOMEHHOTO MMEHN.

6. BsenuTe HoMep mopTa MPOKCU-CEpBeEpa.

IIocne 3aBepIIeHNA HACTPOVIKYM Bbl BEpHETECh Ha 9KpaH PacipenHas HacTpoliKa.
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MoaknioueHne K NOKaNbHOWM ceTh

[Tonxnrounte mpunTep K cetu Ethernet mmu Wi-Fi.

CooTBeTcTBYIOWAA MHPopmauua

= «[logkmouenne k Ethernet» Ha ctp. 21

= «[lomkmouenne Kk 6ecipoBoHOI TokambHoit cetu (Wi-Fi)» Ha crp. 21

MNopknioueHue K Ethernet
[TopxrounTe IpUHTEp K ceTu ¢ noMombio Kabensa Ethernet u nposepsre mopkmoueHue.
1. Tlomxao4uTe IPUHTEP U KOHIEHTPATOP (KOMMYTAaTOp JIOKaIbHOI ceTy) kabeneM Ethernet.
2. Boibepure HacTp. Ha HayaIbHOM 9KpaHe.
Ilns BbIGOPa anemenTa ucnionbayiite kHorku A, 'V, Ay W, a sarem Haxme kHonKy OK.

3. Beibepure ITapamerpsi cetn > IIpoBepka MOFKIIOYEHUS.

OtobpakaeTcs pe3y/bTaT JUATHOCTYKY HOAK/TI0UeHNs. YOeIUTeCh, YTO MOAK/II0YeH)e YCTaHOBIEHO
NPaBUIbHO.

4. Haxmure KHOIKY @ mna 3aBEpUIEHMA.

MosxHO HamevaTaTh PE€3YyNbTAaThl AVIATHOCTUKY HA’KaTNEM KHOIIKU OK. H}IH IIeyaTm CHC}IYI?ITe VHCTPYKIMAM
Ha 3KpaHe.

CooTtBeTcTBYIOWAA HPopmauua

=» «ITepexon ¢ mopkmouenus Ethernet Ha mopkmouenne Wi-Fi» Ha ctp. 67

MopknioueHne K 6ecnpoBogHomn nokanbHom cetnn (Wi-Fi)
Bel MO>KeTe Bpy4UHYIO BBECTH C IIaHe/IM YIIPaBIeHUsA IPUHTEPOM MHGPOPMALIMIO, HEOOXOAVMYIO [T IIOK/TI0YeHM

K TOYKe jocTyna. [ pyqHol HacTpoiiky BaM Heo6XouMo 3HaTh upeHTudukarop SSID u maponb To4kn
TOCTYyIA.

Ilpumeuanue:
Ecnu mouka docmyna nodoepycusaem WPS, moxro asmomamuuecku 6Hecmu Hacmpotiku nooxmwouenus Wi-Fi no
Haxcamuo kHonku unu 6600y PIN-koda 6e3 ucnonvsosarus SSID u napons.
1. Boibepure Hacrpoiika 6ecnpoBomHoii JIBC Ha HauabHOM 3KpaHe.
Iinst BBIGOpa snementa ucnonpayiire kuonku A, W, QP> a satem naxmure kunonky OK.
2. Boibepure Wi-Fi (PekomMeH0BaHO).

3. Haxwmure xaonky OK, 4TOOBI IPOOIKUTB.

4. Bri6epute Mactep nacrpoiiku Wi-Fi.
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5. Bei6epure SSID 6ecripoBoHOTO poyTepa Ha ITaHe/ yrpasjaeHNs npuHTepa 1 Haxmure OK.

IIpumeuanue:
A Ecnu mpebyemviii SSID He omobpasxcaemcs Ha nanenu npunmepa, svibepume Ilosmopumv nouck 0711
o6Hoenenust cnucka. Ecnu on éce pasto He omobpascaemcs, évibepume [Jpyaue SSID u seedume SSID spyunyio.

[d Ecnu 6wt He 3naeme SSID, nposepvine, He HANUCAH U OH HA dMuKemKe 6ecnposo0Hoz0 poymepa. Ecnu et
ucnonv3yeme 6ecnposoOHol poymep ¢ HACMPOUKAMU 1O yMONHAHUI0, ucnonv3yiime SSID, ykazannoviii Ha
smuKemxe.

6. Bsepute maporns.

Bb16ep1/[Te, BbIBOIVTDH Ha I1€9aTh MJINL HET OTYET O CETEBOM COENVMHEHNN T10CJI€ BHIIIO/THEHNA HACTPOEK.

IIpumeuanue:
A Iaponv wyscmeumenen x pecucmpy.

A Ecnu evi He 3naeme ums cemu (SSID), nposepvme, He Hanucana au undopmayus Ha smuxemxe poymepa. Ecnu
8bl UCNOMb3yeme 0ecpO8OOHOLL poymep ¢ HACMPOLIKAMU N0 yMONHAHUIO, ucnonv3ytime SSID, HanucanHviil HA
smuxkemxe. Ecnu vl He Moxcerme HAlimMuU UHPOPMALUIO, CM. O0KYMEHMAUUI, KOMOPASL NPUNALALTNCS K
becnposodHomy poymepy.

7. llocne 3aBeplueHN: HacTpoiKy HaxMuTe kHonky OK.

Ilpumeuanue:
Ecnu vt He Moxceme 8biNONHUMYb NOOKAIOUEHUE, 3azpy3ume 6ymazy u Haxwmume kHonky OK 011 8vi60da Ha neuamp
omuema o cemesom cOeOUHeHU.

CooTtBeTcTBYIOWAA MHpopMaLua

= «CoO06LIEeHNs 1 BAPUAHTHI PelIeHNs TPO6/IeM B OTYETE O CETEBOM TIOAK/IIOYEHNI» Ha CTP. 50
= «Vsmenenue Hactpoek Wi-Fi Ha nanenm ynpasnerns (WPS)» Ha cTp. 64

=» «ITepexop ¢ nopkarouennst Wi-Fi Ha nogkmouenne Ethernet» Ha cTp. 68
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HacTponkn ¢pyHkuunn

B 51071 I/1aBe 00BACHAIOTCA HadaIbHble HACTPOIKI, KOTOPBIE CIeAYeT BBIIOMHNUTD, YTOOBI MCIIOIb30BATh KaX/ Y0
(bYHKLMIO yCTPOJICTBA.

NMporpammHoe ob6ecneyeHne gNna HaCTPOMKM

B aToM pasjiene 06bACHAETCA IPOLEypa BHECEHNA HACTPOEK C KOMIbBIOTEPA afMUHICTPATOPA C
ucnonbsosanyeM Web Config.

Web Config (Be6-cTpaHuua gna ycTrponcraa)

O nporpamme Web Config

Web Config — 3T0 BcTpoeHHast Be6-CcTpaHMIa IPUHTEPA /I HACTPONKY ero mapameTpos.IIpuHTepoM,
TIOAK/TIOYEHHBIM K CETU, MOKHO YIIPaB/IATb C KOMIIbIOTEPA.

Ilns gocryma k npunoxennio Web Config Heobxonumo BHadale pucBouTs npunrepy IP-agpec.

Ipumeuanue:
Smu napamempoi MOHHO 3aPUKCUPOBAMD NyHheM HACMPOUKU HA NPUHMepPe NAPONsT AOMUHUCPAMOpPA.

EPSON $ ¢ inl Heeraey Login

Status Network

Product Status I Product Status
Netwaork Status

Usage Status

Hardware Status

‘ | English ~]|

—Printer Stat
Available. ‘

BK c m Lc m ¥
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Light Magenta (LM)
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Maintenance Box

—Roll Pap

Papar Width :

Paper Type

Paper Remaining

—Cassefte 1

Paper Size

Paper Type

w Software Licenses
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AocTtyn K npunoxenunio Web Config

Beepure IP-afpec npunTepa B Be6-6paysepe. JavaScript fomkeH 6b1Th BKodeH. [Ipu goctyne k Web Config
yepes npotokon HTTPS B 6paysepe nosButcs npeaypexaeHne, IOCKOIbKY IPY COeRNHeHnN OyneT
MCIIOIb30BaH CaMO3aBepsoIuii cepTudNKaT, XPaHsLUUIICA Ha IPUHTEPe. DTO HOPMAIBHO.

A Jocryn mo HTTPS
IPv4: https://<IP-agpec npunTepa> (6e3 < >)
IPv6: https://[IP-agpec mpunTepal/ (c [ ])

1 Jocryn mo HTTP
IPv4: http://<IP-agpec npunTtepa> (6e3 < >)
IPv6: http://[IP-agpec npunrepal/ (c [ ])

Mpumepsbl

1 IPv4:
https://192.0.2.111/
http://192.0.2.111/

1 IPve6:
https://[2001:db8::1000:1]/
http://[2001:db8::1000:1]/

IIpumeuanue:
Wms npunmepa, 3apezucmpuposartozo Ha DNS-cepsepe, moxHo ucnonv3osams emecmo ezo IP-adpeca.

g Bascno:

Ilepsonauanvroe UM NOMb308AMENT-AOMUHUCHPAMOPA Nycmoe (HUKAKAS UHPOPMALUT He 6600UMCA), a
nep8oOHAUANLHYITL NAPOIL AOMUHUCIPAMOPA — IO cepulinbiii Homep npodykma. IIposepvme ceputinviii Homep
npodykma Ha smuxemke npuHmepa.

Mut pexomendyem 6am Kax MOKHO CKOpee CMEHUMb NEPEOHAUANLHBLI NAPO/b, 4MO0bl NPedOmspamums
HeCAHKUUOHUPOBAHHYILL DOCHYN.

CootseTcTBYylOWan nHpopmauuns
= «Csssb c npuntepom depes SSL/TLS» Ha crp. 72
= «O undposom ceprudukare» Ha cTp. 72

Ucnonb3oBaHne GyHKLNI NpUHTEpa

PaspemaeT JCIIOZIb3OBaHME (bYHKIH/II/I II€49aTu 110 CETN!.

Il ucnonb3oBaHys IpUHTEpPa B CeTY HEOOXOMMO HACTPOUTD Ha KOMIIBIOTEpPE MOPT [/l CETEBOTO
MOJK/II0YEHNA, a TAKXKe CeTeBoe MTOK/I0YeHNe Ha IPYHTEpe.

[ TlopximoyeHye cepBepa/KIMeHTa: HACTPOIITe IOPT Ha cepBepe

MHcTpyKumm /11 HACTPOKY OpTa BPYYHYIO IIPY NMOAKIIOYEHUN cepBepa/KIMeHTa.
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] O,ILHOpaHI‘OBOB IIOOK/ITIOYEHUE: HaCTpOﬂTe IIOPT Ha KaXXKJOM KOMIIPIOTEPE

VIHCTpyKuMM [/Is1 aBTOMATUYIECKOI YCTAaHOBKY ITOPTA C UCIIOIb30BAaHNEM YCTAHOBIINKA, JOCTYITHOTO Ha IMCKe
C IpOorpaMMHBIM obecIiedeHneM nnn Ha Be6-caiite Epson, B ciydae OfHOPaHTOBOTO IOJK/TIOYEHNS.

MapameTpbl NeyaTn ANA NogKNoYeHnsa cepBepa/KAneHTa

YcraHoBuTe [JIA ITe4aTy Ha IPMHTEPE, IOAKIIOYEHHOM KaK CepBep/K/INEeHT.

I nopkmoueHns cepBepa/KIMeHTa CHaYaIa yCTaHOBUTE CepBep Ie4aT, 3aTeM NPefoCcTaBbTe OOINIT JOCTYII K
MIPUHTEPY 10 CETHL.

ITpu ucnonb3osanuu kabens USB [y1s1 NORK/IIOUeHNs cepBepa TakKe CHadajIa yCTAaHOBUTE CepBep IIedary, a 3aTeM
IIpefoCcTaBbTe OO JOCTYII K IPUHTEPY IO CETH.

HacTpoika ceTeBbiX NOPTOB
Ha cepBepe mevartu cospaiiTe odepenb IevaTu AJIs CETEBOI IeYaTy C UCIIONb30BaHNeM CTaHAAPTHOTO IPOTOKOIA
TCP/IP, 3aTem 3apiaiiTe ceTeBOI MOPT.

JanHbIi npuMep otHOCUTCA K Windows 2012 R2.

1. OtkpoiiTe OKHO «YCTPOJICTBA U IIPUHTEPDI».

Kommeiotep > CpoiictBa > [lanens ynpapnenns > O6opygosanue u 3Byk wim O6opyngosaHue >
YcrpoiicTBa 11 TPUHTEPBL.

2. [obaBneHue mpuHTEpPA.

[lenkuure fo6aBuTh mpuHTEp U BoIOepuTe IIpUHTEP OTCYTCTBYET B CIIUCKE.

3. Mo6aBreHue TOKaIbHOTO IIPUHTEPA.
Boi6epure [J06aBUTh TOKaTbHBII IPUHTEP VIIN CETEBO MPUHTEP C MapaMeTpaMy, 3aJJaHHbBIMI BPYYHYIO,

3aTteM enkHute [Hamnee.

4. Boibepure Co3gaTh HOBBIN MOPT, B KayecTBe Tua nopra Boibepure CranmaptHsiil mopt TCP/IP u
Haxmute [lanee.

(«) = Add Printer

Choose a printer port

A printer port is a type of connection that allows your computer to exchange information with a printer,

(D) Use an existing port: LPT1: (Printer Port)

(® Create a new port:

Type of port: Standard TCP/IP Port W
Epson_Print_Admin
EpsonMet Print Port

———
rl
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5. Bsepure IP-agpec unu nmsa npuHTepa B nose Vimsa xocra nmm IP-apgpec nnu Vima npunrtepa wm IP-agpec,
menkHute [Hamee.

ITpumep:
(d Vims npuntepa: EPSONA1A2B3C
(A IP-agpec: 192.0.2.111

He nsmensiite Vims mopra.

H_Ie)'[KHI/ITe HPOHOJDKI/ITI) Ha 3KpaHe YHPaB}IeHI/le YYE€THBIMMU 3aNINCAMM MOb30BaTeNeln.

(&) = Add Printer
Type a printer hostname or IP address
Device type: TCP/IP Device
Hostname or P address: | 192.[).2.111| |
Port name: [1920.2.111 |
[w] Query the printer and automatically select the driver to use
IIpumeuanue:

Ecnu ykasamo ums npunmepa 6 cemu, e0e UCNONb3yemcs paspeusenue umen, IP-adpec npunmepa 6yoem onpedesnen,
Oasce ecnu oH 6vi1 usmenen DHCP. Bot mosiceme nposepumo ums npunHmepa Ha sKpare coCroSHUS cemu Ha naxenu
YNPABIEHUS NPUHMEPA UMY HA TUCTHE COCIOAHUS NPUHMepa.

6. Hacrpoiite gpajiBep npuHTEpa.
(4 Ec/mm gpaiiBep mpuHTEpa y>Ke YCTaHOBJIEH:
Bri6epure Ilpoussogurens u Ilpunrepsl. llenkunre HJanee.

(4 Ecmu npaiiBep npuHTepa He YCTAaHOBJIEH:

[lenkHuTe YcTaHOBKA C AAMCKA U BCTaBbTe AuUcK ¢ [10, BXOAAMmMIT B KOMIUIEKT MOCTaBKM IIPUHTEpa.
IMenkuute O630p 1 BbIOEpUTE HAIIKY Ha [JYICKE, COAEPKAIYIO fpaiiBep NpUHTepa. YoeauTech, 4TO BB
BBIOpasy MpaBUIbHYIO IAIIKY. PacrionoykeHne 9Toil MallKy MOXKET OBITb PasIMYHbIM B 3aBUCUMOCTH OT
BEpCUU ONepPalIOHHON CUCTEMBI.

32-paspsigHast Bepcust Windows: WINX86
64-paspsigHast Bepcust Windows: WINX64

7. CnepyiiTe MHCTPYKIMAM Ha 9KpaHe.

[Tpu ncrionb3oBaHMM IpUHTEpPa B paMKaxX IOAK/IIOUeHNA cepBepa 1 KneHTa (001Mit JOCTYI K IPUHTEPY €
JICTIOZIb30BaHMeM cepBepa Windows) HacTpoiiTe clefyoliye IapaMeTphl 00Iero fOCTyIIa.

CooTtBeTcTBYIOWaA MHopMmauua

= «O6umit goctyn k npunTepy (Tonbko mis Windows)» Ha cTp. 27
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MNMpoeepka koHpuaypayuu nopma — Windows

Y6enurecs, 4TO /I OYepeny MedaTy BBIOpaH MIPaBUIbHBIIA IIOPT.

1. OTKpoiiTe 3KpaH «YCTPOICTBA U IPUHTEPHI».

KoMmnbiotep > CBoiictBa > [laHens ynpasinenus > O6opygoBanue u 3Byk nm O6opyaoBaHue >
YcTpoiicTBa M IPUHTEPHI.

2. OTkpoiiTe 3KpaH CBOJICTB IPUHTEPA.

JBa>k/Ibl IIeIKHUTE 110 3HAYKy IpUHTepa 1 enkHuTe CBOIicTBa IpUHTEpa.
3. Illenxuwure Bxnanky Iloptel, Boibepute Cranmapthsiit nopt TCP/IP, menkunute Hactponts mopr.

4. Tlposepka KOH(pUTYypalLuy HOPTA.

d Tna RAW

Y6emurecs, uTo B moste IIpoTokon Bei6pano Raw, n Haxxmute OK.

1 Ina LPR

Y6enntecs, uto B none IIporoxon Bei6pano LPR.Beegnute PASSTHRU B nonie HazBaHue ovepenu B
Hacrpoiikax LPR.Bribepure Paspemien noacuer 6aiitos B LPR 1 naxxmute OK.

O6wun goctyn K npuHTepy (ronbko ana Windows)

[Tpu ncrionb3oBaHMM IpUHTEpPa B paMKaxX IOAK/ITIOUEHNA cepBepa I KaueHTa (001mMmit JOCTYI K IPUHTEPY C
JICIIONIb30BaHMeM cepBepa Windows) onpegenyte o61uit JOCTYI K IPMHTEPY Ha CepBepe MevaTu.

1. Boi6epure Ilanens ynpapnenus > IIpocMoTp ycTpoOiicTB M HIPMHTEPOB Ha CepBepe IeYaTH.

2. lenxHuTe MpaBoil KHOIIKOJ MBIIIY 3HAYOK IPUHTEpa (OYepenb IedaTi), K KOTOpoMy TpebyeTcs
IIPefOCTaBUTD OOLINIT JOCTYIL, a 3aTeM IepeliuTe Ha BK1afKy CBoiicTBa mpuHTepa > O61uit JoCTyIL.

3. Beibepure O61yit ZOCTYI IpUHTEPa, a 3aTeM BBefuTe ObIIee nms.

Ipumeuanue:
IIpobnemvr npu obusem docmyne k npurmepam

1 «O6uguii cepsep pabomaem mednerHo» Ha cmp. 60

A «Hacmpotixu npunmepa Ha cepeepe ne4amu He Ompaiarmcs HA KAUEHMCKOM KoMnvlomepe» Ha cmp. 60

YcTaHOBKa 4ONONHUTENbHDbIX gpanBepoB (Tonbko ana Windows)

Ecmu Bepcuy Windows Aj1s1 cepBepa U KIMEHTOB Pas3IMyalTCs, peKOMEHAYETCs yCTaHOBUTD HOIIOTHUTEIbHBIE
ApaiiBephl Ha CEpBEp MEYaT.

1. Bsi6epure ITanens ynpasnenus > IIpocMOTp yCTPOIICTB U IPUHTEPOB Ha CepBepe MeYaTH.

2. IllenxHuTe MpaBOil KHOIIKOI MBILIM 3HAYOK IPUHTEPA, K KOTOPOMY TpebyeTcst IpefoCTaBUTh OOINMII JOCTYIL,
a 3aTeM IepeiiinTe Ha BKIagKy CBolicTBa mpuHTepa > O6muii JocTyI.

3. Haxwmure [JomomHuTeIbHbIE ZpaiiBephl.

4. Bni6epure Bepcuyn OC Windows s kieHToB 1 3ateM Haxmute OK.
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5. Boibepure nHpOpManyoHHbINT aiin Ans gpariBepa medatu (*.inf), satem ycranoBute mpaitsep.

CooTBeTcTBYIOWaA NHPopMaLuA

= «Vcnonb3oBanue obmero mpunTepa — Windows» Ha cTp. 28

Wcnonb3oBaHue o6uiero npuHrepa — Windows

AIMVHICTPATOP HO/DKEH COOOLINTD [TO/I30BATENAM K/IMEHTCKIX KOMIBIOTEPOB MMsI KOMIIBIOTEPA,
VICTIONIb3YEMOT0 KaK cepBep MevaTy, ¥ 00bSICHUTD MOPSLOK €ro Ko0aB/IeHNst Ha KIMEHTCKIe KOMIIbIoTepbl. Eciun
IOIIOHNTEIbHBIE IPAIBEPHI ellle He HACTPOEHBI, 0O'bACHIUTE MIOMTB30BATE/NAM KIMEHTCKIX KOMIIBIOTEPOB MOPSIOK
mobaByeHns 061ero MpMHTEpPa B MEHIO YCTPOIICTBA M IPUHTEPBI.

Ecnu Ha cepBepe mmevyaty y>ke YCTaHOBJIEHBI HEOOXOVIMble TOIIO/IHUTEIbHbIE paiiBepbl, BBIIIOTHNTE CIeAYIOLIe
TIeICTBUA:

1. BsiGepure M1, NpucBoeHHOE cepBepy Hevdatu B IIpoBogHuke Windows.

2. HBa)KI[I)I IIeTKHUTE IIPUHTED, KOTOpr‘/’I HY>KHO MCIIO/Ib30BATh.

CooTtBeTcTBYIOWAA MHpopMmauua

= «O6umit goctyn K npunTtepy (Tonbko mis Windows)» Ha ctp. 27

= (YcTaHOBKA JOIOTHNUTENbHBIX npaitBepoB (Tonmbko it Windows)» Ha cTp. 27

I'Iapameprl neyatTm gona oagHOpPaHroBoro noaknrw4yeHnsA

HPI/I OTHOPAHTOBOM IIOOK/ITIOYEHNN (HpﬂMaﬂ neanb) IIPMHTEP U KIMEHT YCTaHaB/IMBAIOT CBA3b «OAMH K OTHOMY».

Ha Bcex K/IMEHTCKMX KOMIIBIOTEPaX HO/DKEH ObITh YCTaHOBJIEH ipaiiBep IpUHTepa.

CooTtBeTcTBYIOLAA MHPoOpMaLuA

= «Hacrpoiika ipaiiBepa NpuHTEpa» HA CTP. 28

HaCTPOVIKa ApaviBepa npuHTepa
B He60/MbIINX OpraHM3alVIAX PEKOMEHYeTCs YCTaHaBIMBATD ApaiiBep IIpUHTepa Ha KaXX0OM KIMEHTCKOM
KoMIboTepe. VIcIonb3yiiTe yCTaHOBIUK Ha Be6-caiiTe Epson mmy Ha aycke ¢ IpOrpaMMHBIM 00ecIIedeHIeM.

Ilpumeuanue:
Ecnu npunmep ucnonv3yemcs Ha 60mbuiom Hucne KIUeHMCKUX komnvromepos nocpeocmeom EpsonNet SetupManager ¢
YCMAHO6KOLL Opatisepa 8 Kauecmeae naxema, 8pems YCMAaHO8KU MOXem Obib 3HAUUMENLHO CHUMEHO.

1. 3amycTuTe yCTaHOBIIVK.

[d 3amyck ¢ Be6-caiita

OTkpoiite cnepyromit Be6-caiiT u BBenuTe uMs npoaykra. [lepeiianre B paspen Hacrpoiika, 3arpysute
IpOrpaMMHOe 00eCIIeYeHNe 1 3allyCTUTE €TO.

http://epson.sn
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Hactpoiikn pyHKunn

] 3ar[yc1< C AVICKa € IpOrpaMMHbBbIM obecnieyenneM (TOTIbKO I71s1 MOJieelt, KOTOpbIE€ ITIOCTABJIAIOTCA C JVICKOM
C IIpOrpaMMHbIM O6eC1'I€‘~IeHI/I€M, U TIO/Ib30BaTee, YbU KOMIIbIOTEPDBI OCHAIIEHDI JVICKOBBIMU HpI/IBOI[aMI/I)

BcraBbTe B KOMIIPIOTEP KOMITIAKT-AMCK C IPOTPaMMHbBIM obecrieyeHmeM.

2. BbI6epI/[T€ METO[ IMOJK/II0YE€HNA IIPUHTEPA, 3aTEM LIEJIKHUTE ,I[anee.

I rmtind Piree § Soray =
|

Select Your Connection Method

Letirs e Mupniropii

S P ¥ Connett v wiless nebaal (Wi-Fi)
-1 =

Gabpin Chimeiad

IriLafalen

ﬁ ) Cannett v wired LAN [Ethamat)

FConnect va USH cabla
oy e =2

Chaiel Famctarm

Faiih skl o
ﬂ Wil San cofract i Prinked and compuber via wenidesd LAN (8.F)

Acbeanced contouepbon

Cancal [ Maat

Ilpumeuanue:

Ecnu omobpaxcaemcs Yemanoeumo npozpammnoe obecneuerue, svibepume Yemanosume nooxkmouerue K
IIpunmep 3ano60 (0715 H08020 cemes020 mapuipymusamopa unu nepexntouenusi ¢ USB na cemv u m.o.) u
wenkHume [lanee.

3. CnepyiiTe MHCTPYKIIMAM Ha 9KpaHe.

CooTBeTcTBYIOWaA NHPopMaunA

= «EpsonNet SetupManager» Ha cTp. 63

HacTponka noutoBoOro cepsepa

Hactpoiite B Web Config moutoBslit cepsep.
I[lepen HacTpoIiKOI TpOBEpbTe CHAeAYyIOLIee.
(1 TIpuHTep NOAK/IIOYEH K CeTH C JOCTYIIOM K IIOYTOBOMY CepBepy.

1 VMudopmannsa o HacTpolike 57IeKTPOHHOI IIOYTHI Ha KOMITbIOTEpe, UCIIO/Ib3YIOIIeM TOT JKe IIOYTOBBIN cepBep,
YTO U IPUHTEP.
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IIpumeuanue:

Hactpoiikn pyHKynn

IIpu ucnonv3osanuu noumosozo cepeepa 6 Vnmeprere ymodnume uH@opmMayuio o HACMpotixe y NOCMAsUsUKA yciye

unu Ha eeb-catime.

1. Boiigute B Web Config u Boibepute Bkanky Cetb > CepBep 371. Ho4ThI > OCHOBHBIE.

2. BBemure 3HaYeHMe IS KaXKOTO 9JIEMEHTA.

3. Boibepure OK.

OTobpakarTcs BRIOpaHHBIE TapaMeTPhL.

CooTBeTcTBYIOWAA MHPopmaLus

= IIpoBepKa COeIMHEHNs OYTOBOTO CepBepa» Ha CTp. 31

= «[TapameTpbl HACTPOIIKY TIOYTOBOTO CepBepa» Ha cTp. 30

=» «Joctym k mpunoxenuto Web Config» Ha cTp. 24

= «Bxop B cucreMy npunTepa ¢ momomiso Web Configy Ha cTp. 42

MapameTpbl HACTPOMKMN NOUYTOBOIrO cepBepa

MapameTpbl

Hactpoikun n nx onucaHme

MeTop ayTeHTUdUKaumKn

YKaxkute meto ayTeHTUdMKaLMKM Ans AOCTYNA NPUHTEPa K CEPBEPY SNEKTPOHHON MOYThI.

Bbikn BkntounTe 3TOT pexunm, eciv MOYTOBLIN cepBep He Tpebyet
ayTeHTUdMKauun.

AYTEHTUOUKALIAA SMTP AyTeHTndMKauma Ha SMTP-cepsepe (cepBep ncxopailen
MouYTbl) NPV OTNPaBKe NouTbl. [oUTOBbIN cepBep AOMKEH
noaaepxuBatb ayTeHTnduKaymo SMTP.

POP go SMTP AyTeHTndMKauma Ha cepaepe POP3 (cepBep BxoaaLwen
nouTbl) Nepep oTnpaBKol nouTkl. Mpu Bbibope 3TOro
3nemeHTa yctaHoBuTe cepeep POP3.

[MpoBepeHHas yyeT. 3anncb

Ecnu Bbl BbIbpany 3HaueHne AYTEHTUOUKALUA SMTP vnu POP go SMTP ans napametpa
MeTop ayTeHTUdMKaLUK, BBeAVTE UMA YUETHOI 3anncu, NpoLLeaLwen NpoBepKy
noganHHocTn, gnuHon ot 0 o 255 cumeonos ASCII (ot 0x20 go 0x7E).

Mpwn Bbi6ope AYTEHTUOUKALIUA SMTP BBeanTe yueTHyto 3anucb SMTP-cepsepa. Mpwn
Bbi6ope POP go SMTP BBeauTe yueTHyl0 3anucb cepepa POP3.

[MpoBepeHHbIV Naponb

Ecnu Bbl Bbibpanu 3HaueHne AYTEHTUOUKALUA SMTP vunu POP go SMTP ans napametpa
MeTop ayTeHTUdMKauum, BBeanTe Naponb ayteHTdMKauum gnnHon ot 0 go 20 cMMBOOB
ASClI (c kogamn ot 0x20 go Ox7E).

Mpw Bbi6ope AYTEHTUOUKALIUA SMTP BeeaunTe yueTHyto 3anucb ana SMTP-cepsepa,
npowezLwyto nposepky nognuHHocTy. Mpu Boibope POP o SMTP BBeauTe yueTHyto 3anncb
ana cepsepa POP3, npoweawyo npoBepKy NOAIMHHOCTL.

Appec an. noytbl
oTnpasuTens

BBeanTte agpec aNeKTPOHHONM NOYTbl OTNPABUTENSA, HAMPUMEP agpec 1eKTPOHHOM NOoYTbI
cMcTeMHOro agMmHmncTpatopa. OH UCnosib3yeTca NPy NPoBepKe NOAJIMHHOCTM, MO3TOMY
BBeAMTE AeNCTBUTENbHbI afpec 351eKTPOHHOM NOUTbI, 3aperMcTpUpoBaHHbIA Ha NMOYTOBOM
cepsepe.

Beegute o1 0 go 255 cumsonoB ASCIl (o1 0x20 no 0x7E), 3a ucknioueHuem: () < > []; ¥. Touka
(.) He MOXeT BbITb NepPBbIM CIMBOJIOM.
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HacTpoiiku pyHKynn

MapameTpbl Hactponku n nx onncaHme
Appec cepsepa SMTP Besegute o1 0 A0 255 CMMBONOB, NCMOMb3YA CUMBOJIbI B Anana3oHe oT A o Z, ota o z, 0-9, a
Takxe . - . Ucnonbsywte dopmat IPv4 unn FQDN.
Homep nopra cepsepa BeeauTe uncno ot 1 o 65535.
SMTP
BbesonacHoe nogkntoueHne BbibepuTe meToa WrdpoBaHNA ANA CBA3M C MOUYTOBbIM CEPBEPOM.
Het Mpwu BoiGope POP o SMTP B MeTop ayTeHTUdMKaLun
noAKnUYeHne He wudpyeTcsa.
SSL/TLS 3T0 AOoCTynHO, ecnn AnA napameTpa Metoa
ayTeHTUUMKaLMM yCTaHOBNEHO 3HayeHne Bbikn nnu
AYTEHTUOUKALMA SMTP. MogkntoueHue wndpyetca ¢
camoro Havana.
STARTTLS 370 gocTynHo, ecnu And napameTpa Metog
ayTeHTUdMKaLMM YCTaHOBNEHO 3HauyeHue Bbikn nnu
AYTEHTUOUKALINA SMTP. MoaknioyeHne wndpyetca He
M3HayasibHo, a B 3aBMCMMOCTU OT CETEBOW CPeAbl,
nepefaBaemble JaHHbIE B KOTOPOI WpyoTCa Nnbo He
N3MEHSIOTCA.
MpoBepka NogMHHOCTY Mpwy BKNIOYEHUN 3TOTO pexrma nposepseTca cepTndukaTt. PekomeHayeTca 3afaTb 3HaYeHNe
cepTMduKaToB Bkntountb. [InA Takon HaCTPONKM Ha MPUHTEP AOMKeH ObITb MMNopTMpoBaH CepTudurkat
LC.
Appec cepsepa POP3 Ecnu Bbl BbIOpany 3HaueHne POP go SMTP ans napametpa MeTtop ayTeHTudunKkauum,
BBeauTe agpec cepsepa POP3 anuHowm ot 0 fo 255 cMBONOB, NCMOMNb3yA CUMBOSIbI B
Avana3oHe oT A fo Z, oT a Ao z, 0-9, a Takxe . - . icnonb3ynte dopmart IPv4 nnu FQDN.
Homep nopra cepsepa Ecnu 3HaueHne POP po SMTP yka3saHo gna napametpa MeTtop ayTeHTuduKauum, BBegrte
POP3 yncno 1 go 65535.

CooTBeTcTBYOWaA NHPopMauua

= «HacTpoiika MOYTOBOrO cepBepa» Ha CTp. 29

MpoBepka coeagnHeHNA NOYTOBOIro cepBepa
MO>XHO IPOBEPUTD COEVHEHNE C IIOYTOBBIM CEPBEPOM, 3aITyCTUB COOTBETCTBYIOLIYIO IPOLERYPY.
1. Boiipure B Web Config 1 Boi6epute Bkianky Cetb > CepBep 91. moursl > IIpoBepka MOZKITIOYEHUS.

2. Bwi6epure ITyck.

HauneTcs mpoBepka MOAK/II0OYEHNsI K TOYTOBOMY cepBepy.Ilociie 3aBeplieHNs IPOBEPKM OTOOPASUTCS OTUET
0 IIpOBepKe.

CooTtBeTcTBYIOWaA MHpopMmauua
® «Jlocryn k npunoxkeruo Web Config» Ha cTp. 24
= «Bxox B cucreMy npuHTepa ¢ nomouibio Web Config» Ha crp. 42

= «[losicHeHNsA K COOOIIeHNUM, 0TOOpaskaeMbIM IIPY IPOBEPKE COENVHEHNS C TIOYTOBBIM CEPBEPOM» Ha CTP. 32
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Hactpoiikn pyHKynn

MoAcHeHMA K coo6LWEeHnAM, OTOO6paXKaemMbiM NPU NPoBepKe coefNHEeHNs C
NOYTOBbIM CEPBEpPOM

Coob6ueHna

MpununHa

MpoBepKa NogKuYeHnsa npoLuna
ycrnewHo.

370 coobLeHne 0TOBPaXKaeTCA, KOraa coeguHEHNE C CEPBEPOM YCTaHOBNEHO.

Owwbka cBsi3n ¢ cepeepom SMTP.
MpoBepbTe cneayoulee. - NapameTpsbl
cetn

370 coobLeHre oTObpaxaeTca B CefyoLmnxX ClyYasnx.

 MpurHTEp He NOAKIOUEH K CeTU.

[ SMTP-cepBep He paboTaerT.

[ CeTeBoe nopksoUeHne 6bi10 NpPepBaHoO B NpoLecce nepeaayn AaHHbIX.

(1 TNonyyeHbl HEMOJHbIE AaHHbIE.

Owwnbka cBs3u ¢ cepeepom POP3,
MpoBepbTe cneayoulee. - NapameTpsol
cetn

370 coobLeHre oTObpaxaeTca B CeAyoLmnx Clydasnx.

1 TMpurHTEp He NOAKIOUEH K CeTU.

(d POP3-cepBep He paboTaeT.

[ CeTeBoe nopgksoUeHne 6bi10 NPepBaHoO B NpoLecce nepeaayn AaHHbIX.

(1 TNonyyeHbl HEMOsHbIE AaHHbIE.

Mpw nogkntoueHnn K cepeepy SMTP
npowusowa owwnbKa. Nposepbte
cnepytoulee. - Anpec cepsepa SMTP -
Cepsep DNS

370 coobLeHre oTobpaxaeTca B CeAyoLmnX ClydasnXx.
1 Mpowusowna ownbKa npu nogkntouyeHumn kK DNS-cepsepy.

[ TMpowusoluna ownbKka npu paspeLieHnn nmeHn SMTP-cepsepa.

MNpw nogknioueHnn K cepsepy POP3
npowsoluna owmnbka. NposepbTe
cnepytoulee. - Agpec cepsepa POP3 -
Cepsep DNS

370 coobleHne oTobpaxaeTca B cliefyowWwumx Ciyyasnx.
(J Mpowusowna ownbKa npu nogknoueHumn kK DNS-cepsepy.

1 Mpowusowna owwnbKa npu paspelieHnn umeHn POP3-cepsepa.

Owwnbka ayTeHTMOUKaLMK cepBepa
SMTP. MNposepbTe cnepytolee. - Metog
ayteHTndUKauuu - NoaTBepxaeHHan
yuyeTHas 3anuchb - NoaTBepKAeHHbIN
naposb

370 coobLyeHne 0TOOpaKaeTcs, ecsiv NPoM3oLa owrbKa ayTeHTudUKauum Ha
SMTP-cepBepe.

Owwbka ayTeHTMOUKaLMK cepBepa
POP3. lNpoBepbTe cnepytolee. - Metog
ayteHTndUKauuu - NoaTBepxaeHHan
yuyeTHas 3anuchb - NoaTBepKAeHHbIN
naponb

370 coobLyeHne oTObpaXKaeTcs, eCsiv NPoM3oLa owrbKa ayTeHTudUKauum Ha
POP3-cepBepe.

Henopnep»knBaemblii meTog CBA3M.
lMpoBepbTe cneaytouee. - Agpec
cepsepa SMTP - Homep nopTta
cepsepa SMTP

3T0 coobLyeHne 0TOOPaXKaeTCA, €CNIN Bbl NbITaeTECh CBSA3aTbCA MO
HernoaaepkrBaemMbIM MPOTOKOJaM.

He yganocb nogkniounTtbCa K cepepy
SMTP. U3meHuTe be3onacHoe
noaksoyeHne Ha Hert.

370 coobLyeHne 0TOGPaXKaeTcA NPV BOSHUKHOBEHUN HECOOTBETCTBUSA MO
npoTokony SMTP mexzay cepBepoM 1 KITMEHTOM WK B TOM Clyyae, eCiivi cepeep
He nopfaep»KmBaeT besonacHoe noaknoueHune no SMTP (SSL-nogknioueHme).

He ypnanocb nogknountbes K cepeepy
SMTP. U3meHuTe be3onacHoe
nogkntoyeHmne Ha SSL/TLS.

370 coobLeHne oTobpPaxKaeTca Npvi BO3HNKHOBEHNN HECOOTBETCTBUSA MO
npotokony SMTP mexay cepBepoMm v KNMEHTOM Wi B TOM CllyJyae, eciiv CepBep
3anpallnBaeT NCNosib3oBaHve nogknoyeHna no SSL/TLS ana yctaHoBKM
6e3onacHoro noakoueHns SMTP.
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Coob6ueHnna

MpuunHa

He ypanocb noaknountbca K cepeepy
SMTP. M3meHwnTe be3onacHoe
nopaknoyeHne Ha STARTTLS.

370 coobLyeHme oTobpaxKaeTca NPU BO3HUKHOBEHWN HECOOTBETCTBUA MO
npotokony SMTP mexay cepBepoM 1 KIMEHTOM W/ B TOM Cllyyae, eciiv cepeep
3anpalwmsaeT ucnonb3osaHue nogkntoueHua no STARTTLS gna yctaHOBKu
6e3onacHoro noaksoueHns SMTP.

HepoBepeHHoOe coegnHeHMe.
MNposepbTe cnepytouyee. - lata n
Bpema

370 coobLeHne 0TOBPaXKaETCA, eC/vi NapameTPbl 4aTbl I BPEMEHU NPUHTEPA
ABAAOTCA HEJONYCTUMbBIMU UN UCTEK CPOK AeNCTBUA cepTudmKaTa.

HepoBepeHHoe coefunHeHne.
MpoBepsbTe cnepytouee. - Ceptndukat

LcC

370 coobLeHMe OTOBPAXKAETCA, EC/IM MPUHTEP HE MEET KOPHEBOTO CepTUdMKaTa,
cooTBeTCTBYOLLero cepsepy, unu ecnun Ceptudukat LC He 6b1a1 MMNOPTUPOBAH.

MopknioueHne Hebe3onacHoe.

370 coobLLEeHNe 0TOBPaXKAETCA, eC/IN MOYYEHHbIN cepTUdUKAT MOBPEXAEH.

Owwnbka ayTeHTMOUKaLMK cepBepa
SMTP. U3meHuTe MeToa
ayteHTndMKauum Ha SMTP-AUTH.

370 coObLLEHME OTODPAXKAETCA, €CNN BO3HMKAET HECOOTBETCTBME B MeTofe
ayTeHTMdMKALUM MeXay cepBepom 1 KnmeHTom. CepBep noagepxmeaet
AYTEHTUOUKALNA SMTP.

Owwnbka ayTeHTMOMKaLMK cepBepa
SMTP. N3meHunTe MeTop
ayteHTnduKauum Ha POP nepeg SMTP.

370 cooblueHne 0TOBPAXKAETCA, eCIM BO3HMKAET HECOOTBETCTBME B METOAE
ayTeHTMdUKALUM MeXay cepBepoMm 1 KnmeHToM. CepBep He nogaepunBaeT
AYTEHTUOUKALMA SMTP.

HeBepHbIli agpec 31eKTPOHHON NoYTbI
oTnpaBuUTENs. YKaxunTe agpec
SNEKTPOHHOW NOYTbl CBOEW NOYTOBOM
CNy06bl.

370 coobLeHne 0TOBPaXKAETCA, eCNM YKasaH HEeBEPHbIV aApPec 341, MOYTbI
oTnpasuTens.

[o 3aBepLueHns 06paboTku
06paTUTLCA K MPUHTEPY He YAACTCA.

370 coobLeHne OTOOPAXKAETCA, ECIIN MPUHTEP 3aHAT.

CooTtBeTcTBYIOLAA MHopMaLua

= IIpoBepKa COeIMHEHNs OYTOBOTO CepBepa» Ha cTp. 31

BHeceHMne cncTeMHbIX HacCTpoOeK

HacTpoika naHenu ynpasneHuns

BeInonmHyTe HACTPOVIKY NTaHeIN YIIpaBIeHusA NpyuHTepa. HacTpoliky MOXXHO BBIIOTHUTD CIEAYIOLIM 00pa3oM.

1. Boiigure B Web Config 1 BbibeprnTe Bkaaky YpasneHue ycTpoiicteamu > IlaHens ympaBieHn.

2. Ilpu Heo6XOAVIMOCTY HACTPOJITE C/IEAYIOIIYE 3TeMEHTBL.

J AspIk

BbI6epI/IT€ OTO6Pa)KaeMbI]7[ S3bIK Ha ITaHE/IN YIIPpaBI€HUA.

(d Broxuposka nanenu

Ecnu BbiOpaHo 3HaueHre BKiI., TO py BBIITONHEHNN OTIEpaLyii, TPeOYIOIMX IPaB afMUHUCTPATOPA,
Heo06Xoa1uMo 6yIeT BBOAUTD NIapo/Ib aAIMUHUCTpaTopa. Ec/y maponb afMUHKUCTpaTOpa He 3aJaH,
6/I0KMpOBKa TTaHEeV OTK/II0YEHa.
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IIpumeuanue:
Taxre MOHHO HACMPOUMb MU NAPAMEMPbL HA NAHENU YNPABTIEHUS NPUHMEPA.

A Asvik: Hacmp. > Hacmpoiika npunmepa > Asvix/Language

A brnokuposka nanenu : Hacmp. > Hacmp. 6e3onacnocmu > Hacm. admunucmpam. > Oyuxyus 610Kkuposxu

3. Haxwmure OK.

CooTtBeTtcTBYIOLAA MHoOpMaLua
= «Jlocryn k npunoxkerno Web Config» Ha cTp. 24

= «Bxox B cucreMy npuHTepa ¢ nomouibio Web Config» Ha crp. 42

HacTpoiiku sHeproc6epexeHuns Bo Bpems 6e3aencrensn

MO>KHO HaCTpOUTH BpeM: Ilepexofia B PeXKUM 3HeprocoepexxeHys MM BBIKITIOUeHN IINTAaHWs IIPU OTCYTCTBUM
TeiicTBUIL C TaHE/IbIO YIIpaBIeH) IPMHTEPa B Te4eHNe OIIpefle/IeHHOro BpeMeHN. 3afjaliTe BpeMs B 3aBUCHMOCTHU
OT Cpefibl UCIIONTb30BaHNUA.

1. Boiipure B Web Config 1 BoibepuTe BKIanKy YIIpaBlIeHUe YCTPOICTBAMU > DHeprocoepexeHue.
2. Bsepure Bpems nns TaiiMep aBTOBBIKIIOYEHNS, YTOOBI EPEKTIOUNTLCA B PEKUM SHEProcbepexxeHns Ha

nepuop 6e3aeicTBIA.

Ipumeuanue:
Taxstce MOHHO HACMPOUMb SMU NAPAMEMPYL HA NAHENU YNPABTIEHUS NPUHMepa.

Hacmp. > Hacmpoiixa npunmepa > Taiimep omxniouenus

3. Bblbepurte BpeMs OTK/IIOUEHNA A7 HapaMeTpa TajiMep BbIKIIOUeHMA.

IIpumeuanue:
Taxce MOHHO HACMPOUMb IMU NAPAMEMPbL HA NAHENU YNPABTEHUS NPUHMEPA.

Hacmp. > Hacmpoiixa npunmepa > Taiimep sviknoueHus

4. Haxwmure OK.

CooTtBeTtcTBYIOLAA MHopMaLua
= «Jlocryn k npunokeruto Web Config» Ha cTp. 24

= «Bxox B cucreMy npuHTepa ¢ nomouibio Web Config» Ha crp. 42

CuHXpOHM3aLMA AaTbl U BpeMeH C MOMOLLbIO CepBepa BpeMeHM

[Tpu cunxpoHusanyu c cepBepoM BpeMern (cepsepom NTP) MOXKHO CMHXpOHU3MPOBATh BpeMsI IPUHTEpa U
KoMIIbloTepa B ceTu. CepBep BpeMeHM MOXeT pa3MelaThbcs KaK B CaMoli OpraHu3anuy, Tak u B VIHTepHeTe.

[Tpu ucnonbsoBanuu cepruduxara LIC mpo6emsl 13-3a pasHMUIIBI BO BpeMEHY MOXKHO IIPeOTBPATUTD ITyTeM
CUHXPOHU3ALIUY C CEPBEPOM BpEMEHM.

1. Boiipure B Web Config 1 Boibeprte BKIanky YipapneHue ycrpoiicteamu > [lara u Bpems > Cepsep
BpEeMEHN.

2. Boibepure 3Hauenne Vicmonp3oBats 111 mapamerpa Vicronp3oBaHue cepBepa BpeMeHN.
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3. Bsenure aipec cepBepa BpeMeHM B KauecTBe 3HaUeHMs TapaMeTpa Afipec cepBepa BpeMeHIL.
Vcnonbsyiite popmar IPv4, IPvV6 nnu monHoro foMeHHOro MMeHu. BBenure He 6omee 252 cumBosoB. Eciu He
HY>KHO YKa3bIBaTb 3TO 3Ha4€HIe, OCTaBbTe II0JIe ITyCTHIM.

4. Bsenute VIHTepBan o6HOBNeHN (MUH.).

Mo>KHO HacTpOUTh 3HaUYeHMe BIJIOTh 10 10 080 MMHYT C IIaroM B OGHY MUHYTY.

5. Haxwmnure OK.

Ilpumeuanue:
Bot moxceme nposepumv cocmosiHue noOKmoueHuUs K cepeepy epemeru 8 pasoene Cocmositue cepeéepa epemeru.

CooTBeTcTBYIOWAA nHpopmaLus

=» «Joctym k mpunoxenuto Web Config» Ha cTp. 24

= «Bxop B cucteMy npunTepa ¢ momomiso Web Config» Ha cTp. 42

Hacrpouka AirPrint

YcTaHOBMTE 9TOT PEXXMM IIPY UCIIONb30BaHUM eyaTy AirPrint.

Boiignre 8 Web Config n Bei6epure Bxnagky Cers > Hacrpoiika AirPrint.

MapameTpbli OnucaHne
Cny»xebHoe nmsa Bonjour BeeauTe uma cnyx6b1 Bonjour gnnHon ot 1 fo 41 cumsonos B ASCII (ot 0x20 fo
O0x7E).
MecTtononoxeHne Bonjour BBennTe MHPOPMaLMIO O MECTOMONOMXKEHNN, HAMPUMEP ONMCAHME MECTa, rae

yCTaHOBJIEH NPUHTEP, ASIMHON He 6onee 127 6aiT B Koguposke Unicode (UTF-8).

[eono3uy-e Beegute VIH(I)OpMaLl,VIIO O MeCTONONOXKEHNN I'IpVIHTepa.aTOT NYHKT

6 n.
LLnpota n gonrota (WGS84) HeoDA3ATENBHBIN

BeepumTe 3HaueHus, ucnonbsya aaHHble WGS-84, B KOTOPbIX WMPOTa U 4ONTOTa
OTAENATCA 3anATON.

[nA wupoTbl MOXHO BBECTU 3HaYeHue oT -90 go +90, a gna gonrotbl — oT -180 go
+180.MoXKHO BBECTV 3HaUEHME C LWECTbIO AeCATUYHBIMU Pa3pAaaaMm, TaKKe
MOHO OMYCTUTb 3HAK «+».

[puoputeTHbIN NPOTOKON Bbi6epuTe B KauecTBe NpPOTOKOa Bbiclero npuopwuteTa IPP unu Port9100.

Wide-Area Bonjour Ykaxute, cnegyet nu ncrnonb3osatb Wide-Area Bonjour.llpu ncnonb3osaHumn
Takol QyHKUMM NPUHTEP HYXHO 3apernctpuposatb Ha DNS-cepBepe, utobbl
MOXHO 6bINI0 HAXOAWTb €ro B JaHHOM CEermeHTe.

Bkn. AirPrint IPP, Bonjour, AirPrint BkntoueHbl, a IPP ycTaHaBnvBaeTcA TONbKO C 3aLMLLEHHbIM
coefiHeHMEM.

Ucnonb3oBaHue cny6bl Epson Connect

C nomomplo cmyx6s1 Epson Connect, focTymHoit B VIHTepHeTe, MOKHO ITeyaTaTh ¢ Ballero cMapT¢oHa,
IUIAHIIeTa WIM HOYTOYKa KOIZja YTORHO U MPaKTUYeCKM OTKYAA YTORHO.
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Hactpoiikn pyHKunn

B VIHTepHeTe BOCTYIIHBI CIeAyIomye QyHKINN.

Email Print YaaneHHas nevatb Epson iPrint Remote Print Driver

4 4 4

[MToppobHOCTH cM. Ha Beb-caitte mopTana Epson Connect.
https://www.epsonconnect.com/

http://www.epsonconnect.eu (tonpko EBporma)
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HacTtponkmn 6esonacHOCTU npoAyKTa

B 37011 Ir/TaBe paccMaTpUBAIOTCA HACTPONKY 6€30IaCHOCTY YCTPOICTBA.

O6wume ceBepeHna o pyHKLNAX 6e3onacHOCTN

yCTPOMNCTBA

B sToM paspene npuBoaATCcs obIVe CBeieHNs 0 PYHKINAX Ge3omacHocTy yeTpoiicTs Epson.

HasBaHue ¢pyHKUNN

Tun pyHKUMN

Yr1o onpepenartb

Yro npepgorBpawiatb

HacTpolika napons
aAMUHUCTpaTopa

Brnokunpyet HacTpolikn
CUCTeMbI, TaKne Kak
HacTpoWiKa NoAKIIoYeHUA K
cetv unu USB.

AQMUHMCTPaTOp 3agaeT
naposb ANnA yCTponcTBa.

MO>HO N3MeHUTb 3TOT
pexum B Web Config n Ha
naHenv ynpasneHus
npuHTEpa.

Mo»xHOo npenoTBpaTUTL
He3akoHHOe YTeHune 1
n3meHeHue nHpopmaumu,
KOTOpas XpaHMTCA Ha
YCTPOWNCTBE, Hanpumep
naeHTdUKaTopoB, Naponen,
HacTpoek ceTn n T. a. Kpome
TOro, MOXKHO CHU3UTb
LUIVPOKMI CNEKTP PUCKOB
6e30MacHOCTH, TaKNX Kak
yTeuka nHbopmaumm o
ceTeBOW cpefie UKW NONNTUKe
6e3onacHoCTL.

HacTtpolika BHewwHero
nHTepdeiica

YnpaBneHue nHtepopericom
L4NA NoAKMYeHNA K
YCTPOWCTBY.

BkntounTe unu otknoumnTe
COefiIMHEHUE C KOMMbIOTEPOM
no npotokony USB.

MpepoTtBpalyaet
HeCaHKLMOHNPOBaHHOE
MCMONb30BaHMe YyCTPONCTBA
nyTem 3anpeTa neyatu 6e3
noaKoYEHNs Mo CeTU.

CooTBeTcTBYIOWAA nHpopmaLus

= «O nporpamme Web Config» Ha ctp. 23

= «EpsonNet Config» Ha cTp. 62

= «HacTpoiika maposis a]MUHUCTPATOpa» Ha CTP. 37

= «OTk/0ueHne BHenTHero nHTepdeiica» Ha cTp. 40

HacTpoliika naponsa agMmuHucTpaTopa

YcTaHOBKa apo/IA af]MVHUCTPATOpa MOXKET IIPeOTBPATUTDb M3MEHeH e IT0Tb30BaTe/IAMY [TapaMeTpPOB
yipaBieHus cucteMoit. CMEHUTD aponb affMUHICTPATOpa MOXKHO ¢ oMolbio Web Config, maHeny ymnpasieHus
npuHTepa niy nporpamMmuoro obecneuyenns (Epson Device Admin). Ilpu ncnonbp3oBaHuu nporpaMMHOTO
obecriede s N3y4nTe TOKYMEHTALMIO KaXK0 IIPOrPaMMBl.
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Hactpoiikn 6e3onacHoCT/ NpoAyKTa

g Baxncno:

Ilepsonauanvroe ums nonv3osamens-adMuHucmpamopa nycmoe (HUKAKAS UHPOPMAUUS He 8600UMCS), 4
nepeoHAuANbHYIL NAPOIL AOMUHUCIPAMOPA — IO ceputinbiii Homep npodyxma. IIposepvme cepuiinviii Homep
npodyKma Ha smuKemke npuHmepa.

Mut pexomerndyem 8am Kax MONHO CKOpee CMEHUMb NePBOHAUANbHBLI NAPO/b, 4MO0bl NPedomspamutiy
HeCAHKUUOHUPOBAHHDILL DOCYN.

CooTBeTcTBYIOWAA MHPOpMaLUA
= «CMeHa aposis AfMUHICTPATOPA Ha [IAHE/N YIIPABIEHN» Ha CTp. 38
= «CMeHa maposs afMUHUCTpaTopa ¢ momombo Web Config» Ha cTp. 38

= «Epson Device Admin» Ha cTp. 62

CmeHa napond agMNHUCTPATOpPa Ha NaHeNnn ynpaBneHnsA
Mo>XHO CMEHUTD IIApOJIb AIMUHUCTPATOPA Ha [TaHeIM YIPAaBIeHN A IIPUHTEPA.

1. BoiGepure HacTp. Ha maHenu yIpas/ieHNs IPUHTepa.

Inst BeIGopa snementa uctonpayiire kuonku A, W, QP> a satem naxmure kunonky OK.
2. Bwibepure Hacrp. 6esomacHoctu > HacT. agMuHuCTpAT..
3. Beibepure Ilaponb agMumHucTp. > VI3MeHNTS.
4. BsenuTe TEKyIIMII Mapob.
5. BsenuTe HOBBI APOIb.

6. Bsepure mapors elie pas.

Ilpumeuanue:
Moo 80ccmanosumy nepeoHAUAIbHbLLL Napons A0MUHUCmpamopa, 6v6pas Boccmanosnenue nacmpoex Ha skpare
Ilaponv admunucmp. u 66eds naponv AOMUHUCPAMOPA.

CmeHa napona agMuHuctparopa c nomoubio Web Config
C nomomibio Web Config MOXXHO CMEHNUTD IIapO/Ib aIMUHNUCTPATOPA.

1. Boiigure B Web Config 1 Boibeprnte Bkanky BesomacHocTs ycrpoiicTsa > Vismennts ITapons
afMIHICTpaTOpA.

2. Bsenure Texymmit maponb B mose Tekymmii mapoinb.

3. Bsepure HOBbII apob B ntonie HoBbiit maponp, a 3atem B nojie IlogrBepanTh HOBBIIT Maponb. Ecin
HeOoOXOIMMO, BBEUTE UM ITOIb30BATENA.
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Hactpoiiku 6e3onacHoCT/ NpoAyKTa

4. Boibepure OK.

IIpumeuanue:
d Ymobvt ycmanosumv unu usmeHumy 3a070KUPOBAHHbLe IIeMEHMbL MEHIO, WieIKHUMe 60Timu, 3amem 66edume
napony adMUHUCMpamopa.

d Ymobvt socctmanosums nepeoHauanvHulii NApoty adMuHUcmpamopa, Haxmume Boccm. nacmpoiixu no
ymonuanuio Ha sxpane Vsmenumo Ilaponv admunucmpamopa.

CooTBeTcTBYIOWAA MHPopmauua

= «Jlocryn k npunokeruo Web Config» Ha cTp. 24

= «Bxop B cuctemy npunTepa ¢ nomombo Web Configs Ha cTp. 42

YnpasneHvie pa6oToii C naHenblo

Ecnm ycTaHOBIIEH ITapO/Ib afMUHICTpaTOpa U BKIoYeHa GyHKIMs PyHKIUA 6]IOKMPOBKY, TO MOXHO
3a0/IOKMPOBATD 3JIEMEHTBI, OTHOCSAIIYIECS K CUCTEMHBIM HACTPOJIKaM IIpUHTEPa, YTOOBI I0/Ib30BATEe/IN He MOITIN
M3MEHUTD UX.

BknioueHne OyHKLNA GNOKNPOBKM

Bxrounte @yHkums 6710KMPOBKM JIA IIPUHTEPA, HA KOTOPOM YCTaHOBJIEH ITapOJIb.

BknioueHune (DYHKLIIIIH GHOKVIpOBKIII Ha naHenu ynpasJieHna
1. BoiGepure HacTp. Ha maHenu yIpasieHNs IpUHTepa.
Ilns BbIGOpa snemenTa ucnonbayiite kHorkn A, 'V, Ay W, a 3atem maxxmmTe kHonky OK.
2. Boibepure Hactp. 6esomacHoctu > Hact. agMuHmCTpAar..
3. Beibepure @yHKIUA 6MOKMPOBKY > BKIL..
4. Haxmure kHonKy «OK» Ha 3KpaHe IOATBEPXX/I€HNUA.

5. Boibepure Hactp. > IlapameTpbl ceTn, 3aTeM yOeIUTECD, YTO IAPOJIb 3alIPAllIMBACTC.

BknioueHne OyHKkuyna 6noknposku B Web Config

1. Boiigute B Web Config n HakxmyTe BOITH.

2. BseguTe uMs monb3oBatens U naponb u Haxmute OK.

3. Bwibepure BK1asKy YnpasieHue ycrpoiictBamu > [laHens ynpapieHms.

4. B broxupoBka maHenu Boibepute BKII..

5. Haxwmnure OK.
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Hactpoiiku 6e3onacHoCT/ NpoAyKTa

6. Ha nanenu ympasnenus npunrepa soibepure Hactp. > ITapameTpbl ceTn 11 yOeRuTECh, YTO IAPOIb

3allpalinBaeTCA.

MapameTtpbl QyHKUMA 6noKNpoBKN Ana meHo HacTp.

10 cincok nmapamerpoB OyHkuys 6mokupoBku B MeHI0 HacTp. Ha maHenu ypasieHus.

MeHio Hactp.

Bnokuposka na-
Henn

CocT. npuHTepa

Hacr. nap. 6ym.

O6cnyXmBaH.

HacTtpoiika npuHTepa

HacTp. nctouH. bymarm

3ByK -
Taimep BbIKNlOUEHNA v
HacTp. patbl u BpemeHu v
f3bik/Language v
Knasunatypa —
Tanmep oTkNYeHUA v
USB-noaknioueHne K PC v
EanHuua gnuvHbl —
MapameTpbl ceTn v
Cny»x6b1 Epson Connect v
MNevaTbnucra cocToAHMA ceTn —
CyeTunk Konum —
OTyetbl —
HacTp. 6e3onacHocTn v
Boccr. HacTp. no ym. v

v = OJIOKUpyeTcs.

— = He OIOKUPYeTCsL.

OTKnouYeHne BHewWHero nirepdenca

MO>HO OTKIIIOYNTD MHTEPPEVIC, UCIOIb3yeMblil I IOAKII0YEeHN YCTPOIICTBA K IpUHTePY. BeinonanTe
HACTPOJIKY OTPaHMYEeHNIL, YTOOBI Pa3pelTh eYaTh TOIBKO MO CeTH.
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IIpumeuanue:
MoscHo makxe UsMeHUMb HACMPOTIKY 0ZPAHUYEHUT HA NAHENU YNPASTIeHUs NPpUuHmepa.

A USB-nooknwuenue k PC: Hacmp. > Hacmpotiixa npunmepa > USB-nodxnouenue x PC
1. Boiigure B Web Config 1 Boibeprnte Bkanky BesomacHocTs ycTpoiicTBa > BHemnmit maTepdeiic.

2. Boibepute OTKIIOUNTD 1711 PYHKIMIL, KOTOpble HEOOXOMMO YCTAaHOBUTD.
Bei6eprite BKIIOUNTD, YTOOBI OTK/IIOUNUTD YIIpaBJIeHUE.
USB-nogknoyenne kK PC
Bbl MO>keTe OrpaHNYNTD UCIIONb30BaHMe nopTa USB i nopkmodeHns ¢ Kommnblorepa. Ecim Heo6xopumo
YCTQaHOBUTD OrpaHIYeHMe, BbIOepuTe OTKIIOYNTD.

3. Haxwmnure OK.

4. Yb6enurech, YTO OTK/IIOUEHHBIIT TIOPT HE MOXKET MCIONTb30BaThCSL.
USB-nogknouenne k PC
Ecnu Ha KoMIIbIOTepe OBUT YCTAaHOBIIEH fipaliBep
ITonxm0unTe IPUHTEP K KOMIIBIOTEPY C MOoMoIIbio Kaberst USB 1 ybenuTech, 4TO MpUHTEp He ITeYaTaer.
Ecnu Ha KoMIIbIOTEpE He ObLI YyCTAHOBJIEH JipaiiBep
Windows:

OrTkpoiite fucneTdep YCTPOIICTB, 3aTeM MOAKIIOYNTE IPUHTEP K KOMIIbIOTepY ¢ moMobio kabens USB u
ybenuTech, 4TO COmepXMMOoe JYCIeTIepa YCTPOICTB He MEHSCTCA.

Mac OS:

[TopxmounTe MPUHTEP K KOMIIbIOTEPY ¢ ToMolbio USB-kabers u ybennrecs, 4TO IPUHTEP OTCYTCTBYET IPU
mobaBrieHny npuHTepa B MeHIO IIpHTEpbI M CKaHepPBI.

CooTBeTcTBYIOWAaA NHPopMauuA

® «Jocryn k npunokernio Web Config» Ha cTp. 24

= «Bxop B cucremy npunTepa ¢ nomoniso Web Config» Ha cTp. 42
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HacTpoiiku pa6oTbl n ynpaBneHus

HacTtponkun pa6oTbl n ynpaBneHuns

B 37011 Ir/1aBe 0O'BACHSIOTCS 37IEMEHTBI, CBsA3aHHbIE C eXXeJHEBHOI pabOTOIL U YIIpaBIeHUEeM YCTPOICTBOM.

Bxop B cuctemy NpuHTEpa B KavyecTBe
aAMMHUNCTpaTOpa

Ecny Ha npuHTepe yCTaHOBJIEH ApOJIb afMUHNUCTPATOPA, /I pabOoTHI ¢ 3a6/I0KMPOBaHHBIMY 37IeMEHTaMU MEHIO
Web Config HeoOxonuMo BOITHI B CHICTEMY IPUHTePa B KaueCcTBe afMUHICTPATOpa.

BBeJII/ITe Imapojb A1 pa6OTI)I C 3a6HOKI/IpOBaHHbIMI/I 9JIEMEHTaAMM MEHIO Ha ITaHE/IN YIIpaBI€HNA.

Bxop B cuctemy npuHTtepa ¢ nomouibto Web Config

ITpu Bxone B Web Config ¢ mpaBamMy agMIHUCTPATOPa MO>KHO paboTaTh C 9eMeHTaMI, 3a0/I0KMPOBAHHBIMY B
pasnene OyHKIVA 6TOKUPOBKIUL.

1. Bsepure IP-apec npuHTepa B anpecHylo CTpoKy Opaysepa, uto6s! 3anyctutb Web Config.
2. Haxmwure BoiTH.
3. BBenuTe nMs 1onb30BaTeNs U HAPOIb aAMUHIUCTPATOPa B 0/s VIMs monb3oBarens 1 TeKympii mapons.

4. Haxwmure OK.
ITpu ayrenTHUKaLMy Ha 9KpaHe MMOSBATCA 3a07I0KMPOBAaHHbIE S7IEMEHTbI I IYHKT BBIATH.

[[lenkHMTE BBINTHU [IJIST BBIXO/IA.

MNoparBepxaeHne nHopmayum npuHTepa

MpocmoTp nHopmaunm Ha NaHen ynpaBfieHnn

Ha manenn YIpaB/I€HNA MOXXHO ITPOCMOTPETD I paclie4aTaTb CICTYIOIIYIO I/IHQ)OpMaHI/IIO.

(d Pecypcsr

Hactp. > Coct. npunTtepa > CocTosAHMIe IOFKAYN

MOo>XHO TPOCMOTpeTh MHPOPMALINIO O KAPTPUIPKAX U KOHTeIHepe /sl OTPabOTaHHBIX YEPHIIL.
d Ceemenns o cetu

Hacrtp. > IlapameTpsl ceTn > PacneyaTrarb cTaTycC ceTn

Hactp. > IleyaThancTa COCTOSAHNA CETH

MoxHo IIPOCMOTPETD I/IH(l)OpMaI_[I/IIO 0 CE€TH, HaIIpMEP COCTOAHNME TOAK/IIOIEHNA CETU N T. II., HalledaTaB JINCT
COCTOAHMA CETNM.
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HacTpoiiku pa6oTbl n ynpaBneHus

[ OTueT 0 ceTeBOM IOAKIIOYEHUN
Hacrp. > ITapameTtpsl cetu > IIpoBepka NOAKIIOYEHNA
Hactp. > Otyern1 > CeTb

MoxHO IIPOCMOTPETDb COCTOAHME CETEBOI'O ITOAK/IIOYEHNA IIPUHTEPA N HalledaTaTb OTYET.

Mpocmotp nHpopmauunm B Web Config

Mo>XHO IIPOCMOTPETh CIeAyIole CBeieHns o paboTe npuHTepa B paspene Cocroaune cpexcrsa Web Config.
4 CocrostHME YCTPONCTBA
IIpocMoTp cBefenuii o craTyce, HoMmepe npopykra, MAC-agpece u T. 1.
A Craryc cetn
IIpocMOTp cBeeHMI 0 COCTOSIHUM ceTeBoro nopknodenns, IP-agpece, DNS-cepsepe u T. 1.
(4 CocTosiHME UCTIONMb30OBAHNA

HPOCMOTP CIeqyomnX fJaHHbIX: HepBbII‘/'I AE€HDb II€9YaTN, KOJIMYECTBO Hall€9aTaHHbIX CTPAaHNI, KOJINMYIECTBO
Hall€dYaTaHHbBIX CTPaHUL] 110 KaKJAOMY A3bIKY U T. 1.

(d Cratyc o6opynoBanus

ITpoBepka cOCTOAHMA KaXKIOM QYHKIVM IpUHTEpa.

MonyuyeHne yBegoMAEeHNN NO 3NEKTPOHHON NOYTe,
Korga nponcxogaTt coobiTns

NHdopmauma 06 onoBelleHNAX NO I/IEKTPOHHON NoyTte

9T0 GYHKILMS YBeTOMIEHNS, KOTOPas IPU BOSHUKHOBEHNM TAKMUX COOBITHIL, KAK OCTAaHOBKA [TeYaTy 1 OIIOKa
IIPVHTEPA, OTIPaB/IAET COOOIeHe STIeKTPOHHOI IIOUTHI Ha YKa3aHHBII afpec.

Mo>KHO 3aperucTpupOBaTh O IIATH af[peCOB ¥ HACTPOUTD IIapaMeTPbl yBeJOM/IEHNI 71 KaXKIOT0 U3 HUX.

YT0OBI MCIIONB30BATD 3TY (PYHKINIO, Iepefl HACTPOIKOI yBeJOM/ICHIIT He0OXOIMO HaCTPOUTD CepBep
3JIEKTPOHHO ITOYTHI.

CooTBeTcTBYIOWAA nHpopmaLus

= «HacTpoiika IIOYTOBOTO cepBepa» Ha CTp. 29

HacTponka onoBeweHnin No 3/1IeKTPOHHON noyTe
HacTpoiiTe omoBelieHns 1o s1eKTpOHHOI mouTe ¢ momoinsio Web Config.

1. Boitgure B Web Config u Bbi6epute BKIafiky YIpaB/IeHUe YCTPOICTBAMY > YBeOMIeH e 10 97IeKTPOHHOM
novyre.

2.  VYKaXmnTe TeMY yBeJOMJIEHNII 37IEKTPOHHO ITOYTBHI.

Bri6epurte comepyxmmoe, oTobpaskaeMoe B TeMe, Py HOMOIIY CIeAYOINX ABYX PaCKPhIBAOIINXCSA MEHIO.
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(d BribpanHOe copiep>xuMoe oToOpaxaeTcs pAnoM ¢ noneM Tema.
(d CrneBa u cripaBa He/lb3s YCTAHOBUTD OfVMHAKOBOE COIEPXKMMOe.

[ Ecnm uncino cuMBo/IOB B 11ojie Pacmonoskenne IIpeBbIIIAET 32 68.]7[Ta, JIUIITHME CIMBOJIbI OT6paCbIBaIOTCH.

3. Bsemmre agpec 2/1€KTPOHHOI IIOYTHI [Is1 OTIIPABKU YBELOMIEHUIL.
Vicionpayiite cumBonbl A-Z a-z0-9!#$% &' * +-./=2 A _{|} ~ @; mniuHa MOXeT cOCTaB/IATD OT 1 10 255
CUMBOJIOB.

4. BpibepurTe A3BIK OIOBEICHUIL.

5. YcranoBure (1a>koK [yt COOBITHIL, O KOTOPBIX HEOOXOAMMO IIO/Ty4aTh YBELOM/IEHN.
Homep HacTpoiiku yBemoMIeHNIA CBA3aH ¢ LieneBbIM HoMepoM IlapameTpsl agpeca 31eKTPOHHOI MOYTHI.
ITpumep.
Ecnu npyt OTCYTCTBUM B IpUHTepe 6yMary yBefoM/IeH1e JOMKHO OBITh OTIIPABIEHO Ha afipec 9IeKTPOHHOIL
IIOYTBI, MMetolnii HoMep 1 B paspiene [TapamMeTpbl afpeca 3MeKTPOHHOI MOYTHI, YCTAaHOBUTE (/IAXKOK B
cron6bue 1 u ctpoke Het 6ymaru.

6. Haxmure OK.

[TonTBepauTe OTIPAaBKY YBEJOM/ICHMS IO 3JIEKTPOHHOII II0YTE B C/Iy4ae KaKUX-TMO60 COOBITUIL.

[Tpumep. IleyaTs myTeM ykasanus VicTounnk O6ymary, ecnu 6ymara He 3ajjaHa.

CooTBeTcTBYIOWAA nHpopmaLus

= «Jloctyn k npunoxennio Web Config» Ha ctp. 24
= «Bxop B cuctemy npunTepa ¢ momomiso Web Config» Ha cTp. 42

= «HacTpoiika IIOYTOBOTO cepBepa» Ha CTp. 29

MapameTpbl yBegoMIeHWI MO 3N1eKTPOHHOI noyTte

MapameTpbli Hactpoiku n onncanue
TpebyeTcs 3ameHa 6noka nogaun YBeAomsieHre O TOM, YTO YePHWIIA 3aKOHUUITUCD.
YyepHWI.
Mano yepHun YBegomneHve o TOM, YTO YepPHUIIa CKOPO 3aKOHYaTCA.
EmKocTb Ans oTpaboTaHHbIX YepHWI: YBeaomsieHre 0 TOM, UTO KOHTeHep AnA oTpaboTaHHbIX YePHW 3aNONHNACA.

NCTEK CPOK CITY>KObI

EMKOCTb Anst 0TpaboTaHHbIX YepHMA: YBefoMNeHE O TOM, YTO KOHTeHep Ans 0TPaboTaHHbIX YEPHU CKOPO
NCTEKAET CPOK CNyObl 3anoNHUATCA.

Maponb agMUHKCTPaTOPa 3MEHeH YBefiomneHvie 06 N3MEHEHNM NapoNA aAMUHUCTPaTOPa.

Het 6ymaru YBefomneHve 06 oTcyTCTBUM ByMaru B yKazaHHOM MCTOUYHMKE Bymaru.

Mano 6ymaru YBefoMeHre O ManoM KonmyecTee Gymary B yKazaHHOM UCTOYHUKe Bymaru.
MevaTb NpepBaHa*® YBefjomneHne 06 ocTaHOBKe NpUHTEPaA U3-3a 3aMATUA Bymaru nnm

HeCoOoTBeTCTBMNA pa3MepOB/TVII'IOB 6ymarm.

OwwnbKa npuHTepa YBefomneHve 06 olwnbKe NpuHTEpPA.
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MapameTpbli Hactpoiku n onncanune
Ownbka Wi-Fi YBepomneHue 06 owmnbke nHTepderica 6ecnpoBOAHON NOKANbHON CETU.
BbinonHeHue 3agaHnin nevyatn *2 MpuHTep OTNpPaBAsET COOOLIEHME MO NEKTPOHHON NoYTe Kaxablil pas, koraa

3aBEPLUAIOTCA BCE 33[aHMsA Ha NMeYaTb, YMCIIO KOTOPbIX 334aH0 B
pacKpbiBaloLEeMCs MeHIOo.

O6HOBNEHNEe MUKPONPOrpamMmmbi

Korza BbIXOIUT HOBast BepCys MUKPOIIPOrPaMMBI, HY)KHO OOHOBUTb MUKPOIIPOTPaMMYy IIPUHTEPa, YTOObI
I006aBNTb HOBbIe PYHKIMN M YCTPAHUTD CYIECTBYIONIVE IPOOIEMBL.

O6HoBneHne mukponporpammbi ¢ nomouibio Web Config

Ecnu mpuHTep MOXeT GBITh MOAK/IIOUEH K VIHTepHeTY, MOXXHO 06HOBUTD BCTpoeHHOe 1O mpyHTepa ¢ IIOMOIIbIo
Web Config.

Boiignre B Web Config n Beibepute BK1agKy YiipaBineHue ycrpoiicrBamu > OGHOB/IeHNE BCTPOEHHO
IPOrpaMMBbl.

2. Haxwmmnre Ilyck.
3aryckaeTcs MOATBEPXK/IeH)e MIKPOIIPOrPaMMBI, IIOCTIe Yero 0TOOPaXKaITCs CBefleHNsI O MUKPOIIPOrpaMMe,
€C/IU CYIeCTBYeT OOHOB/IEHNE MUKPOIIPOTPAMMBI.

3. Ienxaute Ilyck u BHINONMHUTE NHCTPYKIMM HA SKPaHE.

Ipumeuanue:

Mosxcro maxie 06Ho8UMb Mukponpozpammy ¢ nomousvio Epson Device Admin.MoxcHo usyanvHo nodmeepoumy
CBe0eHUST 0 MUKPONPOZPAMME 8 CHUCKE YCPOTICE.OMmMo 0KA3bI8AEICS NOTE3HBIM, eC/il He0OX00UMO 06HOBUID
MUKDONPOZPAMMY HA HECKONbKUX ycmpoticmeax.JononnumenvHole c6edeHUS MOXHO Halimu 6 pykosodcmee Epson Device
Admin unu 6 cnpaske.

CooTtBeTcTBYIOWAA HPopmauua

= «Jocryn k npunoxkernio Web Config» Ha cTp. 24

= «Bxop B cucremy npunTepa ¢ nomomiso Web Config» Ha cTp. 42

= «Epson Device Admin» Ha cTp. 62

O6HOBNEeHne MUKponporpaMmmbl 6e3 nogknioueHna K UIHTepHety

Mo>xHO 3arpy3uTb MUKPOIIPOTPaMMy YCTPOJCTBA Ha KOMIbIOTep ¢ BeO-caiita Epson, a 3aTeM IOAK/IIOUNTD
YCTPOICTBO ¥ KOMIIBIOTEp C MoMOIbio kabenss USB 1 06HOBUTH MuKponporpaMMy.Ec/u BbI He MoXKeTe
BBIIIOTIHUTD 0OHOB/IEHNE YePe3 CeTh, BOCIIONb3YHTECh C/IEAYIONIMIM METOIOM.

1.

2.

ITonyunre gocTyn K Beb-caiity Epson u 3arpysure MUKpOIIPOrpaMMYy.

[TopxmounTe KOMIBIOTED, HA KOTOPBIIL 3arpy>keHa MUKPOIIPOrpaMMa, K IIpUHTepy depes kabenp USB.
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3. IBaknpl MieNKHNUTe 3arpy>keHHbliT paitn EXE.

3anyckaercst Epson Firmware Updater.

4. CrepyiiTe MHCTPYKLMAM Ha 3KpaHe.

PEBEpBHOE KonnpoBaHne HacTpoek

MO>KHO 9KCIIOPTHPOBATh YCTAaHOB/IEHHOE 3HaYeHMe napamerpa 13 Web Config B ¢paiti.9To MOXXHO UCIIONb30BaTh
I/ pe3epBHOTO KONMPOBaHM 3HAYEHNUI TapaMeTpOB, 3aMeHbI IIPUHTEpPA 1 T. .

Dait/ SKCIIOPTUPYETCs KaK IBOUYHBII, I03TOMY €T0 HeJlb3s1 OyfieT M3MEHNUTD.

JKCMOPT HacTpoekK
IKCIOPTUPYIiTE TapaMeTphl /I IPUHTepa.

1. Boiigute B Web Config 1 BbibeprnTe BK1anky YipapneHue yCTpoiicTBaMu > 3HaueHMe HACTPOVIKY IKCIIOPTa
¥ UMIOpTa > IKCHOPT.
2. Bribepute HacTpOIIKY, KOTOPbIe HEOOXOANMO IKCIIOPTUPOBATD.

Bei6epure HacTpoiiku i skcniopra.Eciy BEIOpaTh poguTeNIbCKyIo KaTeTOpuIo, Takoke OyyT BBIOPaHBI BCe
nopkareropuu. OfHaKO [ BBIOOpA CTAHOBATCA HEJOCTYIHBIMM Te IIOAKATETOPUY, KOTOPbIe IPUBOJAT K
olmM6OKaM AYIUIMKALMY B paMKax OffHOV ceTu (Hampumep, fymmkanym IP-agpecos u T. 1.).

3. Bsepute mapoinb 1A uM@poBaHUA SKCHIOPTUPOBAHHOTO (aiiia.
s mmmopta daitia Heob6xoaum naponb.OcTaBbTe MOJIe Mapoyis MCThIM, eC/iu He TpebyeTcs umdpoBaHue

darina.

4. Haxmure 9Kcnopr.

g Baxcno:

Ecnu Heob6x00umo sxcnopmuposamy cemesvle Hacmpoliku npunmepa, Hanpumep ums u IPv6-adpec
ycmpoticmea, évibepume Bxnouume 0ns 6v160pa omoenvHbIX NAPAMEMPOS YCmPoticmea u 3amem
svibepurme 00nonHUMenbHvle demeHmbL. VIcnon3ytime svbi0panHbie 3HAYEHUS MONLKO OIS NPUHMePa HA
3ameny.

CooTBeTcTBYIOWAA MHpopmaLus

® «Jocryn k npunoxxernio Web Config» Ha cTp. 24

= «Bxop B cucremy npunTepa ¢ nomouiso Web Config» Ha cTp. 42

MmnopT HacTpoek

VMmoptupyiite skcnoptupoBaHHblii ¢aiin Web Config Ha npunTep.
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g Baxncno:

IIpu umnopme 3HaueHusl, COOEPHAUUX UHOUBUOYANIbHVIE CBeOeHUST, HANpumep umenu unu IP-adpeca npunmepa,
ybedumecw, umo 6 cemu Hem maxoeo xe IP-adpeca.Ilpu cosnadenuu IP-adpecos npurmep He ompaxcaem smo
3HaueHuUe.

5.

Boiipute B Web Config u Boibeprte BKIanKky YipapieHue yCTpoiicTBaMy > 3HaYeHMe HACTPOVIKY SKCIIOPTa
¥ uMunoprta > ViMnopr.

Bri6epuTe sxcriopTMpOBaHHBIN (ait 1 BBeOuUTe 3auppOBaHHBIN TaPOTb.
Haxxmute Crnemyromii.
Bei6epute HacTpOIIKM, KOTOpbIe HEOOXOAMMO UMIOPTUPOBATD, 3aTeM HaKMuTe ClIemy o1 uii.

Haxxmute OK.

HacTpoiiku 6ynyT IpuMeHeHbl Ha IIpUHTepe.
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YcTpaHeHMe Henonaaok

CoBeTbl NO peLieHnIo Npodnem

(d ITpocMoTp coobueHns 06 ommnbKe

ITpy BO3HMKHOBEHMM HEIIONIA[KY CHaYasIa IpoBepbTe Halu4ye KaKux-1mbo cooOIeHNI Ha ITaHen
yIIpaB/leHMs IPMHTEPa WY Ha 9KpaHe ApaiiBepa.Eciu HacTpoeHa oTIIpaBKa yBeTOMJIEHMIL 110 3/1eKTPOHHOI
HOYTe B C/Ty4ae KaKuX-T1M00 COOBITHI, TO BB CBOEBPEMEHHO y3HaeTe O IIPOM3OIIe/IIeM.

1 Oryer 0 ceTeBOM MOIK/ITIOYEHNI
ITpoBenuTe AMATHOCTUKY COCTOSIHUS CeTH ¥ IIPMHTEPA, 3aTeM Halledaralite pe3y/bTar.

O6Hapy>KeHHYIO OIIMOKY MOKHO HAJITH Ha CTOPOHE IIPUHTEpa.

[ IIpoBepka COCTOSHMSA COEAVHEHNUS
ITpoBepbTe COCTOSIHIE CBA3M C CEPBEPOM /LN K/IMEHTCKIM KOMIIBIOTEPOM, UCIIONIb3YsI TaKye KOMaH/IbI, KaK
ping u ipconfig.

([ IIpoBepka MOAK/IIOYEHIA

,[[JIH ITpOBEPKM NMOOK/IIOYEHNA IPUHTEPA U IIOYTOBOI'O CEPBEPA BBIIIOTHUTE Ha IIPUHTEPE IIPOBEPKY
HOIIK]IIO‘{eHI/IH.KpOMe TOr'O, IIPOBEPHTE ITOJAKIIOUEHNE KIIVMIEHTCKOIO KOMIIBIOTEPA K CEPBEPY, YTOODBI IIPOBEPUTD
COCTOAHME CBA3N.

1 VMHnnuanusauma napameTpos

Ecnu npo6rema He cBsI3aHa C TEKYIMMI ITapaMeTPaMI V1 COCTOSIHMEM CBSI3M, OHU MOTYT OBITh PEIeHBI Ty TeM
OTK/TIOUEHMsI MU cOpOca CeTEBBIX ITapaMeTPOB IIPUHTEPA U UX TOCIEAYIOLIel IepeHaCTPOIIKOI.

MpocMoTp COCTOAHNA NPUHTEpPaA

II}'IH OnpeneneHns INpUINHDbI HpO6)’[eMbI IIpOBEPHTE COCTOAHME IIPMHTEPA U CETU.

MpocmoTp coobueHns 06 ownbke

MpocmoTp coobuieHna 06 ownbKe B yBefOMJIEHMM NO /IEKTPOHHOM NoyTe

[Tony4yus yBefoM/IeHE IO 9/IEKTPOHHOI I0YTe, YOeAUTeCh, YTO 3TO COOOIIeHMe 00 OLUIMOKAX OTIIPABIIEHO C
MIPUHTEPA.

Ecyt B 9TOM 3/IEKTPOHHOM IIMCbMe COfIEP>KAaTCs YKa3aHU IO PEIIeHUI0 IIPOOIeMBI, CTIeAYTe VM.

CooTBeTcTBYIOWAA MHpopmaLus

= «[lomydeHne yBeTOMIEHUIT TI0 37IEKTPOHHOII TI0YTE, KOT/[a POUCXOAT COOBITHS» HA CTp. 43
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MpoBepka coobweHnunn Ha KK-aucnnee

Ecnu Ha JKK-ancnee orobpaxaeTcs coobuieHne 06 ommbke, TO i ee yCTpaHeH)s HeOOXOAMMO ClleoBaTh
I/IHCTPYKHI/IHM Ha :—)KpaHe nnm pe]lIeH]/[HM, Hpe,[[CTaBHeHHbIM HIDXKeE.

Coob6weHna 06 ownbKax

MpunynHbI N pewieHna

OwwnbKa npuHTepa. lononHnTeNbHble CBeAEHNA
CM. B JOKYMEHTaL N,

d MpwuunHbe:

B npriHTep nonana MHOpoAHas yacTvua, UK Npor3oLuna owmnbKa
npviHTEpA.

(d PeweHun

Y6epuite 13 npuHTepa 6ymary v 3alyuTHble MaTepuansl. Ecimn
coobLyeHune 06 olwmnbKke NpoaomKaeT BbIBOAUTLCA, 06paTTeCh B
cnyk6y noanepKKmn nonb3osartenen Epson.

HeBepHoe coueTaHue IP-agpeca n mackum
nopacetu. NMogpobHee cM. B LOKYMeHTaLuW.

d MpuunHbe:
YcTtaHoOBNeHO HeBepHOe coveTaHue IP-agpeca.
(d PeweHnn

BeepunTe npasBunbHbIN IP-agpec nnm agpec wnto3a no ymonyaHuio.

Y1066l MCNONb30BaTb 06NayHble CYObl,
06HOBWTE KOPHEBOW CepTUMKAT.

1 Mpuunna

McTek CpoK AeincTBuA KopHEBOro cepTudmKaTta, UCrosib3yemoro Ans
MOAKNIOYEHUNA K 06MauHbIM Cryk6am.

J PeweHna
3anyctute Web Config n 06HOBMTE KOPHEBOI CepTUdIKAT.

BesonacHocTb ceT — O6GHOBN. KOPHEB. cepTud.

Recovery Mode

[ MpuunHb

He ynanocb 06HOBWTb MUKPONPOrpaMmy 1 BEPHYTbCA B 0ObIUHDBIN
pexum.

1 PeweHunsa

MpuWHTEp 3anycTUnCcs B peXkrmMe BOCCTaHOBEHNS, T. K. OOHOBNEHNME
BCTpoeHHoro MO 6b110 BbINOMHEHO C OLWMOKOW. 1A NOBTOPHOIO
06HOoBNEHNA BCTpoeHHOoro MO BbiNofHUTE clieayoLime AeincTBuS.

1. CoeanHMTE NPUHTEP C KOMMbIOTEPOM C NomoLbto USB-kabens. (Bo
Bpems paboTbl B pexkrMe BOCCTaHOBNIEHWA HEBO3MOXHO 0OHOBUTL
BCcTpoeHHoe 10 yepe3 ceTeBoe coeguHeEHNE.)

2. lanbHenwme NHCTPYKLMU CM. Ha JIoKanbHOM Be6-caiTe Epson.

BbiBOA Ha neyaTb OTYETa O CETEBOM COeANHEHUN

I mpoBepKM COCTOSTHMSA CBSA3Y MeX/y IPMHTEPOM 1 OeCIIPOBOAHBIM MapIIPyTU3aTOPOM MOXKHO pacliedyaTarhb

OTYET O CETEBOM COEVIHEHMIL.
1. 3arpysure Oymary.

2. Boibepure HacTp. Ha HayaIbHOM 9KpaHe.

IITIH BbI60pa JJICMCHTA I/ICHO}IbSYﬁITe KHOIIKIN A, v, 4 n ’, a 3aT€M HaKMUTE KHOIIKY OK.

3. Beibepure OTuersi > CeTb.

3anyc1<aeTc51 IIpOBE€PKaA COEAMTHEHNA.
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4. Haxwmure kHONIKy OK.

5. Cnenyﬁ[Te MHCTPYKIMAM Ha 3KpaHe IPMHTEpPa, YTOOBI HAIleYaTaTh OTYET O CETEBOM IIOOK/TIOYCHUN.

HPI/I BO3HMKHOBEHNY OLIMOKM 03HAKOMbTECH C OTYETOM O CETEBOM IIOOK/ITIOYEHUN U cne;[yi[Te

pPEKOMEHIAVAM 110 €€ YCTPaHEHUIO.

CooTtBeTcTBYIOWAA MHpopMaLua

= «CoO06LIEeHNs 1 BAPUAHTHI PeleHNs TPO6/IeM B OTYETE O CETEBOM TIOAK/IIOYEHNN» Ha CTP. 50

COO6I.I.IEHI/I5| N BapnaHTbl pelueHnA ﬂpOGﬂEM B OTYEeTEe O ceTeBOM

noakn4vyeHmn

Hposepre coo61ue1-m;1 7 KOJbI OIINOOK B OTYETE O CETEBOM IIOJK/IIOYEHNN U BBIIIOTHUTE IIpefjIaraéMbie

HeJICTBUA IO PeLIeHNIO IPOob/IeM.

Eeml e e e e a
Check Hatwork Connection
e T N S S T e TR T T

Check Result FAIL

Error code [ (E=2)

Bae the Hetwork Status and check Lf the Hetwork Hams [(E5ID) is
this S0TD you WAAE E4 SONBGOET. b
If the S$5I0 is coczect, sake Suse ©o ente: the correct password

and try sgain.

If your problems persist.
sad your desussntatiss for halp and networking elps.

Cheskad Itams

fizreless Wetworck Masa (S53I0) Check FAIL

Communication Mode Chock Urchgskod
Bacurity Mode Check Uncheaked
MAC Address Filvering Check Urechyeo oad
Security Key/Password Check Unches oed
1P Address Check Unchas ked
Detalled IP Setup Cheak Unchecked

Betwork Status

Printer Hams EPSOM XXXXXX
Pripear Madel XX-XXX Baries
IP Addzess 1£9.254.137.8
Subnet Mask £35.255.0.0
Default Catoway

Habwork Nasa (S5ID) Epsoniet
SasuEley Nonie

Sigral Strength Poar

MAC Address FR:D0: 2T 140100 AC

A. Kon ommbxn

b. CoobuieHns B ceTeBOM OKPY>KeHUU
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E-1

PeweHns:

[d Y6epmutecs, uTo Kabenpb Ethernet Hage>XXHO MOAK/TIOUEH K IIPUHTEPY U KOHLIEHTPATOPY WU IPYTOMY CETEBOMY
YCTPOJICTBY.

] Y6€I[I/IT6CI), 4TO BK/IIOYEHO NIMTAaHNE KOHOEHTPATOPa M IPYIMX CETEBbIX YCTpOﬁCTB.

(d Yro6sl Brmoyath npuHTep 0 Wi-Fi, Beimonnute Hactpoiiku Wi-Fi oy nprHTepa 3aHOBO, TaK KaK OHI
OTKJTIOUEHBI.

E-2, E-3, E-7

PeweHnns:
[d V6enurecs, 4TO MuTaHME MApLUIPYTHU3aTOPa 6ECIIPOBOLHOI CETU BK/IIOYEHO.

(J Y6emurech, YTO KOMIIBIOTEP VU YCTPONCTBO IPAaBWIBHO IIOAK/IIYEHDI K MapLIPYTU3aTOPY 6eCIIpOBOHOIN
CeTH.

(J BeixroouuTe MapupyTusaTop 6ecipoBonHoii cetun. [logoxxaute mpuMepHo 10 CeKyHJI ¥ CHOBA €T0 BK/IIOUNTE.
[ TTomecTuTe IpUHTEp OMIDKE K MAPLUIPYTU3ATOPY OECIIPOBORHON CeTH 1 yOepuTe I0ObIe IOMeX) MeXy HUMM.

1 B cnygae pyuynoro BBofia SSID npoBepbTe mpaBunbHOCTD BBoga. [Tocmorpure SSID B pasgene Craryc ceTn
OT4YeTa O CETEBOM HOJK/ITIOYEHNN.

(d Eciu y MapiupyTusaTopa 6eciipoBOfHOIL ceTy nMeeTcst Heckobko SSID, Beibepure ToT SSID, KOTOpBIIT
orobpaxkaercs. Ecmu SSID ncronpayeT Heloffep>KuBaeMyIo 4acTOTY, IPUHTEP UX He OTOOpakaer.

[ IIpu ycTaHOBKe IOAK/ITIOUEHMA K CETU Ha)KaTIeM KHOIIKM HaCTPOVIKY YOenuTeCh, YTO MapIIpyTU3aTOP
6ecripoBonHoilt cety nopep>xuBaer WPS. Ecnu MapuipytusaTop 6ecripoBofiHOI ceTr He mopaepxusaetr WPS,
YCTaHOBUTD COeUHEeHe Ha)KaTieM KHOIIKM HaCTPONKM HEBO3MOXKHO.

[d V6enurecs, uto B BameM SSID ucnonb3yiorcs Tonbko cuMBoibl ASCII (6yksbl, undpsl u cuMBonsl). [IpunTep
He orobpaxkaeT SSID, B KOTOPBIX cofiep>KaTcs cMMBOIBL, oTmnuHble 0T ASCIL.

[ TTepep TeM, KaK yCTaHaB/IMBaTh HOLK/IIOYEHIE K MapIIPYTH3aTOPY 6eCIIPOBOIHOI ceT, y3HaiiTe cBoit SSID u
naposb. [Tpu uCII0Nb30BaHMM CTAHJAPTHBIX HACTPOEK MaplIpyTusaropa 6ecipoBonHoii cetu SSID 1 maposb
PacIonoXXeHsl Ha SIpJIbIKe Ha MapuIpyTusarope 6eciposopuoii cetu. Ecnu SSID u mapornb HeM3BeCTHHBI,
06paTuTeCh K CIEIMANUCTY, KOTOPbIIT BBIIOTHA HACTPOIKY MapLIPyTH3aTOpa OeCIIPOBOSHON CETH, WM K
[IOKYMeHTAaIIM, KOTOpas IIOCTAB/IACTCA C MApIIPYTU3aTOPOM 6eCIIPOBOJHOI CETI.

(1 IIpu mopkI09eHnN K CeTH, CO3[JaHHOI Ha MOOMIBHOM ycTporicTBe, yrounnte SSID n maposns B
TOKYMEHTAI[U}, KOTOpas IMOCTAaBIAETCA B KOMIIIEKTE C MHTENIeKTyalTbHbIM YCTPOICTBOM.

[J B crydae BHe3amHOTo pephIBaHMA HOAKI0YeHNA K ceTy Wi-Fi mpoBepbTe nepeuncieHHbIe HIDKE YCTIOBYA.
ITpy BO3HMKHOBEHNM JIF0O0TO 13 CIERYIOLINX YCIOBMIt COPOChTe MapaMeTpbl ceTu. I/ sToro sarpysure u
samyctute 1O ¢ ykasaHHOrO HyKe BeO-caiira.

http://epson.sn > Hactpoiika

(d B ceTp 66110 K06ABIEHO APYTO€ NHTENNEKTYaIbHOE YCTPOICTBO IIOCPENCTBOM HAXKATIsI KHOIIKM
HAaCTPONKIU.

[J Cerp Wi-Fi 6pina HacTpoeHa He ITOCPEFCTBOM HaXKaTysi KHOIIKY HaCTPOJKIL.
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E-5

PeweHna

Y6emurech, 4TO TUI 6€30MaCHOCTY OECIIPOBOJHOIO MAPLIPYTU3aTOPa COOTBETCTBYET OJHOMY U3 YKa3aHHBIX
HIDKe TUIOB. EC/M 9TO He Tak, M3MeHuTe TUII 6e30I1aCHOCTU Ha 6eCIPOBOJHOM MapLIPYTU3aTOPe U BBIIIOTHUTE
cOpOC ceTeBBIX HACTPOEK IIPUHTEPA.

[ WEP-64 6urt (40 6ut)
d WEP-128 6ut (104 6ut)

J WPA PSK (TKIP/AES)"

0 WPA2 PSK (TKIP/AES)"
1 WPA (TKIP/AES)

(1 WPA2 (TKIP/AES)

(d WPA3-SAE (AES)

d WPA2/WPA3-Enterprise

* MpoTtokon WPA PSK Taksxe nssecteH kak WPA Personal. MpoTtokon WPA2 PSK Takke nssecteH kak WPA2 Personal.

E-6

PeweHnsa:

(1 ITposepsrTe, He BbIKII04YeH /1 GuabTp MAC-aapecos. Ecnu oH BKIIOUeH, 3aperucTpupyiite MAC-agpec
IPMHTEPa, YTOOBI OH He OTQUIBTPOBBIBANICA. JJONOTHUTEIbHbIE CBeleHNs PeICTaBIeHbl B JOKYMEHTAIN,
HIOCTaB/IAeMOl B KOMIUIEKTe C MapIIPyTU3aTopoM 6ecripoBofHoi cetr. MAC-afpec npiHTepa yKa3aH B
pasgene CTaTyc ceTu 0TYeTa O CeTeBOM ITOAK/IIOYEHM.

(J Eciu npu ucnonb3oBaHum pexxuma saiutsl WEP Ha Mapuipytusatope 6ecripoBofHOI ceTu BKII0UeHa 0011as
ayTeHTH(UKaLMA, yOeaUTeCh, YTO KIII0Y U MHJIEKC K/II0Ya BBe[eHbI IPaBU/IbHO.

(4 Ec/mu xonmyecTBO HOK/TI0YAEMBIX YCTPOJICTB Ha MapLUIPyTH3aTOpe 6eCIpOBOHOI CeTH MeHbIlle KONMUYeCTBa
CeTeBBIX YCTPOIICTB, KOTOPbIE TPeOyeTCs IOAKIIOUNTD, CIEAYeT YBEIMIATD YUC/IO IONK/II0YAaeMBbIX YCTPOICTB B
HaCTPOJIKaxX MapIIpyTu3aTopa 6ecIIpoBOHOI ceTy. VIHCTPYKIUM 110 BBIIIOJTHEHNIO HACTPOEK IIPEICTaB/ICHEI B
JIOKYMeHTAaI[VJ, HOCTaBJIAeMOJ B KOMIUIEKTE C MapLIPYTU3aTOPOM OeCIIPOBOIHON CETIL.

E-8

PeweHunn:
(1 Ecmu g mapametpa TCP/IP npunTepa 3afaHo sHaueHre ABTO, Bkmounte DHCP Ha 6ecipoBOfHOM poyTepe.

1 Ecmu g mapamerpa npunrepa TCP/IP sagano 3HaueHue Py4yHoit, To BBeleHHBI BaMu Bpy4HYyIo IP-afpec
HeflelICTBUTEJIeH, TaK KaK He HaXOAWTCA B {Ualla3oHe pa3pelleHHbIX afpecos (Hanpumep, paseH 0.0.0.0).
YcranoBuTe KoppeKTHbI IP-afipec Ha maHeny ynpasaeHN: IPUHTEPA.
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E-9

PeweHns:
HpOBepre Hepe'{I/IC)'[eHHble HUXE HYHKTI)I.
[d YcTpoiicTBa JOMKHBI OBITH BKTIOYEHBI.

d Ha YCTpOﬁICTBaX, KOTOpbIE HeO6XOI[]/[M0 IIOAK/ITIOUNTD K IIPUHTEPY, JO/IKEH 6BITD AOCTYII K MHTepHeTY n
APYTUM KOMIIbIOTE€paM MJIN CETEBIM YCTPOI‘/'ICTBaM B OHHOI‘/'I CETN.

Ecnu mocrte BBITIOTTHEHMS YKa3aHHBIX BBIIIE JIEVICTBUI IIPUHTEDP U CETEBBIE YCTPOICTBA OIKIIOYNTD He YIAeTCs,
BBIK/TIOUUTE MapUIpyTU3aTOp GecpoBofHON ceTu. [lomoxxaute npumepHo 10 CEeKYHJI M CHOBA €r0 BK/TIOUMNTE.
3artem cOpochTe mapameTpsl ceTu. [IIs 9TOTO 3arpys3nTe 1 3aMyCTUTE IPOIPAMMY YCTAHOBKY C YKa3aHHOTO HIDKE
BeO-calTa.

http://epson.sn > Hactpoiika

E-10

PeweHnns:
ITpoBepbTe, BHIOMHAIOTCA N CIEHYIOIE YCIOBUA.
[d JIpyrue ycTpoyCTBa B CETU BKIIOYEHBL.

(d Cetesble aipeca (IP-anpec, Macka IoficeT 1 LTIO3 110 YMOTYAHUIO) 3afIaHbl BEPHO, eC/IY IIapaMeTp IPUHTepa
TCP/IP umeet 3HaueHue Pyuynorii.

Ecnu cereBble afipeca 3afilaHbl HEBEPHO, COPOChTe UX 3HaYeHNUA. Bbl MoxKeTe mpoBeputhb IP-agpec, Macky mopcetn
U LIUTIO3 TI0 YMOMYaHMIO B pasfienie CTaTyc ceTu oT4eTa O CETEBOM COEIVIHEHNUM.

Ecmm Bxmovena ¢pynxuyss DHCP, pnsa mapamerpa npunrepa TCP/IP sanaiite 3HaueHye ABTo. Eciu BbI x0THTE
3agaTh IP-ampec Bpyunylo, nposepbTe IP-anmpec npunTepa, yKasaHHbIi B pasfene CTaTyc ceTH OT4eTa O CETEBOM
coefIVHeHNN U BeIOepuTe «BpyuHylo» Ha 9KpaHe HACTPOEK CeTH. YCTAaHOBNUTE 3HAUEeHMe MACKY IIOJCeTH Ha
[255.255.255.0].

Ecnyt mpuHTep 1 ceTeBble YCTPOICTBA He IOAK/IIOYAIOTCSA, BBIKIIOUNTE 6ecIpoBofHOI poyTep. [TofoxxanuTe 0KomIo
10 cekyHJ 1 CHOBA BK/IIOUMTE TOYKY IOCTYIIA.

E-11

PeweHun:
IIpoBepbTe nepedncIeHHbIE HUXKE ITyHKTHI.
(d Aznpec 0CHOBHOTIO 1IIII03a YKa3aH BepHO, ec/u BbIOpaH pexxuM Hactpoiiku TCP/IP nmpunTtepa Pyunoe.

(d YcTpolicTBO, BBHICTYIAOIICE B KAYECTBE OCHOBHOTO LIUII033, JO/DKHO OBITH BKIIIOYECHO.

YcTaHOBUTE KOPPEKTHBII afjpec OCHOBHOTO IITI03a. Affpec OCHOBHOTO IITI03a YKa3aH B pasfiesie CTaTyc ceTn
0TYeTa O CeTeBOM MOIK/ITIOUEHU.
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E-12

PeweHns:
HpOBepre Hepe'{I/IC)'[eHHble HUXE HYHKTI)I.
D HPYI‘I/IG YCTpOﬁCTBa B CETU JOJI>KHBI 6I)IT]) BK/IIOUYCHBI.

[d Ceresble anpeca cetu (IP-afpec, Macka IOCETH ¥ OCHOBHOIA IIUTI03) O/DKHBI OBITH 3a/JaHbI KOPPEKTHO, €C/IN
OHI BBeJIeHbl BPYYHYIO.

(d CereBble afipeca (Macka IIOJ,CeTI ¥ OCHOBHOII LITI03) APYTUX YCTPOICTB JO/KHBI ObITh MICHTUIHBIMUA.

(d IP-agpec He HOo/KeH KOHQIMKTOBATD C afipecaMi JPYIUX YCTPOMCTB.

Ecnmu nocite BoImosTHeHMA YKa3aHHOI7[ BbIIIE ITPOBEPKU IIPMHTEP U CETEBDBIE YCTpOﬁCTBa INOAK/IIOYNTD HE YIA€TCA,
BBITIOJTHUTE CIIEAYIOLINE ,He]?[CTBI/IH.

(d Brixmounte MapipyTtusarop 6ecpoopHoii cetu. Ilogoxxanre npuMepHo 10 ceKyHI U CHOBa ero BKITIOUMTE.

[d 3aHOBO HaCTpOJiTE MapaMeTpPbl CETH C IOMOIIBIO IIPOIPaMMBbI YCTAHOBKU. 3aIlyCTUTh IPOTrPaMMy MOXKHO C
OJHOTO U3 YKa3aHHBIX HIKe BeO-CaliToB.

http://epson.sn > Hactpoiika

1 JIna mapipyTusaTopa 6ecIpoBOIHOI ceTH, UCIIONb3Yyolero pexxum 3amutel WEP, MoxHO 3apernctpuposartb
HEeCKOJIbKO Maporieit. Ecu saperncTpupoBaHo HECKOIbKO Maposiell, yEOCTOBepbTeCh, UTO [ MPUHTepa
YCTaHOBJIEH ApOJIb, 3aPETVCTPUPOBAHHBIN IIEPBBIM.

E-13

PeweHns:
IIpoBepbTe nepedncieHHbIe HUXKE TyHKTHI.

[d CereBble yCTPOICTBA, TaKye KaK MapLIPyTU3aTOP 6eCIIpOBOJHOI CeTH, KOHI[EHTPATOP U MapIIPyTU3aTop,
JIO/DKHBI OBITH BKITIOUEHBI.

[d BosmoxHo, mapametpsl TCP/IP ceTeBbIX yCTPOICTB He ObII HacTpoeHs! BpyuHylo. (Ecin napamerp
ycranoBku TCP/IP Ha mpuHTepe 3ajjaeTcsl aBTOMAaTUYeCK, @ Ha APYTUX CeTeBBIX YCTPOICTBAX ITapaMeTp
ycraHoBky TCP/IP 3agaeTcs Bpy4HyI0, KOHPUIypanys ceTy IpUHTEpa MOXKeT OT/IMYaThCA OT KOHPUTypannm
CeTH PYTUX YCTPOIICTB.)

Ecnu ykazaHHOe BbIllle He IOMOTaeT YCTPAHUTD IPoOIeMy, TOnpoOyiiTe BBITOTHUTH [IepeUYNCIeHHbIE HIDKE
IeMICTBUSA.
(d Brixmounte MapipyTtusarop 6ecpoBopHoii cetu. Ilogoxxanre nmpuMepHo 10 ceKyHI U CHOBaA ero BKIIIOUMTE.

] HaCTpOﬁITe CE€TEBbIC ITapaME€TPbl KOMIIbIOTEPA B OTHOI CeTH C IIPMHTEPOM C IIOMOIIbIO0 ITPOTPAMMbBI YCTaHOBKN.
3al'IYCTI/ITI) IIporpaMMy MO>XKHO C OTHOT'O 13 YKa3aHHBIX HVDKE Be6-CcaliToB.

http://epson.sn > HacTpoiika

(1 [l Mapipytusatopa 6eCIpOBORHON CeTH, MCHIOMb3YIOIero pesxum 3amutel WEP, MOXXHO 3apernctpupoBarthb
HEeCKOJIbKO Maporieit. Ecy saperncTpupoBaHo HECKOIbKO Maposiell, yEOCTOBepbTeCch, UTO [ IPUHTepa
YCTaHOBJIEH ApOJIb, 3aPETNCTPUPOBAHHBIN IIEPBBIM.
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Coo6LeHne B ceTeBOM OKPY»XeHUu

CoobueHne

PeweHne

Heobxopnmo ynyuwnTs coeauHerme Wi-Fi.

BobikntounTte n BKNoUUTE 6€CNPOBOHON
MapLupyTusaTop. Ecnm coeguHeHne He
YRYULINTCA, O3HAKOMbTECH C
JOOKYMeHTaLmen K 6ecnpoBogHoMy
MapLupyTU3aTopy.

MepemecTuB npuHTep 6nMxe K 6eCnpoBOAHOMY MapLUpyTM3aTopy 1 yopas
NPEenATCTBMA MeXAY HMU, BbIKNTIOUKTe 6eCNPOBOAHON MapLUpyTH3aTop.
MpumepHo uepes 10 cekyHA BKNtoUnTe ero. Eciv coeguHeHns no-npexHemy
HeT, 06paTnTECh K JOKYMEHTaLMW Ha 6eCNPOBOAHON MapLLpyT13aTop.

*TopgkntoueHne 4ONONHUTENIbHbIX
YCTPOWNCTB HEBO3MOXHO. OTKOUNTE OQHO
13 NOAKIIOYEHHbIX YCTPONCTB ANA
fobaeneHus gpyroro.

KomnbtoTep 1 MHTEeNNeKTyanbHble yCTPONCTBA, KOTopble MOryT ObiTb
NoAKJIt0YEHbl O4HOBPEMEHHO, MOAKJIOYAIOTCA C UCMOSIb30BaHNEM
coepnHeHua Wi-Fi Direct (npocTtas Touka gocTyna). ina pobasneHuns ewe
O1HOTO KOMMbIOTEPA WA UHTENNEKTYANbHOMO YCTPOMNCTBA CHavana
OTKJIIOYMTE OAHO 13 YCTPOWCTB NN NOAKIIOYMTE €ro K APYromn ceTu.

Ha nuctke coctoaHmA ceTr unu NaHenu ynpasnieHns NpUHTEPa MOXHO
NOCMOTPETb KONMYeCTBO 6eCnpoBOAHbIX YCTPOWNCTB, KOTOPbIE MOTYT 6bITb
noAKItoYeHbl OAHOBPEMEHHO, U KOJTMYECTBO YXe NOAKMOUEHHbIX YCTPOWNCTB.

B cpepe cyuwectsyet SSID, ngeHtuyHoe Wi-
Fi Direct. Ecnu He ygaeTca nogkniounTb
VHTEeNNIeKTYyanbHOe YCTPONCTBO K
npuHTepy, nameHunte nma SSID ana Wi-Fi
Direct.

C naHenu ynpaeneHua npuHTepa nepengute Ha skpaH Hactponkn Wi-Fi Direct
1 BbIbepUTE MEHIO N3MEHEHNA NapameTpa. Bbl MoxeTe N3MeHNUTb YacTb
nMmeHn cetn nocne cumsonos DIRECT-XX-. BBeaute He 6onee 22 CMMBOOB.

NMpoBepKa cocToAHNA coeaNHEeHnA

Y6emurech, YTO CBA3b MEX/Y IIPUHTEPOM U KOMIIBIOTEPOM YCTAaHOBJIEHA, 1 IIepeiiANTe K YCTPAaHEHNIO IPOOTIeM.

MpoBepka XKypHana cepBepa 1 CeTeBOro yCTponcTaa

B ClIy9a€ BOSHMKHOBEHNA r[po6neM C MIOAKITIOYECHNEM K CETU MOXXHO I/I}IeHTI/I(i)I/IIU/IpOBaTI) IIpUYNHY, IIPOBEPUB
JKypHaJl Ha IIOYTOBOM CE€PBEPE, CEPBEPE LDAPur. I., @ TAK)XX€ IIPOBEPUB COCTOAHME C IIOMOIbIO CETEBOTO
JKypHajia My >)KypHa/IoB I KOMaH] TaKOro 06OPY,HOBaHI/IH, KaK MapmipyTu3aToOpbl.

MeuyaTb NNCTKa COCTOAHNA CETU

I nony4enus noppo6Hoit MHPOpMaLMM BB MOXeTe pacliedaTaTh IMCTOK COCTOSHMS CETI.

1.

3arpysute 6ymary.

Bribepurte HacTp. Ha HauaibHOM 9KpaHe.

Inst BBIGOpa snementa uctonpayiire kuonku A, W, QP> a satem naxmure kunonky OK.

Bui6epure Ilapamerps cetu > PacredaTaTb CTaTyC CeTH.

Haxxmure kHonky OK.

JINCTOK COCTOSTHUSA CETU BBIBOJAMTCA HaA II€YaATh.
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MpoBepka cetn kKomnblotepa — Windows

C moMo1bi0 KOMaHJHO CTPOKM IIPOBEPbTE COCTOSIHNE TIOJK/TIOUEHNUsI KOMIIBIOTEPa 1 Iy Th IOSKTIOUEHNS K
MPUHTEPY.DTO ITO3BOINT HAWTY CIIOCOO pelteHnst po6IeMBbl.

(J Komanpa ipconfig

BLIBOIUT cOCTOAHME TIOK/TIOUEHNS CETEBOTO MHTepdeiica, UCIOIb3yeMOro KOMIIbIOTEPOM B HACTOSIIVIA
MOMEHT.

ITyTem cpaBHeHM:A MHGOPMALUY O IIOJKITIOUEHNN U (PAaKTUIECKOTO COeMHEHNA MOXHO IIPOBEPUTD
IIpaBUIBbHOCTD NopKIodYeHnA.Ecnu B ogHoit cetn ecTb Heckonbko DHCP-cepBepoB, MOXKHO y3HaTh
(akTUyecKuii afjpec, Ha3HaYEeHHBI KOMIIBIOTEPY, UCIIONb3yeMblit DNS-cepsep u T. A

J ®opmar: ipconfig /all
A [Tpumepsr:

o Administrator: Command Prompt |;|i-

:~ripconfig ~all

Windows IP Configuration

e WIN2812R2
Primary Dnz Suffix pubs _net
Hode Type

IP Routing Enahled

WINS Proxy Enabled. .

DNS Suffix Search List pubs .net

[Ethernet adapter Ethernet:

Connection—specific DNS Suffix

Description Gigahit Metwork Connection

Physical Address HHHH—HH—HH—HH KK

DHCP Enabled Mo

Autoconf iguration En Yes

Link-local IPwv6 Adde fefB::38fh:7546 :18a8 :d2Bex14{Preferred>
IPu4 Address 192.168.111 . 18¢(Preferred

Subnet Mask 255 .2585.255.8

Default Gateway 192.168.111.1

DHCPv6 IAID . . . 283142549

DHCPu6 Client DUID B8-01-PA—-A1—-26-48-2F-45-88-1D-73-6A—44-08
DHS Servers . . . 192.168.11441.2

NetBIOS over Tcpip Enahbled

unnel adapter isatap.<PBBARAPA-ABCD-EFGH-HIJK-LMNOPGQRSTUUMS :

Media State Media disconnected
Connection—specific DHS Suffix
Description Microsoft ISATAFP Adapter #H2
Physical Address HE-B0-PH-PA-BA-0B-B6-E@
DHCP Enabled No
Autoconf iguration Enabled

N

(J Komanpa pathping

Mo>XHO IOATBEPANUTD CIMCOK MapLUIPyTU3aTOPOB, IPOXOAAIINX Yepe3 y3e/l Ha3Ha4eHMU s, Y MapIIpYyTU3aLIo
COENVMHEHN .

J ®opmar: pathping Xxx.XXX.XXX.XXX

1 TIpumepsr: pathping 192.0.2.222

o) Administrator. Command Prompt

sxrpathping 192.168.111.28

racing route to EPSOMAB12AB [192.168.111.281
over a maximum of 38 hops:

8 WINZA12RZ.pubs.net [192.168.111.181

1 EPSONAB12AB [192.168.111.261

omputing statistics for 25 seconds...
Source to Here This MWoderLink

op RIT Losts8ent = Pct LostsSent = Pct Address
5] HENZBlZRZ.puhS.net [192.168.111.181

=3 i
1 38ms 8- 188 B 8- 188 Bx EPSONAB12AB [192.168.111.281

8- 1868 a:

race complete.

RS-
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NMpoBepkKa nogkKnoyeHns

Ha npunTepe mmm xoMnbpioTepe, MOAK/IIOYEHHOM K TOMY € CETMEHTY, 4TO ¥ IPUHTEP, IPOBEPhTE NPaBUIbHOCTD
HOAK/TIOYEHNsI K IPUHTEPY U Hallke.DTO MO3BOIUT HAMTY CIIOCOO pellleHns PO 6IeMBl.

MouTtoBbIN cepBep
Hp0Bepre COeIVMHEHNE€ IIPMHTEPA M IIOYTOBOI'O CEpBEpa € IIOMOIIbIO (I)YHKLU/II/I IIPOBEPKYM CETEBOTO COCAMHEHNA

IpMHTepa.

CooTtBeTtcTBYIOLAA MHopMaLua

= «[IpoBepKa coeMHEeHNs II0YTOBOTO cepBepar» Ha cTp. 31

DNS-cepBep

ITpoBeprTe ocHoBHOI DNS-cepBep komnbloTepa.llpoBepbre cTaTyc ceTeBOro afanrepa KOMIbIOTepPa, KOTOPbIIl
HaXOJUTCS B 3TOM JKe CETMeHTe CeTH, UTO U IIPUHTEP, a TAKXKe IIPOoBepbTe IPaBMIbHOCTb HacTpoek DNS mia
IIpUHTEpA.

Hactpoiiku DNS-cepBepa KOMIIbIOTEpa MOXXHO IIPOBEPUTD CIEAYIOLVIM 00pa3oM.

4 Windows: ITanens ynpasinenus > Cetb u ViutepHer > IleHTp ynpasieHus ceTaMu U 001UM JOCTYIIOM >
I3meHeHNe mapaMeTpoOB ajanTepa

ITpy HamMYMyU HECKONBbKMX CeTeBBIX MHTeP(eliCOB MOXKHO BBIIIOJTHUTD IPOBEPKY, BBeAss KoMaHpy ipconfig/all B
KOMaHJHOII CTPOKe.

[ Mac OS: Cucremnsbie HacTpoiiku > CeTb > [JonomanrensHo...> DNS

NHnymnanmnsaumna ceTteBbiX HaCTPOEK

OtknioueHne Wi-Fi ns Web Config

Ortximoyenne Wi-Fi B Web Config.Ecnu npu otxmtouenun Wi-Fi yepes aTo coefnHeHMe ObIIM IOGK/IIOYEHBI
KakKue-mb0 yCTpOCTBa, OHM OTK/TIOYAIOTCH.

1. Orkpoiire Web Config u Bei6epute Bknasky Cerb > Wi-Fi, 3aTeM Boi6epure Orkmountp Wi-Fi.

2. TIpourure coobenue, 3aTeM Boibepute OK.

PaspbiB noaknioueHunsa Wi-Fi Direct (npocTtas Touka gocryna) ¢ nomoubio
Web Config

Ortxmroyenne Wi-Fi Direct (mpocras Touka focryma) 8 Web Config.
1. Boiigure B Web Config 1 Boi6epute Bkaanky Cetb > Wi-Fi Direct .

2. Boibepure 3Hauenne OTKII0UKTH fiy1st mapamerpa Wi-Fi Direct .

57



PyKOBOACTBO AAMUHNCTPATOPa

yCTpaHeHIIIe HenoMaaokK

3. Haxwmure Cnegyrompii

4. Tlpourure coobiuenne, 3areM Boibepute OK.

OtknioyeHne Wi-Fi Ha naHenu ynpasneHuns
ITpu orxnrouenun pexxnma Wi-Fi coegunenne Wi-Fi paspbiBaercs.

1. Bribepure Ha HauanbHOM 3KpaHe smeMeHT HacTpoiika 6ecipoBopnoii JIBC.

st BeIGopa snementa uctonpayiire kuonku A, W, QP> a satem naxmure knonky OK.
2. Boibepure Wi-Fi (PekomMeH0BaHO).
3. Jlna npopomkeHus HaxmuTe KHonky OK.
4. Boibepure [Ipyrue.
5. Bsibepure OTKmI0ounTH 6ecipoBogHyio IBC.

6. Ilpoutnre aTo coobmenne u Haxxmure KHonky OK.

OTkniouyeHne coeguHeHnsa Wi-Fi Direct (npocTtas Touka gocryna) c naHenm
ynpaBneHus

IIpumeuanue:

Ipu omxnouenuu coedunenus Wi-Fi Direct (npocmas mouxa 0ocmyna) 8ce KoMnviomepot U UHMeNIeKMyanvHole
ycmpoiicmea, nookmoueHHvle K npunmepy uepes coedunenue Wi-Fi Direct (npocmas mouka docmyna), 6yoym
omimouenvl. Ecnu 6v1 xomume omkmiouums KOHKpermHoe ycmpoticmeo, 8binonHume Omxmo4eHue Ha amom
ycmpoticmee, a He Ha NPpUHMepe.

1. Bei6epute Hacrpoiika 6ecnpoBognoii JIBC Ha Haua/bHOM 9KpaHe.

Jns BeI6Opa 3/1eMeHTa UCTIONb3YIiTe KHOIKI AV, dy ’, a 3aTeM HaxMute KHonky OK.
2. Bwi6epure Wi-Fi Direct.
3. Haxwmure kHonky OK, 4T06bBI IPORO/IKUTD.
4. HaxmnTe kHonKy OK, 4TOOBI TPOTOMIKNTD.
5.  Haxmure KHONKY &, 4T06bI BHI3BATE SKPaH HACTPOEK.
6. Boibepure Orkin. Wi-Fi Direct.

7. IlpoBepbre coobuienne n Haxxmute KHOnky OK.

BoccraHoBneHMe ceTeBbIX HacCTpoeK Cc nomMollublo NaHeNnn ynpasjeHnA

BbI MOXXeTe BBITIOTHUTD C6pOC BCEX HACTPOEK CETU HA 3HAYEHNA 110 YMO/ITYAaHNIO.
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1. Bsi6epure HacTp. Ha Haga/bHOM 9KpaHe.

Ilns BbIGOPa snemenTa ucnionbayiite kHorku A, 'V, Ay W, a sarem Haxme kHonky OK.
2. Boibepure Boccr. HacTp. mo ym. > IlapameTpsl ceTn.

3. Ilposepbre coobiienne u Haxxmure kHonky OK.

HeuncnpaBHocCTHn

HeT poctyna Kk Web Config

MpuHTepy He Ha3HaueH IP-agpec.

BosmoxxHO, mpuHTEpY He HasHadeH pomyctumblii IP-agpec.Hacrpoiite IP-agpec, ncnonbsys naHenb ynpaBIeHNs
npuHTepa. Texyine sHauYeHN A TapaMeTPOB MOXKHO IIPOBEPUTD C TOMOLbIO CTPAHUIIBI COCTOSTHUA CEeTU MU
MTaHe/y YIPaBIeHNs IPUHTEPA.

Be6-6paysep He nogaepxunBaeT pexxum Kpuntorpapuueckasa ctomnkoctb ana SSL/TLS.

Ins SSL/TLS ycranosnen pexxum Kpumnrorpaduaeckas croiitkocts. Web Config MO>XXHO OTKpPBITB B BeO-Opaysepe,
H0AepXKIBaolleM MaccoBoe LdpoBanue, cnegyowymM obpasom. IIposepbTe, mopaep>xuBaet nmu bpaysep Takoe
mudpoBanme.

(1 80 6uT: AES256/AES128/3DES
(4 112 6ut: AES256/AES128/3DES
(1 128 6uT: AES256/AES128

(1 192 6ura: AES256

(4 256 6ut: AES256

Cpok gencreua Ceptndukart, nognucaHHbin LIC ncrek.

I[Tpu Hamauy Npo6IeMBI ¢ UCTeYeHEM CPOKa JelicTBIA cepTudukata npu nopkmodennn Kk Web Config yepes
coenmuenne SSL/TLS (https) orob6paxkaercs coobiienne «Cpox feitcTBus ceprudukara ucrek».Ecmm coobuienne
0TOOpaXKaeTCs KO MCTEUEHNsI CPOKA TOFHOCTH, TO YOemuTech, 4To jata IpMHTEepPa HACTPOEHA IIPABNU/IBHO.

O6uee nma B cepTuduKate N Ha NPUHTEpe He cOBNagaeT.

Eciu o61iee nms B cepTudukaTe u Ha IPUHTEPE He COBIAnaeT, mpu goctyme k Web Config yepes coennuenne
SSL/TLS (https) orobpaxaercst coobuienne «Vms ceprudukara 6€30mMacHOCTY He COBITAAAET C++».ITO
MIPOVCXOIUT ITOTOMY, YTO He COBIIAfIAi0T crienyoliue [P-agpeca.

(d IP-ajjpec nmpuHTEpa, BBEEHHbI 17151 0611ero nMeHn rnpu cospanny Camonopmucanubiii cepruduxar nan CSR

[J IP-agpec, BBefeHHBIIT B Be6-Opaysepe mpu 3anycke Web Config

Ecmu ucnionbayeTcs: CaMONIOANCAHHBII cepTUdUKaT, u3MeHuTe uMs npunHTepa.Ceprudukar 06HOBIEH, MOXXHO
MIOJK/IIOYNUTD IIPUHTEDP.

Ecnu ucnionssyercst Ceprudukar, nopnucanusiii LIC, eie pas moayunte ceptudukar fist IpuHTEpA.
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B Be6-6pay3epe He HacTPOeHbI NApaMeTpbl NPOKCU-cepBepa ANA JIOKAJIbHbIX aAPeCoB.

Ecny nprHTEp MCIONb3yeT IIPOKCU-CepBep, HACTPOiiTe BeO-Opaysep Tak, YTOOBI OH He MOAK/IIYA/C K
JIOKa/IbHBIM aipecaM uepes3 IpOoKCH-cepBep.

[ Windows

Bri6epure Ilanens ynpasnenus > Cets u VinTepHeT > CBoiicTBa 0603peBarens > [logknoueHus >
Hacrpoiika cetu > IIpokcu-cepsep, ocie 4ero OTK/IIOUNTE MCIIOb30BaHMe IPOKCU-CepBepa A ceTU
(moxanbHBIE afpeca).

[ Mac OS

Bei6epute Cucremubie HacTpoiiku > CeTb > [JomonunuTenbHo > IIpOKCH 11 3aperucTpUpyiiTe TOKAIbHBIIL
appec B pasgene O6xop IpoOKCH-cepBepa A/ ITUX XOCTOB M IOMEHOB.

ITpumep:
192.168.1.*: tokanbHbIl agpec 192.168.1. XXX, Macka nopcetu 255.255.255.0
192.168.*.*: noxanbublit afpec 192.168. XXX. XXX, macka nogcetu 255.255.0.0

CooTtBeTtcTBYIOULAA nHPopMaLua

= «Jloctyn k npunoxernio Web Config» Ha ctp. 24

= «Hasnauenne IP-agpeca» Ha cTp. 19

Mpo6nembl npu o6LWwem aocTyne K NpuHTEpam

O6wun cepBep paboTaeT mepieHHO

Ecnn 061111/[6 IIpMHTEPDL pa60Ta10T MENJICHHO, BBIITOTHNUTE CIEAYIOIINe OeCTBUA.

1.

Ha kommnbioTtepe ¢ cepBepom neuyaty Beibepute IlaHens ynpaBnenus > YCTPOICTBA M IPUHTEPHI.
[ITenxHMTe MpaBOil KHOIKOJ MBIV 3HAYOK IpUHTepa (04epep Meyatu), K KOTOpOMy TpebyeTcs
IIPeOCTaBUTD OOLIMIT JOCTYIL, a 3aTeM IepeiiauTe Ha BKIafky CBoiicTBa mpuHTepa > O01ue, a 3aTeM
Boi6epuTe IlpegouTnTENbHBIE TAPAMETPBI.

Bei6epure Konrponupyemblie mapameTpsl Bo BKIanke CepBuc ApaiiBepa puHTEpA.

Bei6eprte Paspemnts KOHTPOIMPOBATH HPMHTEPHI 00IIETO FOCTYMA.

HacTpoliku npuHTepa Ha cepBepe NneyaTn He OTPAXKalTCA Ha
K/INEHTCKOM KoMnbloTepe

BrinonanTe crepyomye feiicTBYS, YTOOBI IePeyCTaHOBUTD JipaliBep Ha KIMEHTCKOM KOMIIbIOTEpE.

1.

Ha xomnbioTepe ¢ cepBepom medaty Boibepute Ilanenp ynpasieHus > YCTPOJICTBA M IPHHTEPBI.

IleKHYTe IPaBOJi KHOIIKOJ MBIIIY 3HAYOK IIPUHTEPaA, K KOTOPOMY TpeOyeTcs IPeROCTaBUTh JOCTYIL, a 3aTeM
BBIOEpUTE BK/IanKy CBOIICTBa IpUHTepa > PacmmpeHHsle.

Bri6epute HacTpoiiky medaTy Mo yMOTYAHMIO, HACTPOIITe COOTBETCTBYIOMIMe TapamMeTpsl 1 Haxxmute OK.
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yCTpaHeHIIIe HenoMagok

4. VYmamure fpajiBep s 00I[ero JOCTYIA C KIMEHTCKOTO KOMIIBIOTEpa.

5. IlepeyctraHoBuTe ApaiiBep IpUHTepa Ha KaXKIOM KIMEHTCKOM KOMIIbIOTepe.

IIpumeuanue:
1 Ecnu 6vt usmenume Hacmpoiiku npunmepa Ha KIUeHIMCKOM KOMNblomepe, HACMPOTiKU NPUHMePa HA cepsepe newamu
(Hanpumep, HACMPOUKU NO YMOTHAHUIO) He 6YOY ompadxeHbl HA KIUEHMCKOM KOMNblomepe.

(A Hekxomopuie nacmpoiiku, maxue kax Hacmpoiixa évibopa, Ilonv3osamenvckoe, Ilonv3osamenvckiue,
Ynopaoouueanue snemenmos menio u m. 0., He OMOOPANAIOMCS HA KIUEHMCKOM Komnbromepe. Bot moxceme
ompasumv 3Mu HACMPoLiKu, IKCNOPMUposas gatin ¢ Hacmpotiikamu npuxmepa (Hanpumep, 6auiy U36parHvie
HACMPOTiKLL) € cepeepa neuamu u UMNOPMuUPOsas ezo Ha KIUEHMCKULE KomMnviomep.

61



PyKOBOACTBO AAMUHNCTPATOPa

MpunoxeHue.

Npuno)xeHue.

BBepeHMe B ceTeBoe NporpamMmmHoe obecneyeHve

Hixe onmcaHo nporpaMMHoe obecriedeHne, KOTOPOe [T03BOIsIeT HACTPanBaTh U YIPABIATb YCTPOICTBAMI.

Epson Device Admin

Epson Device Admin — 3To MHOTOQYHKIOHA/IbHOE IPOTpaMMHOe obeciedeHye /I yIIpaBIeHUs
YCTPOJCTBaMIU IO CETH.

B HeM mocTymHBI crienyomye GyHKIUIL.

[ MouuTtopuHr 1 ynpasneHue 5o 2000 IpMHTepOB U CKAaHEPOB B OFHOM CETMeHTe

[d Cospanue mogpoOHOro 0TYETa, HAIPYMEP O PACXOFHBIX MaTepHaax WM CTATyce MPOSYKTa

(1 O6HOBNIEHNE MUKPOIIPOTPaMMBbl IPOAYKTA

(d To6aBneHue yCTPONCTB K CETH

[J IIpuMeHeHMe OOMHAKOBBIX IIAPAMETPOB K HECKOTIBKMM YCTPOIICTBAM.

Epson Device Admin Mo>xHO 3arpysutb Ha Be6-caiite noggep>xku Epson.Ilogpo6nyio nHpopmaiyio cM. B
JoKyMeHTauy mnn cupaske 110 Epson Device Admin.

3anyck Epson Device Admin (tonbko Windows)

Bribepute Bece mporpammsr > EPSON > Epson Device Admin > Epson Device Admin.

Ilpumeuanue:
Paspewiume docmyn ons Epson Device Admin, ecnu nosensemcs npedynpexcderue 6panomayspa.

EpsonNet Config

EpsonNet Config — 3T0 MporpaMmHoe o6ecriedeHe /i yCTaHOBKY ITapaMeTpoB yCTpolicTBa 1o cetu.Ecmn

YCTpOJICTBa IOACOEAMHEHBI K ceTn Yepe3 Ethernet, Mo)XHO ycTaHaB/IMBaTh Ha HUX IIapaMeTpBl, Takue Kak IP-
afpec, U3MeHEeHMe MeTOfla OAK/IIOYEe N U T. [I., JaXKe [/ YCTPOJCTB, Ha KOTOPBIX He HasHaveH [P-agpec.9To
TaK)Ke MOXXET OBITD IIOJIe3HBIM JI/IA YCTAaHOBKM CETEBbIX TApaMeTPOB /I YCTPOIICTB 6e3 MaHe/I YIpaBIeHNA.
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MpwunoxeHue.

[Tonpo6uyo nHOpPMALNIO CM. B FOKYMeHTaIuu 1 ciupaske mo EpsonNet Config.

 EpsonNet
Config

SE Version

hitislizing

3anyck EpsonNet Config — Windows

Bei6epure Bece mporpammbt > EpsonNet > EpsonNet Config SE > EpsonNet Config.

IIpumeuanue:
Paspewume docmyn onst EpsonNet Config, ecnu nosignsiemcst npedynpesxcoerue 6panomayapa.

3anyck EpsonNet Config — Mac OS

Haxxmure Ilepeittu > Ilpunoxenus > Epson Software > EpsonNet > EpsonNet Config SE > EpsonNet Config.

EpsonNet Print (tonbko Windows)

EpsonNet Print — 3To mporpaMMHoOe obecIieueHne, IpefHasHadeHHoe Ay neyatnt B cetn TCP/IP.Ono
YCTaHaBIMBAETCA YCTAHOBIMKOM BMECTE C ApaiiBepoM npuHTepa.lljia nedatu o cetu cosparire nopt EpsonNet
Print. OyHK1uy n orpaHndeHnsA NepeuncieHbl HIDKe.

d CocrosiHMe IpUHTepa 0TOOpakaeTCsl Ha 9KpaHe AUCIeTIepa Odepey IedaTu.

(d Eciu IP-agpec npunTepa nsmensercs nocpencrsom DHCP, To mpuHTep Bee paBHO 0OHAPYKXMBAETCS.
(1 Mo>XHO MCIIO/Ib30BaThb IPYHTEP, HAXOAAINIICA B IPYTOM CETMEHTe CeTH.

(d Mo>XHO 1e4aTarh, MCIO/Mb3Ys OAVH U3 SOCTYIHBIX IIPOTOKOJIOB.

(4 IPv6-agpeca He mOAEPKUBAIOTCSI.

EpsonNet SetupManager

ITpunoxxenne EpsonNet SetupManager mpepcras/ser co60li IporpaMMHOe obecriedeH e I CO3[aHNs aKeTa
IIPOCTOI YCTAaHOBKM IIPMHTEpA, HAIIPMMEP YCTAaHOBKU ApaliBepa npuHTepa, yctaHoBKM EPSON Status Monitor u
CO3[jaHNsA IOPTa IpUHTepa. [JaHHOe IporpaMMHOe ObecIiedeH1e I03BOJIsIeT afMUHICTPATOPY CO3aBaTh
YHMKa/IbHble IPOTPAMMHBI€ TTAKETHI U PACTIPEAENATh UX MEeX/Y TPYTIaMIu.
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MpunoxeHue.

[l1s1 mony4eHust [OIOIHNUTENbHOI MHGOPMALNH [IepelifuTe Ha pervoHanbHbIl Beb-caitt Epson.

N3meHeHne HacTpoek Wi-Fi Ha naHenu ynpasneHuna
(WPS)

MosxHo noaxmounTbest K Wi-Fi ¢ manenu ynpasneHus npuHTepa, MCHOMb3ys pyHkumio WPS.

CooTtBeTcTBYIOWAA MHpopMaLua
= «Hacrpoiika Wi-Fi ¢ moMomipio KHOIKM» Ha CTp. 64

= «Hacrpoiika Wi-Fi ¢ momomipbio Hactpoitku PIN-koza (WPS)» Ha cTp. 65

Hacrponka Wi-Fi c nomouwbio KHONKK

BbI MOXeTe aBTOMATUYECKU HaCTpOUTD CETh Wi-Fi, HaxkaB COOTBETCTBYIOIIYIO KHOIIKY Ha 6eC1'Ip0BO,[IHOM
MapumpyTusaTope. HTIH VICITO/Ib30BaHMsA 3TOIO Criocoba [OJ/DKHBI BBITIOTHATDBCA CIIERyIOIINe YCIOBUA.

(d BecnipoBopHOI MapuIpyTH3aTop nopiep>xnsaeT pexxum WPS (sammmenHyio HacTpoitky Wi-Fi).

(1 Texyuee coepynenne Wi-Fi 6b110 co3aHo myTeM Ha)XaTys KHOIIKM Ha 6eCIIPOBOJHOM MapIIpyTU3aTope.

1. Bnibepure Ha HayanbHOM KpaHe aneMeHT Hacrpoiika 6ecniposomnoii IBC.

Ins BeIGopa anementa uctonpayiire kuonku A, W, Qu P>, a satem naxmure kunonky OK.
2. Boibepure Wi-Fi (PekomMeH0BaHO).
3. Jlna npopomkeHus HaxmuTe KHonky OK.
4. Boibepure Ycr-Ka HaxxuMHOI KHOKOoi (WPS).

5. VYmepxusaiite kHonKy [WPS] Ha 6ecipoBofHOM MapLIpyTH3aTOpe IO TeX II0p, OKa He HAYHeT MUTaTh
MHINKATOP 6€30MacHOCTH.

Ecnu BbI He 3HaeTe, rie HaxopuTcs KHonka [WPS], mn6o Ha 6eclipoBogHOM MapLIpyTH3aTOpe HeT KHOIIOK,
obpaTnuTech K JOKYMEHTAUY Ha 6eCIIPOBOIHOI MapIIPyTU3aTOP.
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MpunoxeHue.

6. Haxwmure xnonky OK Ha maHenu ynpasneHus npuHtepa. [lanee cnenyiiTe MHCTPYKIMAM Ha 9KpaHe.

IIpumeuanue:

Ecnu ycmanosumo coedurerue He yoaemcs, nepesanycmume 6ecnposooHoti Mapupymusamop, nepemecrnume ezo
Onuice K npuxmepy u nosmopume nonvimxy. B cnyuae neyoauu evieedume Ha neuamv omuem o cemesom
coeduHeHuu U vlbepume peueHue npoouemoL.

Hactpownka Wi-Fi c nomouwbto HacTtponku PIN-koaa (WPS)

K 6ecipoBogHOMY MapuIpyTU3aTOpPy MOXHO aBTOMATIYeCKM IIOAKIIYUTBCS ¢ moMolbio PIN-koma. 9toT crioco6
MO>KHO IIPUMEHSATD, eC/IY Ha 6eCIPOBOHOM MapIIpyTU3aTope BK/IoYeH pexxuM WPS (3amuienHas HacTpolika
Wi-Fi). Ins ycranoBku PIN-kopja Ha 6ecIIpoBOHOM MapIIpyTU3aTOpe MCIOIb3YIITe KOMIIBIOTE.

1. Brifepure Ha HayanbHOM 9KpaHe aneMeHT Hactpoiika 6ecriposognoii IBC.
Tlns BoiGOpa anementa ucnionbayiire kuonku A, ¥, €u P, a satem naxmure xuonky OK.
2. Boibepure Wi-Fi (PekomMeHmoBaHO).
3. Jns npomomxeHus HaxmuTe KHonky OK.
4. Beibepure Opyrue.
5. Bei6epure PIN-kom (WPS).
6. C moMolbio KOMIIbIOTepa BBefuTe B GecripoBoiHoit MapiipyTusarop PIN-kop (BocbMMU3HaYHOE YICTIO),

OTO6pa)KaeMbII7[ Ha ITaHeIN yIIpaB/I€eHNA IIPUHTEPa (HY)I(HO yCIIeTb CAENIaThb 3TO B T€YCHNE IBYX MI/IHYT).

Ipumeuanue:
Jnst nonyuerus 6onee nodpobHoii ungopmayuu o 6600e PIN-xoda obpamumecsv k 0oKymeHmauuu Ha 6ecnpogooHoli
MApwpymusamop.

7. Haxwmure xnonky OK Ha ckaHepe.

ITocne 3aBEPIICHNA YCTAaHOBKY IIOABUTCA COOTBETCTBYIOIIEE COO6H.[€HI/I€.

Ipumeuanue:

Ecnu ycmanosump coedureHue He yoaemcs, nepe3anycmuime 6ecnpogooHot MApuipymusamop, nepemecmume ezo
6nusice Kk npurmepy u nosmopume nOnvIMKY. B cnyuae neydauu svisedume Ha newams omuem 0 COeOUHEHUU U
svibepume peuterue nPooaEMbL.

Ucnonb3oBaHue nopgknioueHnsa Wi-Fi Direct (npocras
TO4YKa fgocTtyna)

[Topxmouenne Wi-Fi Direct (mpocTast TOUKa ZOCTYIIa) UCIIONb3YETCS [T COEAMHEHNS IPUHTEPA U YCTPOIICTB
HaInpsAMYyIo.

ITocKOMBbKY MPUHTEP MOYKHO TTOACOEAMHITD HAIIPSMYIO 6€3 MCII0/Ib30BaHNs ITOAK/IIOUEHHON CeTI, OH MOXKET
JICIIONIb30BATbCs KaK BpeMeHHOe IIO[IK/TI0UeHye YCTPOIICTBA K IIPUHTEPY, TOAKIIOYeHHOMY K ceTH, 6e3 IpaB
TOCTYyIA.

Cum. Pyxosodcmso nonv3osamesns: [jis ONy4eHs TOAPOOHOI MHPOPMALIUY O TOM, KaK IIOAK/IIOYUTD IPUHTEP C
nomornbio Wi-Fi Direct (mpocTas Touka goctyma).
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MpwunoxeHue.

N3meHeHne napametpos Wi-Fi Direct (npocraa Touka gocryna)

Ecmu BxmoyeHo nopxodenye Wi-Fi Direct (mmpocrast Touka fOCTYIIa), MOKHO M3MEHUTD TaKye mapameTpbl Wi-Fi
Direct, xak nMs ceTu 1 TapoJb.

1. Boibepure Hacrpoiika 6ecnpoBomuoit JIBC Ha HauambHOM 9KpaHe.

Ilnst BeI6opa snementTa ucnonsayiite knonku A, ¥, <P, a sarem maxmure kHomnky OK.
2. Bei6epure Wi-Fi Direct.
3. Haxmure xHonky OK, 4T06bBI IPOXO/KUTD.

4. Haxwmute kHONKy OK, 4TOOBI IPOXO/IKUTD.

5. Haxwmure KHOIIKY @, 4TOOBI BHI3BATh 9KpaH HaCTpPOEK.

6. BoiOepurte 3/1eMEHT MEHIO, KOTOPBI T XOTUTE U3MEHNTb.
Mo>KHO BBIOpATh C/IEAYIOIYIE 9IeMEeHTBI:

d CMeHNTD UMA CeTI

Vi3amenenne umenu cetu (upeHtndukaropa SSID), ucnonszyemoro B pexxume Wi-Fi Direct (mpocTas Touka
TOCTYTIa) JyIs IOK/II0OUeHN K IPUHTEPY, Ha IIPOM3BOIbHOe 3HaueHue. [Iia umenn cetu (SSID) MoxxHO
ucnonb3oBaTh cuMBobl ASCII ¢ 3KpaHHOII K/IaBUATyphl Ha MTaHE/N YIIPaBIeHNA.

ITpn nsmenennu umenn cetu (SSID) Bce MOAK/TIOUEHHbIE YCTPOICTBA OTK/IIOYAOTCA. YTOOBI CHOBa
HOZIK/TIOYNTD 3TU YCTPOIICTBA, UCIIONIb3YIiTe HOBOe MM ceTu (SSID).

(d VIsMeHuTH MApONH

VI3ameHeHe napors s NOAKIIOYEHN s K IpUHTepy B pexkuMe Wi-Fi Direct (mpoctas Touka focrymna) Ha
IIpOM3BOJIbHOE 3HaueHMe. B mapone MoxxHO ncnonb3zosaTb cuMBoibl ASCII ¢ sKkpaHHOII K/TaBMaTyphl Ha
HaHe/IN YIpaBlIeHN.

ITpu M3MeHeHNY ApOJIA BCe IOAKIIOUYEHHBIE YCTPOJICTBA OTKIIOYAIOTCA. YTOOBI CHOBA ITONK/TIOUUTD 9TH
YCTPOJCTBA, MICIIOIb3YIITe HOBBIN IIapOJIb.

[ VI3MeHNTH 4aCTOTHBII JMANIa3oH

Wsmennte yacToTHBIN AnanasoH Wi-Fi Direct, ncrionbsyeMblit 41 IOZK/IOYEHN K IpUHTEPY. MoXHO
BBIOpaTh uamnasoH 2,4 v 5 [T,

IIpu M3MeHeHUNM YaCTOTHOTO iMalla30Ha BCe MOMK/II0YeHHbIe YCTPOICTBa OTK/MI04YaTcA. [ToBTOpHO
MOJIK/IIOYNTE YCTPOMCTBO.

Ydrute, 9TO IpU BEIOOPE YaCTOTHOTrO AuamnasoHa 5 I'Tiy BBl He CMOXKeTe IOBTOPHO IOJK/IIOYNTD
YCTPOIICTBA, He NOAJEPKMBAOIINE 3TOT YaCTOTHBIN JMAIIa30H.

B 3aBMcuMOCTM OT peruoHa 3Ta HaCTPOIIKa MOXKET He OTOOPasKaThCs.
1 Orkn. Wi-Fi Direct

Ortxiioyenne napamerpos pexxuma Wi-Fi Direct (mpocTas Touka gocryna) Ha npunrepe. [Ipn
OTK/IIOYEHMM STOTO PeXXMMa TaKkKe OYLYT OTK/TI0UEHbI BCe YCTPOICTBA, TOAK/IIOYeHHbIe K IPUHTEPY B
pexume Wi-Fi Direct (mpocras To4ka focryma).

(d BoccraHOB/IeHe HACTPOEK
Bosspar Bcex mapameTpoB pexxuma Wi-Fi Direct (mpocTas Touka JOCTYIa) K 3HAYEHUAM 10 YMOTYaHMUIO.

Ypansaercs coxpaHeHHas B IpMHTepe MHPOPMAIVA O IONKII0YeHNN MHTEIEKTYa/IbHOTO YCTPOJCTBA B
pexume Wi-Fi Direct (mpocTas To4ka focTyna).

7. CrenyiiTe MHCTPYKLMM, OTOOpaXkalollelics Ha 9KpaHe.
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MpunoxeHue.

IIpumeuanue:
Ha sxnaoxe Cemv > Wi-Fi Direct npunosxenus Web Config maxsce MoxHO 8binonHumo credyouiue HACMpouKu.

[ Bxmouenue unu svixnioderue pexcuma Wi-Fi Direct (npocmas mouxa docmyna)
1 Msmenernue umeru cemu (SSID)

A Vsmenenue napons

[ Msmenenue uacmomnozo 0uanasona

[d Boccmanosnenue napamempos Wi-Fi Direct (npocmas mouxa docmyna)

N3meHeHue cnocoba nogknouyeHns

VsmennTe criocob mopxmodeHns. VIsaMeHUTe 9Ty HaCTPOVIKY, TO3BOJIAIOLYIO BK/IIOYNUTD CETb.

Ecnu IP-agpec Ha3HayaeTcsA BPYYHYIO, IPOBEPbTE Y CUCTEMHOTO afMIUHUCTPATOPA, MOXKHO JIU MCIIO/Ib30BaTh 3TOT
ke IP-afipec B HOBOII ceTu.

IIpumeuanue:
Ecnu nodxnrouenue Wi-Fi exnroueno, nooknouenue Ethernet omxnouaemcs.

CooTtBeTtcTBYIOWAA nHopMmaLua
=» «ITepexon ¢ mopkmiouenus Ethernet na mopkmouenne Wi-Fi» Ha cTp. 67

=» «ITepexon ¢ mopkmouennst Wi-Fi Ha nopkmouenne Ethernet» na ctp. 68

MNMepexop ¢ nogknouyeHnn Ethernet Ha nogknoueHne Wi-Fi

Mepexop Ha noaknioyeHne Wi-Fi Ha naHenun ynpaBneHuns

ITeperinure ¢ nopxmoyenys Ethernet Ha mopkmouenne Wi-Fi Ha nanenu ynpasnenus npunrepa. VsmeHenne
criocoba MOAK/IIYEH M [0 CYTU He OT/IMYAeTCs OT HacTpoliky nopkmodenns Wi-Fi. Cm. paspen B aToMm
PYKOBOJICTBE, IIOCBAIEHHBII HACTPOJKaM NopKmoYennsa Wi-Fi Ha nanenu yrpasieHns IpuHTepa.

CooTBeTcTBYIOWAA nHpopmauus

= ([lonxnoueHne K 6ecrpoBoaHoit mokanbHoi cetu (Wi-Fi)» Ha crp. 21

Mepexop Ha nogkniouyeHune no Wi-Fi c nomowbio Web Config

smennte nopkmouenne mo Ethernet Ha nopxmogenne o Wi-Fi ¢ momomsio Web Config.
1. Boiigure B Web Config u Boi6epute Bkaanky Cetb > Wi-Fi.
2. Haxwmure YcranoBka.

3. Bwi6epure SSID mys TOUKM OCTYIIA Y BBEUTE MAPOJIb.

Ecmu tpebyemsiit SSID He otobpakaetcs, Boibepute Beectu SSID n BBenmte SSID.

4. Haxmure Crnegyrommi.
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MpwunoxeHue.

5. IIpountaiite oTobpaxkaemoe coobuienue u menkuute OK.

6. Orxkmtounte kabens Ethernet ot mpunrepa.

IIpumeuanue:
Mosico maxice usmenump memoo nooxmouenus 6 Epson Device Admin. IIo0poOHble céedeHus cm. 6 pyKosoocmee Unu 6
cnpasxe Epson Device Admin.

CooTtBeTcTBYIOWAA MHpopMmauua
= «Jloctyn k npunoxernio Web Config» Ha ctp. 24
= «Bxox B cucreMy npuHTepa ¢ nomouibio Web Config» Ha crp. 42

= «Epson Device Admin» Ha cTp. 62

Mepexop c nogknioueHna Wi-Fi Ha nogknioueHune Ethernet

N3meHeHme ceTeBOro nogknioueHus Ha Ethernet c naHenu ynpasneHuns

BeimonHMTE IpUBEIEHHBIE HIDKE ECTBUSA, YTOOBI U3MEHUTD ceTeBoe nonkmodenHne ¢ Wi-Fi na Ethernet ¢
IIOMOIIBIO TIAHE/N YIIPaBIeHM L.

1. TlopxnoounTe NpMHTEp K MapIIPyTU3aTOpPY C moMolbio kabens Ethernet.
2. Orxmounte Wi-Fi Ha maHenu ynpasnenus NpuHTepa.

CooTtBeTtcTBYIOUAA MHPopMaLua

= ([lonxnouenne k Ethernet» na crp. 21

= «Otxouerne Wi-Fi Ha manenu ynpasieHns» Ha cTp. 58

Mepexop Ha nogknioyeHune Ethernet c nomouwbio Web Config
[Tepexmouenne ¢ nopkmodenns Wi-Fi Ha nopxmouenne Ethernet ¢ momompio Web Config.
1. Boiipure 8 Web Config n Bei6epute Bkaanky Cerb > Wi-Fi.

2. Haxwmure Otknrountb Wi-Fi.

3. IIpourure coobienue, satem Bribepute OK.

4. TlomxI0uuTe IPUHTEP U KOHIEHTPATOpP (KOMMYTAaTOp JIOKaAbHOI ceTy) kabeneM Ethernet.

IIpumeuanue:
Moscno maxice usmenump memood nooxmouerus 6 Epson Device Admin. IIo0po6tvie ceedeHust cm. 6 pykosodcmee unu 6
cnpaske Epson Device Admin.

CooTBeTcTBYIOWaA NHopMaLuA

= «Jocryn k npunokeruo Web Config» Ha cTp. 24

= «Bxop B cucremMy npunTepa ¢ nomoniso Web Configs Ha cTp. 42
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MpunoxeHue.

= «Epson Device Admin» Ha cTp. 62

Wcnonb3oBaHue nopTa NpuHTepa

HPI/IHTep UCIIONb3YET C)'IeJIYIOI.LU/HZ IIOpT. Shv/i IIOPThI JO/IDKHBI ObIThH pn H€06XOI[I/IMOCTI/I Ppa3pelIeHbl CETEBBIM

aIMVHVCTPATOPOM.
OTnpaButenb UAcnonb3oBaHune Monyuatennb MpoTokon Homep nopra
(knueHT) (cepBep)
MpuHTtep OTnpaBKa 3N1eKTPOHHO NoyTbl (ecnu SMTP-cepBep SMTP (TCP) 25
oTnpaBKa yBefoMJIEHWI MO
3NEKTPOHHON MOYTE BbINONHAETCA C SMTP SSL/TLS 465
npuHTepa) (TCP)
SMTP STARTTLS 587
(TCP)
MoaknioueHne POP nepeg SMTP (ecnn POP-cepsep POP3 (TCP) 110
oTnpaBKa yBefoM/IeHNI MO
371eKTPOHHOM NouTe BbIMOSIHAETCA C
npuHTEpa)
Mpwn ncnonb3osaHum Epson Connect Cepsep Epson HTTPS 443
Connect
XMPP 5222
Ynpasnenue WSD KnueHtckunii WSD (TCP) 5357
KomnbloTep
KnuneHTckuin OnpepgeneHve nprHTepa u3 MpuHTep ENPC (UDP) 3289
KOMMbloTep npunoxeHus (Hanpumep, EpsonNet
Config) n ppariBepa npuHTepa.
C60p 1 HacTpoiika faHHbIX MIB 13 MpuHTtep SNMP (UDP) 161
npunoxeHus (Hanpumep, EpsonNet
Config) n gpariBepa npuHTepa.
Mepecbinka gaHHbix LPR MpuHTep LPR (TCP) 515
MNepecbinka gaHHbIx RAW MpuHTtep RAW (nopt 9100) 9100
(TCP)
MNepeHanpasneHne gaHHbIX AirPrint MpuHTep IPP/IPPS (TCP) 631
(maHHbIX neyvatu IPP/IPPS)
Mownck npuHtepa WSD MpuHTep WS-Discovery 3702
(UDP)
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HacTtponkmn 6e3onacHOCTU 1 npeAoTBpaLLeHne
ornacHbIX CUTyauun

Ec/u npyuHTep MOAKIII0UEH K CeTH, MOXKHO IIOTYy4YMTb K HeMy IOCTYII U3 y[alleHHOTo MecTononoxenus.Kpome
TOTO, Cpa3y HECKOJIbKO ITO/Ib30BaTeIell CMOTYT COBMECTHO MCIIO/Ib30BATh STOT IIPUHTEP, YTO MO3BOMAET
HOBBICUTD 9 PeKTNBHOCTD ¥ YHOOCTBO paboThl. OHAKO YBEMIMUMBAIOTCS TaKUe PUCKY, KaK He3aKOHHBII TOCTYII,
HeJlerajibHOe VICIIO/Ib30BaHNe M B3JIOM JaHHBIX.[Ipy MCIIO/Ib30BaHUY IPMHTEPA B CPefie, Ifie eCTb JOCTYII K
VHTepHeTY, pyCKU PacTyT elle OOblIe.

Ecmn IIPVMHTEPDI HE 3AIUINEHDI OT JOCTYIIa M3BHE, MOXXHO 6YJ_I€T IIOJTYYUTDb JOCTYII K 3TOMY IPUHTEDPY U3
MHTepHeTa " IIPOCMOTPETD JKYPHAJIbI 3a}IaHI/HZ Ie9aTy, KOTOPbIE€ XpaHATCA HAa IPUHTEPE.

Bo nsbexanne atnx PUCKOB ITPUHTEPDI EPSOH OCHall€HbI pA3INIHBIMY TEXHOIOTUAMMU 6€30I1aCHOCTIL.

HacTpoiiTe mpusTep B COOTBETCTBIM C TPeOOBAHMSMY YCIOBUII OKPY>KaloLIiell Cpefbl, KOTOpbIe ObIIn
copMupoBaHbI Ha OCHOBe MH(POpMaLNH, YKa3aHHOI K/IMEHTOM.

HasBaHune

Tun dpyHKUUN

Yr1o onpepenatb

Yrto npepoTBpawaTh

CoeanHeHns SSL/TLS

Mpw focTtyne ¢ npuHTEpa K
cepsepy Epson B HTepHeTe,
Hanpumep npu obpaLleHnm ¢
KOMrbloTepa Yepes Beb-
6pay3ep c ncnonb3oBaHMEM
Epson Connect n
06HOBIEHNY MPOrPAMMHOIO
obecneyeHus, BCe JaHHble,
nepegaBaemble MO KaHany
cBA3n, WndpyroTca ¢

Monyuwnte ceptTudukar,
nognucaHHbili LC, a 3aTem
MMNOPTUPYNTE €ro Ha
npuHTep.

C6poc naeHTUdMKaLUN Ha
NpuHTEpPE C NOMOLLbIO
cepTnduKara, NogN1MCaHHOro
LIC, He no3BonseT BblgaBaTb
cebn 3a gpyroe nnLo 1
nonyuatb
HeCaHKLMOHVPOBAHHbIN
poctyn.Kpome Toro, AaHHble,
nepegaBaemble MO KaHany
SSL/TLS, saBnatotca

KOTOpble UCnonb3ytoTca AnA
CBA3W MeXAY NPUHTEPaMM 1
KOMMbloTEpamMK, a Takxe
BKJIOYAET 1 OTKMoYaeT
cooTBeTCTBYyloLMEe GYHKLUN.

byHKUMAM, MOTYT ObITb
OTAENbHO BKJIIOYEHbI MU
OTKJIIOYEHbI.

nomouybto SSL/TLS. 3aLUNLLEHHbIMMT, YTO
nNpenATCTBYeT yTeyKe AaHHbIX
O MeyaTn 1 HaCTpomKe.
YnpasneHue MNo3Bonaet ynpaenatb MpoTokon unu cnyx6a, CHIVXKeHne prCKOB
npoToKonamn npoTokonamu n cayxdamu, KOTopas NpYMeHAETCA K 6e30nacHOCTH, KOTopble

MOTYT BO3HVKHYTb
BCNeacTeme
HenpeaHaMepeHHOro
MCMOJb30BaHWA, NyTemM
npeaoTBpaLLEHNA JOCTYyNa
nonb3oBaTenen K HEHY>KHbIM
byHKLMAM.

IPsec/unbrpayus IP

Bbl MOXkeTe HacTpouTb
pasgeneHue n obpesky
JaHHbIX, KOTOpble MOCTynaloT
C OnpefeneHHoro KnneHTa
VNN OT KNNEHTOB
onpegeneHHoro Tuna.Tak Kak
IPsec 3awmuaeT aaHHble B IP-
naketax (lwndposaHue 1
npoBepKa NOANHHOCTH),
MOXHO 6e30nacHo
1CNoNb30BaTh
He3allyMLLEHHbIA NPOTOKON.

Co3paiite 6a30Byt0 NONNTUKY
W VHOVBWAYaNbHYIO NONUTHKY
A5t HACTPOMKM KIIVEHTa UK
TVNa faHHbIX, KOTOpble MOTyT
nepefasaTbCsA Ha NPUHTEP.

O6ecneybTe 3aluUTy OT
HEeaBTOPM30BAHHOTO
[OCTYNa, a Tak»Ke B3/I0Ma U
nepexsaTa jaHHbIX BO Bpems
CBA3M C NPUHTEPOM.
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HasBaHue Tun dpyHKUUN Yr1o onpepenatb Yro npepgoTBpawiatb
IEEE802.1X MNo3BonAet nogknoyaTbCA HacTporika npoBepku 3awmra ot
TONbKO MONb30BaTeN!io, NOAJIMHHOCTY Ha cepBepe HeaBTOPU30BaHHOr0O AOCTYMa
KOTOPbIN NpoLLen NPOBEPKY RADIUS (cepBep npoBepku K MPUHTEpY 1 ero
noanuHHocTtn B cetn Wi-Fin MOANIMHHOCTN). HeLeneBoro NCNoJsib30BaHKA.

Ethernet.lNo3Bonser
MCMosb30BaTb MPUHTEP
TOJIbKO aBTOPV30BaHHOMY
nosnb3oBaTenio.

CooTtBeTcTBYIOWAA MHpopMmauua

= «Css3b ¢ npunTepoM uepes SSL/TLS» Ha cTp. 72

= «YnpaB/eHue UCIIONb30BaHeM TIPOTOKOIOB» Ha CTP. 78

= I1IudpoBaHHbLL KaHAN CBA3Y ¢ MCIIONb30BaHueM IPsec/unbrpanmu [P» Ha cTp. 82

= Jlopxmouenue npuntepa K cetnt IEEE802.1X» Ha cTp. 94

Hactpoukun ¢pyHKLMI1 6e3onacHOCTM

ITpu nactpoiixe IPsec/punprparpyu IP nnu IEEE802.1X pekomenpyeTcst oTKpbiTh Web Config ¢ ncnonbp3oBanuem
SSL/TLS pst mepefayyt [aHHBIX IO HACTPOIIKAM, YTOOBI CHU3UTD PUCKM 6€30IaCHOCTY, TaKyie KaK B3/IOM WK
IepexBaT JaHHBIX.

Kpowme Toro, moxxao ucnonb3oBatb Web Config mocpencTBoM IMOAK/IIOUEHN IIPUHTepa HAPAMYIO K KOMIIBIOTEpPY
yepes kabenb Ethernet c mocnenyromum BBoom IP-anpeca B Be6-6paysep. IIpuHTEep MOXKeT OBITH MOAKITIOYEH K
6e30I1acHOI cpefie IIOCTIe 3aBepIIeHN HacTpOoeK 6e30I1acHOCTH.

CBA3b C npuHTEepOM yepes SSL/TLS

Ecnu ceprudukar cepBepa 3aaH ¢ ucronp3oBanueM npotokonoB SSL/TLS, Bbt MoxkeTe mndpoBath KaHas CBA3K
MeX/ly KOMIIbIOTepaM. JTO C/lefiyeT IPUMEHATD B CIIy4YasX, KOrja HeoOXOAMMO NPefOTBPATUTD Ya/IeHHBII U
HeaBTOPM30BAHHBII JOCTYIL

O undppoBom cepTudPmkare

A Cepruduxkar, mognucanusii 1]C

310 ceprudukart, nognucannsbiit LC (nertpom ceprudukanyn).Ero MOXXHO OMY4nTh, YTOOBI OTIPABUTD B
LEeHTp cepTUGUKann.ITOT cepTUUKAT IOATBEPXK/AET IPUCYTCTBIE IPUHTEPA U UCIIONb3YEeTCS IS
coegunennst SSL/TLS, mo3Bomnsas obecneunts 6€30IaCHOCTD Iepefady JaHHBIX.

Ins coepunenus SSL/TLS oH ucnonbayercs Kak cepTndUKaT cepsepa.

Ins IPsec/dunbrpanym IP wan cesasu IEEE802.1x oH ucIonb3yeTcs Kak cepTuUKAT KIMEeHTa.
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A Cepruduxkar LIC

310t ceprudumkar npunamrexut e Ceprudukar, nogmucanubiit IIC 1 HaspIBaeTCS TAKKe
npoMexxyTouHsiM ceprudukarom IIC.OH ucnonp3yercs Be6-6pay3epoMm [is IOATBEPXKAEHNS Iy TH
cepruduKara IpuUHTepa IPU JOCTYIIE K CepBepy TpeTbell CTOPOHbI MK K cpeacTBy Web Config.

s cepruduxara [IC He06X0AMMO YCTAaHOBUTb MOMEHT IIOATBEP)KAeHN:A Ty TH cepTudukaTa cepsepa mnpu
focTyre ¢ npuHTepa.llyis npuHTepa He0OXOAMMO YCTAHOBUTD ISl TOATBepKaeHus mytn Ceprudukar,
nopmucanHbiii LIC ms coemmuenus SSL/TLS.

Cepmnduxar LIC npuHTEpa MOXXHO IIOTYYUTD B LIEHTPE CepPTU(UKALINY, BHIITYCTUBIIEM 3TOT CEpPTU(UKAT.

Kpowme Toro, ceprudukar LIC 11 nonTBep>KAeHNs cepBepa TpeTbell CTOPOHBI MOXKHO IIOTTYYUTbh B LIEHTpe
ceprudukauny, spinycrusieM Ceprugukart, nogmcannsiit IJC gpyroro cepsepa.

(J CamomnopmnycaHHbI cepTuduKar

ITOT cepTUNKAT IPUHTEP MOAIMUCHIBAET I BBITYCKaeT CaMOCTOSTeNbHO.OH Tak)Ke Ha3bIBaeTCsI KOPHEBBIM
ceptudukaroM.Ilockonbky uspaTensp cepTUUIMPYeT caMoro cebs, 3STOT BApUaHT He HaJieXKeH 1 He
[pefoTBpaIaeT BbIgauy cebst 3a PYIuX nL,.

Vicnionp3yiite ero mpy yCTaHOBKe HACTPOeK 6e30IIaCHOCTI M YcTaHOBKe IpocToit ¢Bsidu SSL/TLS 6es
mexannsma Ceprudukat, nopnucannsiii [IC.

ITpu ucnonpsoBanuy faHnHoro cepru¢ukara mus csas3u SSL/TLS B Be6-6paysepe MOIyT 0TOOpaskaThCs
CO061IeHNs CHCTEMbI 6€30IIaCHOCTH, IOCKOTIbKY CepTU(IKAT He 3aperviCTPUPOBAH B
6paysepe.CaMONOAINCAHHBII CepTMUKAT MOXKHO MCIIONB30BATh TONBKO A/t cBsisy SSL/TLS.

CooTBeTcTBYOWAA UHPopMaLumsa

= «[lonydenne u umnopt ceprudukara, nogmucanuoro LIC» Ha crp. 73
= «Ynanenue ceprudukara, nopnucannoro [1C» Ha ctp. 76

= «O6HOBNIEHNE caMO3aBepsAoLIero ceprudukara» Ha cTp. 77

MonyuyeHne n umnopt ceptudpukara, nognnucaHHoro LiC

MonyueHue cepTudpukara, nognucaHHoro LC
[ns monyvenns ceprudukara, nogmcansoro LIC, cozgaiite sanpoc Ha nmopmucanue cepruduxara (CSR) un
OTIpaBbTe ero B IeHTp cepruduxanumn.Cosparb CSR moxHo ¢ nomoupio Web Config u komibiotepa.

Ins cospanusa CSR u nony4enus ceprudukara, nopnucansoro 1C, npu nomomn Web Config Beinonnute
cnepyoniye gevicrusa.IIpu cospanum CSR ¢ momorsio npunoxenus Web Config cepruduxar umeer popmar
PEM/DER.

1. Boiipure B Web Config 1 Boibeprte Bxnanky BesomacHocTs cetn.[lanee Boibepure SSL/TLS > Cepruduxkar,
umn IPsec/®unprpauysa IP > Ceprudukar xmmenra, win IEEE802.1X > CepTudukar KiameHra.
He3saBucumo oT BHIOpaHHOTO apaMeTpa, BbI HOMYYUTE ORUH U TOT >Ke CepTU(IUKAT, KOTOPBIL MOXXHO
UCTIONB30BaTh BO BCEX CITyYasdX.

2. Haxwmure Chopmuponats B paspene CSR.

Otobpaxkaercst crpannia ast cozganust CSR.
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3. BBeJII/[Te 3HAaYCHME /1A Ka>KIOTO 3JIEMEHTA.

IIpumeuanue:

ﬂocmynﬂaﬂ ONUHA KA4A U COKpauLeHUs pasnu4aromcs 6 3a8UCUMOCU Om UeHmpa cepmug’mmuuu.Cosaaﬁme
3anpoc e coomeemcmeuu ¢ npasuiamu Ka#0020 ueHmpa cepmudﬁumuuu.

4. Haxmure OK.

OTtob6paxaercst co00O1IIeHIEe O 3aBEPIIEHNA.

5. Beibepure Bknanky besomacHocTh cetn.[lanee Bei6epute SSL/TLS > Ceptuduxkar, wiu IPsec/@Punprpanms
IP > Ceptuduxkar xnmenra, win IEEE802.1X > CepTudukar KimeHra.

6. Haxwmure Ha ofHy 13 KHOIIOK 3arpysku u3 CSR B cOOTBETCTBUM C 3aaHHBIM (OPMATOM KaXX[JOTO LIEHTpa
ceprudukanuy fns sarpysku CSR Ha KoMIIbIOTep.

g Baxcno:

He co3dasatime CSR nosmopto,max kax umnopm Cepmuguxam, noonucanuviti LJC moxem okazamocs

HEeBO3MOIMHDIM.

7. Ornpasbre CSR B ieHTp ceprudukanuy u noryunre Ceprucuxar, nogmcanusii IC.

Cobmogaitte MeTof, 1 GOpMY OTIIPaBKM, YCTAHOB/ICHHBIE KaXX/IBIM LIEHTPOM CepTU(UKALIUIL.

8. Coxpannre nonydennslit Ceprudukart, nogmnucanssiit IJC Ha KoMIIbIoTepe, IOAK/IIOYEHHOM K IIPYHTEPY.

[Tpouenypa nonydyenus Cepruduxar, nognucanusiit IJC 6yzmeT saBepiiieHa Ipy COXpaHeHUN cepTuduKara

Iory4aTeneM.

Mapamempeol Hacmpoliku CSR

MapameTpbli

HacTpoiiku n ux onvucaHmne

[OnnHa Kntoya

Bbi6epuiTe anvHy Kntoua gna CSR.

Ob6uee nma

[nvHa moxeT cocTaBnATb oT 1 o 128 cumonos. Ecnu 310 IP-agpec, To OH fomkeH
6bITb cTaTUUYeckmm. MoxkHo BBecTr oT 1 fo 5 IPv4-agpecos, IPv6-agpecos, nmeH
XOCTa, NOJIHbIX JOMEHHbIX UMEH, pa3fenaa ux 3anaTbiMu.

MepBblIll aneMeHT coxpaHAeTcA B 0OLLEM MEHN, @ APYri/e 3NIeMEeHTbl COXPaHAITCA
B NoJie NceBAoHNMa TeMbl cepTudurKaTa.

Mpumep:
IP-agpec npuHTepa: 192.0.2.123, numa npuHtepa: EPSONA1B2C3
O6uwee nma: EPSONA1B2C3,EPSONA1B2C3.local, 192.0.2.123

Opranun3zaunsa/ OpraHn3aumnoHHoe
nogpasgeneHune/ HaceneHHbIn NyHKT/
LWrat/MpoBuHuUKnA

Beegute ot 0 o 64 cumeonos B ASCII (0x20-0x7E). Paznuuatowmeca nmeHa MO»KHO
OTAENATb 3anATbIMU.

CrpaHa

BBegmTe KoA cTpaHbl Kak ABY3HauyHOe Yyncno no ctaHaapty ISO 3166.

Anpec 3J1. NOYTbl OTNPaBUTENA

MoXHo yKa3aTb agpec 31eKTPOHHOW MOYTbl OTNPABUTENA AN1A COOTBETCTBYOLLEro
napameTpa NnoyToBOro cepBepa. AApec 31eKTPOHHOW NOYTbI yKa3biBaeTcA B
napameTpe Agpec 3. nouTbl oTnpaBuTens (Bknagka Cerb > CepBep 3. NOUTbI
> OCHOBHbIE).
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CooTBeTcTBYIOWAA MHpopmaLus

= Ilonyuenne ceprudukara, nognucantoro 11C» Ha cp. 73

UmnopTt ceptndunkara, nognmucaHHoro LIC

Vmmoptupyiite nonydenssit Cepruduxar, nognucannslit [IC Ha npuHTep.

Baxcno:

1 Y6eoumecw, umo dama u epems npunmepa ycmaroesnervt npasunvHo.Cepmugpuxam moxem Oviimb
HedeticmeumenvHvIM.

[ Mmnopmupytime cepmuguxam eOuHo#ovt 8 cnyuae, ecnu oH 0vin co3darn 6 Web Config.

1. Boiipure B Web Config 1 Boibepute Bkanky BesomacHocTs cetn.[lanee Boibepure SSL/TLS > Cepruduxkar,
i IPsec/®unprpanms IP > Ceprudukar xnmuenra, wiu IEEE802.1X > CeprugukaT KimeHTa.

2. Haxwmure mmopt
OTtob6parkaeTcst CTpaHNI[a UMITOPTA CepTUdUKATa.

3. Bsepure 3HaueHue JI KaX0ro sneMenTa.Ecu 1y goctyna Kk IpuHTepy UCIOIb3yeTcs Beb-Opaysep, TO Ipu
nposepke yTu cepruduxara ycraHosure Ceprudukar IIC 1 u Cepruduxar I1C 2.

Oo6s3aTenbHBle HACTPOIKM pas/IMYaloTC B 3aBUCUMOCTH OT popMaTa daiiia ceprrduKara 1 OT TOTO, Ife ObIT
cospaH CSR.BBenyre 3HaueHNA HEOOXONVIMBIX TApaMETPOB B COOTBETCTBUM CO CIIEAYIOIIMMM YKa3aHUAMIL.

d Cepruduxar popmara PEM/DER nonyuen us Web Config.
(J 3akpsIThIiT KIIOY: He HACTPANBAIITe, IOCKO/IBKY IIPMHTEP COAEP>KUT CEKPETHBIN KITI0Y.
[ ITaponb: He HacTpauBaiiTe.

1 Cepruduxar IIC 1/Cepruduxat IIC 2: Heobs13aTeIBHO

1 Cepruduxar popmara PEM/DER nonyueH ot KOMIIbIOTepa
(J 3akpbIThIi KITIOY: YCTaHOBMUTE.
(1 ITapons: He HacTpauBaliTe.

1 Cepruduxar IIC 1/Cepruduxat IIC 2: Heobs13aTeIBHO
1 Cepruduxar popmara PKCS#12 nomydeH ot KoMIbioTepa

(J 3akpbIThIil K/II0Y: He HACTpaMBaIiTe.
(J ITapons: Heobs3aTENBHO.

d Cepruduxar IIC 1/Cepruduxar IIC 2: He HacTpansaiite.

4. Haxmure OK.
OTtobpakaetcst coobIeHE O 3aBEPIIEHUN.

IIpumeuanue:
Hammume Iloomeepoumv 07151 nposepku undopmanuu o cepmugpurxame.

CooTBeTcTBYIOWaA NHopmauua

® «Jocryn k npunoxernio Web Config» Ha cTp. 24
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= «Bxop B cucreMy npunTepa ¢ momomsio Web Configy Ha cTp. 42

= «IlapameTpbl HACTPOJIKK MMIIOPTa cepTuduKaTa, oamcannoro LIC» Ha cTp. 76

Mapamempel Hacmpoliku umnopma cepmugukama, noonucasHozo LjC

MapameTpbli Hactpoiku n nx onncasme

Ceptuoukat cepsepa nnm Ceptndukatr | Bblbepute dpopmaT ceptndukarta.

KrnneHTa
Ona coegnHeHna SSL/TLS otobpaxaetca CepTudukar cepaepa.

Ona IPsec/dunbrpauun IP unu IEEE802.1x oTobparkaeTca CepTudurKaT KNnveHTa.

3aKpbITbI KoY Ecnu nonyueH ceptudukat B popmate PEM/DER ¢ nomoLbio 3anpoca CSR,
CO3[aHHOrO Ha KOMMbloTepe, HeoOXoAMMO yKa3aTb paiin ceKpeTHOro Kioua,
KOTOpPbIi COOTBETCTBYET CcepTUdMKaTY.

MNaponb Ecnn popmar storo dpaiina — CepTudukar ¢ 3akpbiTbim Kntrouom (PKCS#12),
BBeAMTE MNApOonb Ans Wndpa CEKPETHOro Kioya, NpefoCcTaBieHHbI BaM BMecTe C
3TUM CepTUPMKATOM.

Ceptuoukat LIC 1 Ecnn dopmart storo ceptudpukata — Ceprudukar (PEM/DER), umnoptupyiite
ceptudukart LIC, koTopbiii BbigaeT CepTudunkart, noanucarHbin LIC, ncnonbsyembii
Kak cepTnduKaT cepepa. YkaxuTte daiin, ecnm Heobxoanmo.

Ceptuoukar LIC 2 Ecnn dopmart atoro ceptudpukata — Ceprudukar (PEM/DER), umnoptupyiite
ceptudukat LIC, koTopbiii BblgaeT ceptuounkat Ceptudumkat LIC 1. YkaxuTe dain,
€csn Heobxoarmo.

CooTtBeTcTBYIOUAA MHPopMaLuA

= «VImnopr ceprudukara, nogrmucannoro L{C» Ha ctp. 75

YnaneHune ceptudpukara, nognucanHoro LiC

MMHOPTI/IPOBaHHbe/I CepTI/I(l)I/IKaT MOJXHO Ya/INTh, €CIIN CPOK I[ef/lCTBI/IFI CepTI/I(l)I/IKaTa JICTEK MM KOTga HET
HeO6XOJII/IMOCTI/I I.HI/I(prBaTb COE€IMMHEHNE.

g Baxcno:

Hes03M03#HO n08MOPHO UMNOPMUPOBANb YOaneHHbIl ceprnuduram, ecnu oH 0L nony4er ¢ nomoubio CSR u3
npunosxcerus Web Config.B smom cnyuae cosoaiime CSR 3aH060 u nosmopHo nonyuume cepmuduxam.

1. Boiigure B Web Config n Boibeprute Bkanky BesomacHocts cetu.[lanee Boibepurte SSL/TLS > Cepruduxkar,
i IPsec/®unprpanms IP > Ceprudukar xnmenra, wiu IEEE802.1X > CeprugukaT KImneHTa.

2. Haxwmunure Yganurs.

3. B oTo6parkaeMoM coobleHNM TOATBEPANTE YAaneHMe cepTuduKara.

HacTpounka Ceptndukar LiC

I[Tpu ycranoBke Cepruduxar LIC moxxHo mpoBeputs myThb K ceptudukary LIC cepBepa, k KoTopomy obpariaercs
pUHTEP. ITO MOXET MPEXOTBPATUTh MOIIEHHIYECTBO, CBSI3aHHOE C BbIiavuelt cebs 3a APYTHUX /UL,
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Ceprudukar 1IC MOXXHO NONTYy4INTD B IleHTpe cepTuduKanyy, BpiryctusiieM Ceptndukat, nognucanssiit LC.

CooTBeTcTBYIOWaA NHPoOpMaLuA

® «[locryn k npunokeruo Web Config» Ha cTp. 24
= «Bxop B cucremMy npunTepa ¢ nomomibo Web Configs Ha cTp. 42
= «[lapamerpnl HacTpoiiku CSR» Ha cTp. 74

= «VImnopr ceprudukara, nogmucannoro L[C» Ha ctp. 75

Umnopt Ceptudpmkar LiC

Vmmoptupyitte Ceptuduxar LIC Ha mpuHTep.

1. Boiipure B Web Config 1 Boibepute Bk1anky BesomacHocTs cetn > Cepruduxar IIC.
2. Haxwmure Imnopr.

3. Vkaxwnre Ceprudukar IIC, KoTOpbIii HEOOXOANMO UMIIOPTUPOBATD.

4. Haxmure OK.

ITocre 3aBepiieHNs MMIIOpTa BbI BepHeTech Ha 3kpaH Ceprudukar IIC, rae 6ymet oTo6parkaTbes
nmmnoptuposanHsii Cepruduxar LIC.

YnaneHne Ceptudukar LIC

MoxxHo yganmuTb umuoprupoBannbiii Cepruduxar LIC.

1. Boiipure B Web Config 1 Boibepute Bk1anky BesomacHocTs cetn > Cepruduxar IIC.
2. Ilenxuure Ymamutp psigom ¢ Ceptuduxar LIC, KOTOpPBIit HEOOXO[MMO YAATUTD.

3. B nosBuBLIEMCs COOOLIEHNN IORTBEPANTE YhaIeHe CepTIdUKaTa.

4. lenxuure Ilepe3arpyska ceTu u ybenurech, 4To ynaneHHsii ceprugukar LIC orcyTcTBYeT Ha 0OHOB/IEHHOM
9KpaHe.

CooTtBeTcTBYIOULAA MHPoOpMaLuA

= «Jloctyn k npunoxernio Web Config» Ha ctp. 24

= «Bxop B cucteMy npunTepa ¢ momomiso Web Configy Ha cTp. 42

O6HOBNEeHne camo3aBepsioLlero ceptupumkarta

HOCKO)’[bKY CaMOHOHl’II/IcaHHblf/l CepTI/I(bI/IKaT BBINYIIE€H IIPMHTEPOM, €r0 MOXHO 06HOBUTD IIpy NCTEIEHUN CpOKa
HCﬁCTBMﬂ VM IpN UBMEHEHMM COOTBETCTBYIOLIETO COAEPKMMOTO.

1. Boitaure B Web Config u Bei6epute Bknanky besomacHocTs cetn tab > SSL/TLS > CepTuduxkar.

2. Haxmnre O6HOBUTD.
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3. Bsegure OOmee nms.

Mosxno BBecTu 10 5 IPv4-afpecos, IPv6-agpecos, MMeH X0CTa, IIOTHBIX JOMEHHBIX MIMEH J/IMHOM OT 1 mo 128
CHMBOJIOB, pasfie/isisa UX 3anATbIMM. [lepBblit TapaMeTp coxpaHsAeTcs B 001eM MMeHN, a pyrue apaMeTpbl
COXPAHSIIOTCSI B IIOJIE TICEBJOHMMA TEMBI CepTUdUKATA.

ITpumep:
IP-agpec mpunTepa: 192.0.2.123, uma npuntepa: EPSONA1B2C3
O6iee nmsa: EPSONA1B2C3,EPSONA1B2C3.local, 192.0.2.123

4. Ykaxmure CpoK feiicTBus cepTuduKara.

5. Haxwmure Cnegyrommi.

OrobpakaeTcs 3apocC NOATBEP>KACHUA.

6. Haxmute OK.
Hacrpoiiku nmpuHTepa 06HOB/IEHBI.

IIpumeuanue:
Cepmudgpuxam moxcHo nposepumv Ha éxnadke Besonacnocmv cemu > SSL/TLS > Cepmugpuxam > Camonoonucannuoii
cepmugurxam, wienxrys Iloomeepoums.

CooTtBeTtcTBYIOWAA nHopMmaLua

= «Jloctyn k npunoxernio Web Config» Ha ctp. 24

= «Bxox B cucreMy npuHTepa ¢ nomouibio Web Configs Ha crp. 42

yn paB/ieéHne ncnoJjib3oBaHnem nNpoToKoJioB

MoxxHo I1€9aTaTb, MICIIO/Ib3Ys pa3/IMMIHbIC CII0CO6BI U IIPOTOKOJIBI.

OI‘paHI/I“H/IBaﬂ VICIIO/Ib3OBaHM € OIIPENEIEHHDIX CII0cO60B IeyaT u KOHTPpONMMPYA JOCTYIIHbIE (1)YHKIH/H/I, BbI
MOJKETE CHU3UTD BEPOATHOCTD BO3SHNKHOBEHNA HENIPEABUIEHHDIX YI'PO3 6e30IacHOCTM.

YnpaBrneHune npoToKonamm

HacTpoiiTe mapameTpbl IPOTOKOJIOB.

1. Boiipure B Web Config 1 Boibeprte Bknanky BesomacHocTs cetn > IIpoTokon.
2. BpImomHNUTE HACTPONIKY KaXKIOTO 3/IEMEHTA.

3. Haxwmute Cnegyrommi.

4. Haxwmure OK.

Hactpoiiku 6ynyT mpuMeHeHbI Ha IpUHTepe.
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npOTOKOﬂbI, KOTOpPbI€ MOXHO BKJIOYNTDb N BbIKNMIO4YANTD

MpoTokon

OnucaHme

MapameTpbl Bonjour

MoxHo yKa3aTb, cnefiyeT im ncnonb3osaTb Bonjour. Bonjour ncnonb3yetca ana noncka
YCTPOWCTB, Neyatu u np.

MNapameTpbl SLP

MoXXHO BKNOUNTb NNK OTKAUMTL GyHKUMIO SLP. SLP ncnonb3yetca ansa ckaHMpoBaHua no
TexHonoruu push u ceteBoro novcka B EpsonNet Config.

MapameTpbl WSD

Mo>HO BKMOUMTb nnm oTKounTb GyHKUMIo WSD. Ecnv GyHKUMA BKIIOYEHa, MOXHO
no6asnATb yctporictea WSD v neuvatatb € ucnonb3osaHvem nopta WSD.

MapameTpbl LLTD

MoXHO BKNOUNTb UKW OTKNOUNTL GyHKUMIo LLTD. Ecnun dyHKUMA BKNtoUeHa, oHa
oTobpaxkaeTca Ha KapTe cetn Windows.

MNapameTpbl LLMNR

Mo>XHO BKNOUMTb Mnn oTKNoUMTb GyHKUMIo LLMNR. Ecnv dyHKUMA BKAOYEHa, MOXKHO
pa3peLatb MMeHa 6e3 ncnonb3oBaHus NetBIOS, faxe ecniv HEBO3MOXKHO Ucnonb3oBaTtb DNS.

MapameTpbl LPR

MoxHo yKa3zaTb, pa3pelumnTb Ui 3anpetutb neyatb yepes LPR. Ecnv napametp BknioueH,
MOXHO neyvataTb Yepes nopt LPR.

MapameTpbl
RAW(MopT19100)

MoHo yKa3aTb, cnefiyeT nu paspeLwmnTb neyaTb yepe3s nopt RAW (nopt 9100). Ecnn napameTp
BKJIIOUEH, MOXHO neyataTtb yepes nopt RAW (nopt 9100).

MapameTtpbl IPP

MoxHo yKa3aTb, cneglyet nu paspewmnTb neyatb yepes IPP. Ecnv napameTp BK/OUYEH, MOXXHO
nevaratb Yepes MHTepHeT.

MapameTtpbl SNMPv1/v2c

MoxHo yka3saTb, cnegyeT N1 BKN0YUTb unu Boiknountb SNMPV1/v2c. 3TOT npoTokon
NCMOoNb3yeTca ANIA HACTPONKUN YCTPOMCTB, MOHUTOPUHIA U T. .

HacTtpoiikn SNMPv3

MoxHo yKazaTb, ceflyeT N BKIOYMTb Ui Bbiknountb SNMPV3. 3T1oT npoTtokon
ncnonb3yeTtca AnA HaCTPOMKM LWNPPOBAHHBIX YCTPONCTB, UX MOHUTOPWHIa 1 Np.

DneMeHTbl HaCTPOMKN NPOTOKONOB

ITapamerpsr Bonjour

MapameTpbl

3HauyeHve 1 onnucaHne napameTpoB

Wcnonb3osatb Bonjour

Bbi6epuiTe 3TOT NapameTp AnA Noucka nnm NCnonb3oBaHnA
YCTPOWCTB C nomoLbto Bonjour.

Wma Bonjour

OTobpaxaeT uma Bonjour.

Cny»xebHoe nma Bonjour

OTobparkaeT umsa cny»<6bl Bonjour.

PacnonoxeHwne

OTobpakaeT uMa MecTononoxeHus Bonjour.

MpropuTeTHLIN NPOTOKON

BbibepurTe NpoTOKON BbICLIEro NpUopuUTeTa A1A NeYaT C Uc-
nonb3oBaHvem Bonjour.

Wide-Area Bonjour

YcTaHOBWTE, HEOOXOAMMO NN UCMoNb30BaTb pexum Wide-
Area Bonjour.

[Tapamerpst SLP
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MapameTpbl

3HauyeHve 1 onnucaHne napameTpoB

Bkntountb SLP

BbibepuTe 3TOT NapameTp Ana BKaoueHnUa GyHkumm SLP.

JTOT NapameTp ncnonb3yeTca, Hanpumep, yHKLUMen noncka
B cetn EpsonNet Config.

ITapameTpsr WSD
MapameTpbl 3HaueHve 1 onncaHue NnapameTpoB
Bkntountb WSD BbibepuTe ana BknoueHnA JobaBneHnA yCTPONCTB € No-

mowpbto WSD, a Takke neyatu 1 CKaHMPOBaHMA C NopTa
WSD.

Bpems oxugaHua nevatn (c.)

BBegunTe 3HaUeHWe BpeMeH OXMaaHWA CBS3U AN neyatu
WSD ot 3 go 3600 cekyHa.

Wma yctponctsa

OtobpakaeT umsa yctporictea WSD.

PacnonoxeHue OTo6pakaeT umsa mectonosnoxerusa WSD.
[Tapametper LLTD
MapameTpbli 3HauyeHMe 1 onucaHne NnapameTpoB

Bkntountb LLTD

BbibepuTe 3TOT NapameTp ana BkAoyeHus LLTD. MpuHTep
oTobpaxaetca Ha kapTte cetn Windows.

Wma ycTponctea

OtobparkaeT nmsa yctporictea LLTD.

ITapameTrpst LLMNR

MapameTpbli

3HauyeHve n onnucaHne napameTpoB

Bkntountb LLMNR

BbibepuTe 3TOT NapameTp ana BkodeHnsa LLMNR. MoxHo
pa3peLaTtb nMeHa 6e3 ncnonb3oBaHus NetBIOS, naxe ecnm
HEeBO3MOXHO ncrnonb3osatb DNS.

ITapameTpnr LPR

MapameTpbl

3HauyeHve 1 onnucaHne napameTpoB

Paspewntb nevatb yepes nopt LPR

BbibepuTe, UTOOBI pa3pewnTb NevyaTb ¢ nopTa LPR.

Bpems oxugaHuma neyatn (c.)

BBeauTte 3HaueHne BpemeHn oxkmaaHma ana nevatn LPR ot 0
10 3600 cekyHg. Ecnn HeT HeobxoAMMOCTY NCNONb30BaTh
BpemA oxumaaHua, seegute 0.

[Tapamerpsr RAW (ITopT9100)

MapameTpbl

3HaueHMe U OnrcaHne NapaMeTpoB

Pazpewntb neyatb B popmate RAW(MopT9100)

BbibepuTe ans BKNoueHUsi neyaTtn ¢ nopta RAW (nopt 9100).
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MapameTpbl

3HauyeHve 1 onnucaHne napameTpoB

Bpemsa oxungarua neyatu (c.)

BBeguTte 3HaueHne BpemeHn oxkmgaHua gna neyatn RAW
(nopT 9100) oT 0 go 3600 cekyHA. Ecnn HeT HeobXxoaNMOCTU
NCNonb30BaTb Bpema oxxmaaHus, seegute 0.

[TapameTpn! IPP

MapameTpbli

3HauyeHve 1 onnucaHne napameTpoB

Bkntounts IPP

BblbepuTe, utobbI BKAOUNTL CBA3b IPP. OTOOpakatoTca ToNb-
KO NpuHTepbI, nogaepxmusatoLne IPP.

PaspelunTb He3aWKLEHHYIO CBA3b

BbibepuTte PaspelueHo, utobbl NpyHTEpP NoaaepK1Ban
CBA3b 6e3 NpuMeHeHnA mep 6e3onacHocTy (IPP).

Bpemsa oxungarna ceasm (c.)

BeeauTe 3HaueHne BpemeHn oxkmaaHma gna nevatum IPP ot 0
10 3600 cekyHA.

URL (ceTb)

OtobparkaeT URL-appeca IPP (http u https), ecnu npuHTep
nogkntoueH K cetn. URL-agpec npeacrasnsaet cobon coyera-
Hue IP-agpeca npuHTepa, HoMepa NopTa N UMEHN NPUHTEPaA
IPP.

URL (Wi-Fi Direct)

OtobpaxaeT URL-appeca IPP (http u https), ecnu npuHTep
nogkntoueH yepes Wi-Fi Direct. URL-agpec npeacrasnaert co-
6011 coueTaHue IP-agpeca npuHTepa, HOMepa nopTa n nme-
HW npuHTepa IPP.

MmaA npuHTepa

OTtobparkaeT uma npuHTepa IPP.

PacnonoxeHne OTobpakaeT mectonosnoxeHue IPP.
[Tapamerpsr SNMPv1/v2c
MapameTpbli 3HauyeHMe 1 onucaHne NnapameTpoB
Bkntountb SNMPv1/v2c BbibepuTe 3TOT NapameTp ana BknoyeHna SNMPv1/v2c.

MNonHomoumsa [aocTyna

YcTaHOBUWTE NpaBa JOCTYNa, eCnv BKIIOYEH NapamMmeTp
SNMPv1/v2c. Boibepute Tonbko gna uteHus vy YreHne/
3anucob.

Mms coobLecTtBa (ToNbKO ANs YTEHNUA)

Beegumte o1 0 go 32 cumeonos B koguposke ASCII (cumBonbl
c kogamu ot 0x20 no Ox7E).

Mma cooblecTBa (UTeHne/3annch)

BeeguTte o1 0 go 32 cumeonos B kogupoke ASCII (cumBornbl
c kogamu ot 0x20 po Ox7E).

Hacrpoiiku SNMPv3
MapameTpbli 3HauyeHue 1 onncaHne NnapameTpoB
Bkntounts SNMPv3 Mpotokon SNMPv3 BKtoUeH, eCnm yCTaHOBNEH GNaXkoK.

Mms nonb3oBatens

Beegute ot 1 10 32 1-6aTOBbIX CUMBOJIOB.

HacTtpoiiku ayTeHTUdMKaLmm
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MapameTpbi 3HauyeHue 1 onncaHne napameTpos
Anroputm BblbepuTte anroputm nposepku noganHHocTn SNMPv3.
Maponb Besegunte naposnb Ana nposepku noganHHoct SNMPv3.

Beeaute o1 8 o 32 cumBonos B koaguposke ASCII (cumBornbl
¢ kogamu ot 0x20 go Ox7E). Ecnm He HY>KHO yKa3biBaTb 3TO
3HaueHue, oCcTaBbTE Nose NyCTbIM.

MopTBepxaeHve napons MoaTtBepauTe BbIGpaHHbIN Naponb.

HacTpolikn wndpoBaHus

Anroputm BbibepuTte anropntm windposaHus gnsa SNMPv3.

MNaponb Beegute naponb ana wudposaHua SNMPv3,

BeepuTte o1 8 go 32 cumeonos B kogmposke ASCII (cumonbl
c kogamu ot 0x20 go 0x7E). Ecnn He Hy>KHO yKa3biBaTb 3TO
3HayeHue, oCcTaBbTe Nose NyCTbIM.

MoaTeepxaeHwe napons MoaTBepauTe BbIGPAHHbIV NApob.

KOHTeKCcTHOE umsa BeepuTe He 6onee 32 cumBonoB B Koauposke Unicode
(UTF-8). Ecnn He Hy>KHO YKa3biBaTb 3TO 3HaYeHWe, OCTaBbTe
none nycTtbiM. Konnyectso cMBOJIOB A1l BBOAA 3aBUCUT OT
A3blKa.

LUindpoBaHHbIN KaHaN CBA3M C UCNOJIb30BaHNEM
IPsec/dunbrpauun IP

CeepeHus o IPsec/Ounbrpaunsa IP
Mo>xxHO opraHu3oBarth GuIbTpanyio Tpaduka Ha ocHoBe IP-aipecos, cy>k6 1 IOPTOB, NCIIONb3yeMBbIX HYHKIIVEN
IPsec/dunbrpanyn IP. IIpuHTep MOXHO HACTPOUTD Ha IpYeM WV GJIOKMPOBKY OIPee/IeHHBIX KIMEHTOB 1

[aHHBIX, 00beANHAA pasHble GUIbTPBL. KpoMe TOro, ypoBeHb 6€30IacHOCTY MOXKHO IOBBICUTD, UCIIONIb3Ys
npoTokon IPsec.

HaCTpOVIKa MOJINTUKN MO YMOJTHaHNIO

HacrporiTe monmuTuky 1o yMon4anmio (feifcTBMsA 0 yMom4danuio) s punsrparnym Tpapuxa.llomruka mo
YMOMTYAHNIO PACIPOCTPAHSIETCS HAa KQKZOTO [O/Ib30BATE s VTN TPYIIIY IIO/Ib30BaTeIel, MMEIOIIYIO TOAK/II0UeH e
K npuHTepy.HacTpoiite rpymnoByo nommuTuKy st 60mee TOYHOrO KOHTPOJLA Hafl IIO/Ib30BATE/SIMY U TPYIIIIAMU
TI0/Ib30BATEIEN.

1. Boiipure B Web Config 1 Boibepnte Bxnanky BesomacHocTs cetn > IPsec/@unprpanus IP > OcHoBHble.

2. BBemure sHavyeHMe NI KaXKAOTO 97€MEHTA.

3. Haxwmute Cnegyrommii.

OtobpaskaeTcs 3apocC MOATBEP>KACHMA.
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4. Haxmure OK.

Hacrporiku npuHTEepa 0OHOB/IEHBIL.

CooTtBeTcTBYIOWAaA MHpopMmauua
= «Jlocryn k npunokerno Web Config» Ha cTp. 24
= «Bxox B cucreMy npuHTepa ¢ nomouibio Web Config» Ha crp. 42

= «[lapameTpbl HaCTPOIiKK B paspene CTaHAPTHAS OTUTUKA» Ha CTP. 83

MapameTpbl HaCTPpoKu B paspene CtaHaapTHaA NOANTUKA

CTaHI[apTHa}I IMOINTUKA

MapameTpbl HacTponkun n onucanne

IPsec/®unbTpaumsa IP OyHKuwmto IPsec/dunbrpaumio IP MOXHO BKIOUNTD NN BbIKMOYNTD.

[ YnpapneHue KocTynomM

Hacrpoitre cioco6 ynpasnenns Tpadukom IP-makeros.

MapameTpbl HacTponkun n onucanne

PaspewnTb goctyn BblbepuTe 3TOT NapameTp, UTOObI Pa3peLnTb NPOXOXKAEHNE HACTPOEHHbIX IP-NakeTos.
3anpeTnTb fOCTYN BbibepurTe 3TOT NapameTp, YToObl 3aNPEeTUTb NPOXOXKAEHME HAaCTPOEHHbIX |P-nakeToB.
IPsec BbibepuTe 3TOT NapameTp, UTOObI 3aNPEeTUTb MPOXOXKAEHNE HACTPOEHHbIX NakeToB IPsec.
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A Bepcusa IKE

Bei6epute snavenus IKEv1 i IKEv2 nns napamerpa Bepcus IKE. Beibepute ofHO 13 3HaueHuUIt B
COOTBETCTBUM C YCTPOMCTBOM, K KOTOPOMY HOJK/IIOYEH IPUHTEP.

1 IKEv1

ITpu Be6Ope 3Hauenns IKEv] g napamerpa Bepcns IKE oto6paskaroTcs cefyolye S1eMeHThL.

MapameTpbl HacTpoikun n onncanne

MeTop ayTeHTUdUKaUmn BbibepuTe nyHKT CepTudmKat ans nosyyeHvsa n nMnopTa ceptrdmrKaTa, NoanmMcaHHOro
LcC.

MpepBapuTenbHbIN Koy Mpw Bbibope 3HaueHuA NMpeaBapuTenbHbIN KNtoY AnA napametpa Metopg,
ayTeHTUUMKaLMM BBeMTE NpeABapUTeNIbHO 3alaHHbIN KMoy AnuHoi ot 1 go 127
CMMBOJIOB.

MoptBepanTb MofTBepanTe BbIOPaHHbIN KoY.

MpenBapuTenbHbIN KoY

1 IKEv2

ITpu Be6Ope 3Hauennsa IKEv2 g napamerpa Bepcns IKE otobpaskaoTcs cefyomye S1eMeHThL.

MapameTpbl HacTpoiikn n onucaHue

JlokanbHo MeTtop BbibepuTe nyHKT CepTudmKatr ansa nonyyeHnsa n nmnopTa ceptndurkara,
ayTeHTUdMKaumum nopnucanHoro LC.
Tun ID Mpw BbiGope 3HaueHus MpeaBapuTenbHbIN KNOY A5 napameTpa Metopg

ayTeHTUGUKaLUMM BbibeprTe TUN NOEHTUPMKATOPA NPUHTEPa.

ID BeeawuTte ngeHTMdUKaTOP NPUHTEPA, KOTOPLI COOTBETCTBYET BbIOPAHHOMY
™My naeHTndmKaTopa.

B kauecTBe nepBOro CMMBOJa Hefb3A NCNOMb30BaTb CUMBONbI @, # 1 =.

OTnununtenbHoe umsa Beegute ot 1 fo 255 1-6antosbix cumeonos ASCII (c
kogamu ot 0x20 go 0x7E). B cTpoke gonxeH npucyTcTBOBaTb CMMBON =.

IP-agpec Ykaxute IP-agpec B popmarte IPv4 nnu IPve.

FQDN Beepgute cTpoky anvHom ot 1 4o 255 cumsonos. MoxHO ncnosnb3oBaTtb
cumBonbl oT A o Z, ot a fo z, 01 0 fo 9, peduc (-) n Touky (.).

Appec an. noutbl Beegute ot 1 go 255 1-6aintoBbix cmeonos ASCII (c kogamu
o1 0x20 go 0x7E). B cTpoke goneH NpucyTCTBOBaTb CUMBOS @.

ID knwoua Beeaute ot 1 go 255 1-6antosbix cumsonos ASCII (c kogamu ot 0x20

no Ox7E).
MpepBapuTenbHbIN Mpwu BbIGOpE 3HaueHns MpeaBapuTenbHbIN KNtOY A451A napametpa Metop
Koy ayTeHTUGUMKaLMM BBeANTE NpeABapUTENIbHO 3aflaHHbIV KNloY AMHONM oT 1 Ao

127 cuMBONOB.

MNopTtBepguTb MoaTeepaunTe BbIOPAHHDIN KoY.
MpenBapuTenbHbIN
Koy
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MapameTpbl

Hactpoiiku n onucanve

YnaneHHo MeTop,

Bbibepute nyHKT CepTudmKart ans nofayyeHus n MMnopTa ceptndrkara,

ayTeHTndMKaumnm nognucanHoro LC.

Tun ID

Ecnv pna napameTpa Metoa ayTeHTUdUKaumum 6bino BbIOpaHO 3HaueHve
MpepBapuTenbHbIN KoY, BbibepuTe TUN naeHTUdUKaTOPa ANA YCTPONCTB],
NMOAJIMHHOCTb KOTOPOrO ClieayeT NPoBepPUTD.

Beepute ngeHTMdMKaTOp NPUHTEPa, KOTOPbI COOTBETCTBYET BbIOPAHHOMY
TNy naeHTndMKaTopa.

B kauecTBe rnepBoro CMMBOJIa Heflb3A NUCMOSIb30BaTb CUMBOJIbI @, # N =.

OTnuuntenbHoe nmsa Beegute ot 1 go 255 1-6antosbix cumeonos ASCII (c
Kogamu ot 0x20 go 0x7E). B cTpoke fomnxeH NpucyTCTBOBaTb CUMBON =.

IP-agpec Ykaxute IP-agpec B popmarte IPv4 nnu IPv6.

FQDN Beegute cTpoky anvHom ot 1 4o 255 cumsonos. MoXHO UCnonb30oBaThb
cumBonbl oT A fo Z, oTa go z, 01 0 1o 9, geduc (-) u Touky (.).

Appec an. noutbl Beegute ot 1 go 255 1-6aitoBbix cumeonos ASCII (c kopamun
o1 0x20 go 0x7E). B cTpoke goneH NpncyTCTBOBaTb CMBOS @.

ID knoua Beegute ot 1 go 255 1-6anTtosbix cumeonos ASCII (c kogamu ot 0x20
o Ox7E).

KNy

MpepBapuTenbHbIN Mpw Bbi6Ope 3HaueHUA MpeaBapuTenbHbIN KNtoY AnA napametpa Metop,

ayTeHTUGUKaLMM BBEANTE NPeABapUTENIbHO 3aflaHHbI KIoY A/IMHON oT 1 go
127 cumBONOB.

MoateepanTb

KoYy

MpenBapuTenbHbIN

MofTBepanTe BbIOPAHHBIN KoY.

1 ®opMupoBaHue NAKETOB JaHHBIX

HacTtpoitte pe>xuM MHKanCynanuy npu Beibope sHauenns IPsec /s napamerpa YipasiieHye JOCTYIIOM.

MapameTpbl

Hactpownku v onucaHue

Pexkum nepepaun

BblbepurTe 3TOT NYHKT, eC/Ivi IPUHTEP MCMONb3yeTcs B pamkax ogHol JIBC. IP-nakeTbl 4-ro
unm 6onee BbICOKOTO YPOBHSA WNdpPYIOTCA.

TyHHENbHbIN pexnm

BblbepunTe 3TOT NapameTp, ecniv NPUHTEP UCMONb3yeTcA B CETU C BbIxoAoM B VIHTepHeT,
Hanpumep IPsec — VPN. 3aronoBok v faHHble IP-nakeToB WundpytoTca.

YpaneHHbin wnto3(TyHHenbHbIN pexkum) Mpu Bbibope 3HaueHVA TYHHeNbHbIN peXum
ans napametpa @opmupoBaHue NAaKeTOB AAHHbIX BBEAUTE aApec LWto3a A/TMHON OT 1
0o 39 cumBoONoB.

(1 ITpoTokon 6e3omacHOCTH

Ecnu Boibpano 3HaueHne IPsec 11 mapamMeTpa YpapneHue JOCTYIOM, BbIOeplTe HY>KHbIIT ITapaMeTp.

MapameTpbl HacTpoiikun n onncaHmne

ESP BblbepurTe 3TOT NYHKT Ans obecneyeHns LeNOCTHOCTH, ayTeHTUdMKaLMKU 1 WindpoBaHUA
IaHHbIX.

AH BbibepuTe 3TOT NYHKT AnA obecneyeHnsa LENOCTHOCTY 1 ayTeHTUdMKaLUM JaHHbIX. [laxe
ecnv wWndpoBaHMe AaHHbIX 3anpeLLeHo, MOXHO NCMoNb30BaTb NpoToKon IPsec.
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PyKOBOACTBO AAMUHNCTPATOPa

PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnAa npeanpuAaTuA

(A Hacrpoiiku anrropurma

PexomeHpyetcs BoIOMpaTh 3HadeHye JIx00011 /11 BceX TapaMeTpoB WM 3HaYeHMe, OTIn4Hoe oT JI1060ii, a1
KaXgoro napamerpa. Ecu /11 HeKOTOpBIX ITapaMeTpoB BbIOpaTh JI1060i1, a 47151 OCTa/lIbHbIX IapaMeTpPOB
BapyMaHT, OT/INYHBL OT JIF000Ii, YCTPOIICTBO MOXKET He IOAAEP)KMBATh CBA3b: 9TO 3aBUCUT OT LPYTOrO
YCTpOIICTBA, Ay TEHTU(PUKALNIO KOTOPOTO BbI XOTUTE BBIIIOTHNTD.

MapameTpbl HacTpoiiku n onucaHue

IKE LWndpposaHme BbibepuTe anroputm wndpoBarua ans IKE.

DnemMeHTbl MOTYT pa3finyaTbCa B 3aBUCMOCTY OT Bepcun IKE.

AyTeHTndUKaumaA BbibepuTe anropntm npoBepKn noganHHocTn ana IKE.

O6MmeH Kntoyamm BbibepuTte anropntm obmeHa Kntoyamu ans IKE.

DnemeHTbI MOTYT pa3nnyaTbCA B 3aBUCMMOCTU OT BEPCUN IKE.

ESP LWndpposaHune Bbib6epuTe anropntm wndpoBaHusa ana ESP.

370 foCTynHo, ecnu Ans napametpa ESP Bbi6paHo 3HaueHue NMpoTokon
6e3onacHocTL.

AyTeHTdUKaLMA Bbi6epriTe anroputm NPoBepKM NOANNHHOCTM Ansa ESP.

370 gocTynHo, ecnu Ansa napametpa ESP BobibpaHo 3HaueHre MpoTokon
6e30nacHOCTI.

AH AyTeHTnduKauma BbibepuTe anroputm wndposaHua ana AH.

370 pocTynHo, ecnu fna napametpa AH BbibpaHo 3HaueHve MpoTokon
6e3onacHocTh.

CooTBeTcTBYIOWaA NHopMaLuA

= «HacTpoiiKa MOMTUTHUKY 110 YMOTIAHUIO» HA CTp. 82

A
HaCTpOVI Ka NTONINTUKN rpynn
Ipynmnosas monMuTUKa — 3TO OfIHO M/IM HECKOIbKO IPaBUJI, KOTOpbIe IPMMEHMMBI K 110/1b30BaTe/I0 VI TPyIIIIe
nonb3oparesneil.llpunrtep ynpasiser IP-nmakeTaMmu, KOTOpble COOTBETCTBYIOT HACTPOEHHOI
nonutuke. Ayrentudukanus IP-nmakeToB BBIIIONHSETCS CHAYaIa B COOTBETCTBUM C TPYIIIOBOIT IIOIUTUKOI C 1 IO
10, masee mpUMeHseTCs MOIUTUKA II0 YMOTYAHUIO.
1. Boiigure B Web Config 1 Boibepute Bkanky BesomacHocts cetu > IPsec/@unprpanus IP > OcHoBHbIe.
2. JenxHuTe BKIafKy C HOMEPOM, KOTOPYIO HEOOXOAMMO HACTPOUTD.

3. Bemgure 3HaueHMe /IS KaXKAOTO dJIeMEHTA.

4. Haxmure Crnegyromi.

OrobpakaeTcs 3apocC MOATBEP>KACHUA.

5. Haxwmnure OK.

Hacrpoiiku npuHTepa 0OHOBIIEHBI.
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PyKOBOACTBO AAMUHNCTPATOPa

PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN ANnA npeanpuAaTua

CooTBeTcTBYIOWAA MHpopmaLus

= «Jloctyn k npunoxennio Web Config» Ha ctp. 24
= «Bxop B cucteMy npunTepa ¢ nomomiso Web Config» Ha cTp. 42

= «[lapameTpbl HACTPOIIKY B paszene [pymnmosas monutnka» Ha cTp. 87

MapameTpbl HacTpoiiku B pasaene lpynnoBas nonnTuka

MapameTpbli Hactpownku v onucaHue
BkntounTb 31y Mpynnosyio [PynnoByto NOANTUKY MOXKHO BKJTOUMTb USN BbIKNIOYNTb.
NONNTUKY

Ynpasnenne JocTynom

Hacrpoiite cioco6 ynpasnenus tpadukom IP-makeros.

MapameTpbl HacTponkun n onucanmne

Paspewntb goctyn BbibepunTe 3TOT NapameTp, 4ToObl pa3peLLmnTb MPOXOXKAEHNE HAaCTPOEHHbIX IP-nakeToB.
3anpetnTb fOCTYN BbibepurTe 3TOT NapameTp, YToObl 3aNPEeTUTb NPOXOXKAEHME HAaCTPOEHHbIX |P-nakeToB..
IPsec BbibepuTe 3TOT NapameTp, UTOObI 3aNPEeTUTb MPOXOXKAEHNE HACTPOEHHbIX NakeToB IPsec.

JIokanbHbIit afpec (mpuHTEP)

Bei6epure agpec IPv4 uny IPv6, cOOTBeTCTBYIOMINMII BallleMy ceTeBoMY OKpy>KeHuio. Eciu IP-afpec HasHavaeTcst
aBTOMATMYeCKM, MO>KHO BBIOpaTh ItapaMeTp VIconb3oBaTh NOTyYeHHDIT aBTOMaTIIecKn agpec IPv4.

IIpumeuanue:
Ecnu adpec IPv6 npuceausaemcst asmomamuiecku, coedurenue moxcem 6vimv nHedocmynto. Hacmpoiime cmamuueckuil
aopec IPv6.

Vmanennsiit agpec(ysen)

Beenute IP-ampec ycTpoiicTBa i KOHTpons gocryna. [Inmna IP-agpeca He [o/mKHa IpeBpIIaTh 43 CUMBOIA.
Ecnu IP-agpec He BBefieH, KOHTPONMMPYIOTCA BCe afipeca.

Ilpumeuanue:

Ecnu IP-adpec npucsausaemcs asmomamuyecku (Hanpumep, cepsepom DHCP), mo coedunenue moxcem Ovimo
Hedocmynuo. Hacmpotime cmamuueckuii IP-adpec.

Crioco6 BbI60Opa mopta

Bri6epurte crioco6 ykasaHus IIOPTOB.

(d VIms cay>x0bl

Ecnu Bei6pano 3Hauenne Mima cmyx6b1 1711 napamerpa Cnoco6 BpiGopa mopra, Beibepute HY KHBII
napamerp.
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PyKOBOACTBO AAMUHNCTPATOPa

([ IIporokon nepenaun

PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnAa npeanpuAaTuvA

HacTpoitTe pe>kuM MHKAIICYIALuy Ipu BeiOope sHaueHus1 Homep mopTa a1 napamerpa Cioco6 Bpi6opa

nopra.

MapameTpbl

HacTpoiiku n onncaHmne

JTro6oii npoTokon

BbibepuTe 3TOT NapameTp A ynpaBieHUs BCEMU TUMAaMy MPOTOKOJIOB.

TCP BblbepuTe 3TOT NapameTp AnA ynpasnieHus ogHOaAPeCHbIMU AaHHbIMU.

UDP BbibepunTe 3TOT NapameTp A1A ynpasfieHnA AaHHBIMU NPY WPOKOBeLLaTeNbHON 1
MHOroafipecHOW paccblinke.

ICMPv4 BbibepunTe 3TOT NapamMeTp A5 KOHTPOJS BbIMOJIHEHUA KOMaHAbI ping.

[ JIoka/nbHBIT TOPT

ITpu BeI60pe Homep

nmopra i1 Cinoco6 Bei6opa mopra 1 TCP unn UDP s IIporokon mepegadun

HeoOXORMMO Yepes 3aIsATYI0 BBECTU HOMepa [TOPTOB [/l YIIPaBIeH)sI BXOASALUIMMI TaKeTaMu. BBexure
MakcuMyM 10 HOMEpOB IOPTOB.

IIpumep: 20,80,119,5220

Ecnm nomep mopra He BBESEH, KOHTPOIMPYIOTCA BCE MOPTHI.

[J YmameHHBIN TOPT

[Tpu Bet60pe Homep

nopTa 17151 Croco6 Ber6opa nopra u TCP unmn UDP ns IIpoTokon mepegaun

HeoOXOMMO Yepes 3alATYI0 BBECTU HOMepa OPTOB [i/Isl YIPaB/IeHNs MCXOMAIMMM IlakeTaMu. Beeaure
MakcumyM 10 HOMEpOB ITOPTOB.

Tpumep: 25,80,143,5220

Ecnn HOMEDP IOPTa HE BBEICH, KOHTPOIMPYIOTCA BCE IIOPTHI.

Bepcusa IKE

Bei6epurte snavenus IKEv1 wi IKEv2 nns napamerpa Bepcus IKE. Boibepute ofHO 13 3HaueHuUIt B
COOTBETCTBUM C YCTPOMCTBOM, K KOTOPOMY IIOAK/IIOYEH IPUHTEP.

4 IKEvl

ITpu Be160pe sHauenus IKEv1 s napamerpa Bepcnmsa IKE oTo6pakaioTcst clIefyIomye 9/1eMEeHTBL.

MapameTpbl

Hactpoiiku n onncaHme

MeTop ayTeHTUdUKaumn

Ecnu BbibpaHo 3HaueHue IPsec ans napameTpa YnpaBneHue ocTynom, sbibeprite
HYXHbI NapameTp. Micnonb3yembiit cepTudrKaT COOTBETCTBYET MNONUTMKE MO YMONYAHUIO.

MpenBapuTenbHbIN KoY

Mpw BbibOpe 3HaueHus MpegBapuTenbHbIN KoY Ans napametpa MeTtopg,
ayTeHTUUMKaLM BBeaMTE NPeABapUTeSIbHO 3a4aHHbIN Koy AnvHon ot 1 go 127
CMMBOJIOB.

MNMoptBepanTb
MpenBapuTenbHbIN KoY

MofTBepanTe BbIOPaHHbIN KoY.
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PyKOBOACTBO AAMUHNCTPATOPa

PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnAa npeanpuAaTuvA

A IKEv2

ITpu Be160pe sHauenus IKEv2 s napametpa Bepcnsa IKE oTo6pakaioTcst clefyIomye 9/1eMeHTBL.

MapameTpbl HacTpoiiku n onucaHue
JlokanbHO Metog Ecnu BbIGpaHo 3HaueHue IPsec ansa napameTpa YnpaBneHue 4oCTynom,
ayTeHTUdMKaLum Bbl6epuTe HyKHbI NapameTp. Micnonb3yemblil cepTudmKkaTt cooTBeTCTBYET

NoONTNKE NO yMONnYyaHuio.

Tun ID Mpw Bbi6Ope 3HaueHUA MpeaBapuTenbHbIN KoY AnA napametpa Metop,
ayTeHTUUMKaLuum BbibepuTe TUN naeHTUdMKaTopa NprYHTEPA.

ID BeeanTte ngeHTMdUKATOP NPUHTEPA, KOTOPLI COOTBETCTBYET BbIOPAHHOMY
T™MNy naeHTnduKaTopa.

B kauecTBe nepBOro CMMBOJIa Heb3A NCNOMb30BaTb CUMBONbI @, # 1 =.

OTnununtenbHoe umsa Beegute ot 1 fo 255 1-6antosbix cumeonos ASCII (c
kogamu ot 0x20 go 0x7E). B ctpoke gonxeH npucyTcTBOBaTb CMMBON =.

IP-agpec Ykaxurte IP-agpec B popmare IPv4 nnu IPve.

FQDN Beepute cTpoky anvHom ot 1 4o 255 cumonos. MoXHO ncnosnb3oBaTtb
cumBonbl oT A o Z, ot a o z, ot 0 fo 9, peduic (-) n Touky (.).

Appec an. noutbl Beegute ot 1 go 255 1-6aintoBbix cmeonos ASCII (c kogamu
o1 0x20 go 0x7E). B cTpoke goneH NpucyTCTBOBaTb CUMBOJ @.

ID knioua Beeaute ot 1 go 255 1-6antosbix cumbonos ASCII (c kogamu ot 0x20

no Ox7E).
MpenBapuTenbHbIN Mpwu BbIObOpE 3HaueHUs MpeaBapuTenbHbI KNtoY 4na napametpa Metop
Koy ayTeHTUGUMKaLM BBeANTE NpeABapUTENbHO 3aflaHHbIV KNloY ANIMHON OoT 1 Ao

127 cuMBONOB.

MNopTtBepguTb MoaTeepaunTe BbIOPAHHDIN KoY.
MpenBapuTenbHbIN
Koy
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PyKOBOACTBO AAMUHNCTPATOPa

PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnAa npeanpuAaTuvA

MapameTpbl

Hactpoiiku n onucanve

YnaneHHo MeTop,

Ecnu BbI6paHo 3HaueHue IPsec ana napameTpa YnpaBneHue f0CTynom,

ayTeHTudMKaumm BblbepuTe HyHbli NapameTp. Vicnonb3lyemblii cepTudurKaT COOTBETCTBYET

NONNTUKE NO yMONYaHUIO.

Tun ID

Ecnn ana napameTpa Metoa ayTeHTUdUKaumum 6bisio BbIOpaHO 3HaueHne
MpepBapuTenbHbIN KoY, Bbibeprte TUN naeHTUdUKaTOPa ANA YCTPONCTB],
NOAJIMHHOCTb KOTOPOrO ClieayeT NPoBEPUTD.

BeeauTe ngeHTMOUKATOP NPUHTEPA, KOTOPbI COOTBETCTBYET BbIOPAaHHOMY
TNy naeHTndrKaTopa.

B kauecTBe nepBOro CMMBOJ1a HeJb3s UCMNOJIb30BaTb CMMBOJIbl @, #n=.

OTnuuntenbHoe nmsa Beegute ot 1 go 255 1-6antosbix cumeonos ASCII (c
Kogamu ot 0x20 go 0x7E). B cTpoke fomxeH NpucyTCTBOBaTb CUMBON =.

IP-appec Ykaxute IP-agpec B popmarte IPv4 unu IPv6.

FQDN Beegute cTpoky anvHom ot 1 4o 255 cumsonoB. MoXHO UCNonb30BaThb
cumBonbl oT A 1o Z, oT a o z, o1 0 o 9, peduic (-) n Touky (.).

Appec an. noutbl Beegute ot 1 no 255 1-6aintoBbix cumeonos ASCII (c kogamu
o1 0x20 go 0x7E). B cTpoke goneH NnpncyTCTBOBaTb CMBO/ @.

ID knoua Beegute ot 1 go 255 1-6anTtoBbix cumeonos ASCII (c kogamu ot 0x20
o Ox7E).

KNy

MpenBapuTenbHbI Mpwu BbibOpe 3HaueHus MpeaBapuTenbHbIN KNOY 418 napametpa Metop,

ayTeHTUGUMKaLMM BBeANTE NpeABapUTENbHO 3aflaHHbIV KNoY A/IMHON oT 1 go
127 cumBONOB.

MoateepanTb

KNy

MpenBapuTenbHbIN

MofTBepanTe BbIOPaHHBIN KoY.

(DOPMI/IPOBaHI/Ie IMAKE€TOB JaHHbBIX

Hacrporite pexxuM MHKanCyAnuy npu Beibope sHadenus IPsec jyia mapameTpa YnpasiieHue JOCTYIIOM.

MapameTpbli

Hactpownku v onucaHue

Pexxum nepepaun

BbibepunTe 3TOT NYHKT, eC/vi IPUHTEP MCNonb3yeTca B pamkax ogHol JIBC. IP-nakeTbl 4-ro
unu 6onee BbICOKOTO YPOBHSA WNdpPYIOTCA.

TYHHENbHbIN peXxnm

BblbepuTe 3TOT NapameTp, eCivi NPUHTEP UCMONb3YeTCA B CETY C BbixoaoM B VIHTepHeT,
Hanpumep IPsec — VPN. 3aronoBok v faHHble IP-nakeToB WundpyoTca.

YpaneHHbii wnio3(TyHHenbHbIN pexxum) Mpu Bbibope 3HaueHVA TYHHENbHbIN peXxum
ana napametpa @opmupoBaHue NakeToB AlaHHbIX BBEAUTE aApec LWo3a ANMHON OT 1
0o 39 cumBoONoB.

IIporokon 6e30macHOCT

Ecmu Boi6pano 3HaueHye IPsec 11 mapaMeTpa YpapineHue JOCTYIOM, BbIOepITe HYKHBII ITapaMeTp.

MapameTpbl HacTponkun n onucanmne

ESP BbibepunTe 3TOT NYHKT AnA obecneyeHnsa LeNOCTHOCTY, ayTeHTUdMKaLmmn n wimndpoBaHua
JaHHbIX.

AH BblbepurTe 3TOT NYHKT Ans obecneyeHna LeNOCTHOCTY U ayTeHTUMKALMK AaHHbIX. [axe
ecnu windpoBaHUe AaHHbIX 3anpeLLeHo, MOXKHO KCMonb30BaTh NpoTokon IPsec.
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PyKOBOACTBO AAMUHNCTPATOPa

PaCI.I.IIIIPEHHbIe HaCTpOI7IKM 6e3onacHoOCTN AnAa npeanpuAaTuvA

HacTtpoiikn anropurma

Pexomenpyetcs BbIOMpath 3HadeH1e JI06011 /151 BCcex mapaMeTpoB WM 3HaUeHNe, OT/IMYHOe oT JI1060ii, A7t
Ka)X/JJ0ro IapaMeTpa. Ec/u /11 HeKOTOpbIX IIapaMeTpoB BelOpath JI1060ii, a /11 OCTaIbHBIX ITapaMeTPOB
BapMaHT, OTINYHBI OT JIF060i1, yCTPOJICTBO MOXKET He IOJJeP>KUBATh CBA3b: 9TO 3aBUCUT OT PYTOTO
YCTpOJCTBa, ay TEHTU(PUKAIINIO KOTOPOTO BBl XOTUTE BBIIIOTHUTD.

MapameTpbl HacTponku n onncaumne

IKE WndposaHme BbibepuTe anroputm wudposaHna ana IKE.

SnemeHTbl MOTYT pa3finyaTbCcA B 3aBUCMMOCTM OT Bepcun IKE.

AyTeHTndUKauma BbibepuTe anropnTtm NpoBepKu nog/iMHHocTh ans IKE.

O6MmeH Kntoyamu BbibepuTte anropntm obmeHa Kntoyamu ans IKE.

DnemMeHTbl MOTYT pa3fnnyaTbca B 3aBUCUMOCTY OT Bepcun IKE.

ESP LWndposaHue BbibepunTe anropuTtm WwndpposaHma ansa ESP.

370 AOCTYNHO, ecnn AN napameTpa ESP BbibpaHo 3HaueHvie NMpoTokon

6e3onacHoCTU.
AyTeHTnduKauma BblbepuTe anroputm NpoBepKn NogMHHocTh ana ESP.
370 pocTynHo, ecnn fna napametpa ESP BbibpaHo 3HaueHre MpoTokon
6esonacHocTh.
AH AyTeHTnduKauma BbibepuTe anroputm wndposaHus ana AH.

370 focTynHo, ecnu ans napametpa AH BbibpaHo 3HaueHne MpoTokon
6e3onacHocTL.

CooTtBeTcTBYIOUAA MHPoOpMaLuA
= «HacTpoiiKa IOMUTUKY TPYIII» Ha CTP. 86
= «Coueranue JlokanpHblil anpec (mpuHTep) 1 YaaneHusiit anpec(ysen) B [pynnosas nomntuka» Ha cTp. 91

= «CchUIKY Ha HasBaHMe CTy>KObI B TPYIIIIOBOI MOMUTIKE» HA CTP. 92

CoueTtaHue JlokanbHbi agpec (NpuHTEep) n YaaneHHbin agpec(ysen) B
pynnoBas nonntmka

HacTponka JlokanbHbiil agpec (npuHTep)
IPv4 IPv6™2 Jio6ble agpeca™3
Hactpoiika 1Pv4™ v — v
YaaneHHbIn
appec(ysen) IPv6*1*2 — v v
Mycto v v v

*1  Ecnm gna napameTpa YnpaBneHmne focTynom BbibpaHo 3HaueHue IPsec, Bbl He MOXeTe yKa3aTb A/IMHy npedukca.

*2  Ecnu gns napametpa YnpaBneHue focTynom BbibpaHo 3HaueHe IPsec, Bbl MoXeTe BbiOpaThb afpec NoKanbHOro
coepriHeHus (fe80::), ogHaKo rpynmnoBas NonuTuKa 6yaeT oTKoYeHa.

*3  Kpome appecoB noKanbHOro coegnHeHms IPvé.
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PyKOBOACTBO AAMUHNCTPATOPa

PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN ANnA npeanpuAaTvA

CcbInKu Ha Ha3BaHMe CYXK6bl B rpynnoBoi NOANTNKe

Ilpumeuanue:

Hedocmynnuie cnyxboi 0mobpaxcaromcs, Ho He MO2ym 6vimb 8bl0PaAHbL.

HasBaHue Tun npotokona Homep Homep KoHTponupyembie pyHKLMN
CnyXK6bi JIOKaJIbHOTO yAa/ieHHOro
nopra noprta

Tio6oin — — — Bce cnyx6bl

ENPC UDP 3289 Jloboi nopT Mownck NpuHTepa 13 NPUNoXKeHNN,
Takmx Kak Epson Device Admin n
ApanBep npuHTepa

SNMP UDP 161 Jlro6oi nopT MonyyeHne gaHHbIX N HACTPOWMKa
KOHOUrypauum aMUHUCTPATUBHON
6a3bl AaHHbIX (MIB) 13 npunoxeHuin,
Takmx Kak Epson Device Admin n
ApanBep NpuHTepa

LPR TCP 515 Jloboi nopT Mepecbinka gaHHbix LPR

RAW (nopt9100) TCP 9100 Jloboi nopt Mepecbinka gaHHbix RAW

IPP/IPPS TCP 631 Jloboi nopT MNepeHanpaBneHne gaHHbIX NeyaTn
IPP/IPPS

WSD TCP JTro6oii nopt 5357 YnpasneHue WSD

WS-Discovery ubP 3702 Jio6oir nopT Mownck npuHTtepa n3 WSD

HTTP TCP 80 Jloboi nopT Cepsep HTTP(S) (nepecbinka gaHHbIX

(nokanbHbIi) Web Config n WSD)

HTTPS TCP 443 Jloboi nopt

(nokanbHbIi)

HTTP TCP JTro6oii nopt 80 Knnent HTTP(S) (06MeH AaHHbIMM Npu

(ymaneHHbIN) o6HoBneHnn Epson Connect,
BCTPOEHHOr0 MUKPOMPOrPamMmMHOro

HTTPS TCP Jlro6oii nopt 443 obecrneyeHns n 06HOBNEHUN

(ynaneHHbin) KOPHeBbIX cepTndMKaTOB)

Mpumepbl KoHPurypauum IPsec/®@unbrpauns IP

MonyuyeHne Tonbko naketos IPsec.

JlaHHbIT TpUMep HpefCcTaBsgeT COO0Il HACTPOIIKY TONbKO IOIUTUKM II0 YMOTYAHUIO.

CraHpapTHas HONUTHKA:

A IPsec/®@unbrpanus IP: Bkmounts
1 Vipasnenue gocrymom: IPsec
(A Merop ayrenTudukanym: IlpeqBapurenbHbIi KITH0OY

(J IIpexBapuTeNbHBIN KTIOY: BBeAUTE O 127 CUMBOIOB.

Ipynnosas monmuTHkKa:
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HE HaCTpaI/IBaﬁITC.

MonyuyeHne faHHbIX NEYATU N HaCTPOEK NPUHTEpa

B mpuBeneHHOM IpuMepe paspelraeTcs 06MeH JaHHBIMM [TeYaTy ¥ KOHPUTYpaLuy IPUHTepa MEXAY
yKa3aHHBIMIU CTy>X6aMu.

CraHgapTHad MOMTUTHKA:
1 IPsec/®unprpanus IP: Bkiounts

(d Vipasnenue goctynom: 3anpeTuTh JOCTYI

IpynnoBast monmruka:

(J Bxmrouuts 3Ty [pynnoByro monuTHKy: yctaHOBUTE BIaXKOK.
(1 Vupasnenue gocrynom: Paspemurs goctyn

(J Vmamennsrii agpec(ysen): [P-agpec xnuenra

(1 Cnoco6 Bri6opa nopra: VM cry>xk051

(J Mms cmyx6br: ycraHoBUTe draxkok Ha ENPC, SNMP, HTTP (rokanphbiii), HT'TPS (mokanbabiit) 1 RAW
(mopT19100).

MonyuyeHne pocryna TonbKo ot 3agaHHoro IP-agpeca.

10T MpuMep obecrieynBaeT 3afaHHOMY IP-anpecy mocTyn K mpuHTepy.
CranpapTHas NOMUTHKA:

J IPsec/®@unprpanms IP: Bkarounts

J Ynpasnenue gocrynom:3anpeTuTh KOCTYII

Ipynnosasa momuruka:
(J Bxarwounts 3Ty [pynnoByio HOMUTHUKY: YCTAaHOBUTE (HIaXKOK.
J Ympasnenne gocrymom: Pazpemnts goctyn

(J Vnanennsiit agpec(ysen): IP-agpec knmenTta afMUHICTPATOpA.

Ilpumeuanue:
Hesasucumo om Hacmpoex nonumuxu, KaueHm 6yoem umems 603MONCHOCHb HACMPOTIKYU U doCmyna K npuHmepy.

Hacrponka ceptudpukara gna IPsec/punbrpauun IP

Hactpoiite kmnenTckuit ceprudukar ans IPsec/punbrpanyn IP. ITocne HacTporiky cepTudyKaTa ero MOXHO
VICTIONIb30BaTh B KauecTBe MeTofia ayTeHTuduKanuu i IPsec/dunprpannm IP. Ecin Heo6xoMo HaCTPOUTD
LEeHTp cepTudmKanym, nepeiante K paspeny Ceprudukar IIC.

1. Boitgure B Web Config u Bei6epute Bknanky besonacHocts cetn > IPsec/®@unbrpanma IP > Cepruduxar
KIUEeHTA.
2. Vmmoprupyiite ceprudukar B noiae Ceprudukar KImeHTa.

Ecmu BBI y>ke MMIIOPTUPOBAIN CePTU(UKAT, OITyO/IMKOBAHHBI LIGHTPOM CepTUDVKALVIN, MOXKHO
CKONMPOBATb 3TOT CepTU(UKAT ¥ UCIIONb30BaTh ero B IPsec/punprparun IP. YTo6bI ckOMMpOBaTDH
cepruduxkar, Boibepute ero B crcke Komposats u3 u menkuute Konmp..
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CootBeTcTBYIOWanA nHpopmayua
= «Jloctyn k npunoxennio Web Config» Ha ctp. 24
= «Bxop B cucteMy npunTepa ¢ nomomiso Web Config» Ha cTp. 42

= Ilonyuenne ceprudukara, nognucantoro 11C» Ha cTp. 73

NMopknioyeHne npuHtepa K cetu IEEE802.1X

Hactpoinka cetn IEEE802.1X

ITpu nacTpoiike IEEE802.1X Ha mpuHTepe €ro MOXKHO MCIIONb30BaTh B CETU, MMOAKII0YEeHHOI K cepBepy RADIUS,
Ha KOMMYTaTOpe JIOKaNbHOI CETU UM B KaueCTBe TOUKM JIOCTYTIA.

1. Boiigure B Web Config  Boibepute Bk1anky BesomacHocts cetn > IEEE802.1X > OcHoOBHbIe.

2. BBemure 3HaYeHMe IS KaXKOTO 9JIEMEHTA.

Ecnu BBl X0TUTE MCHIONBb30BaTh IpuHTEP B ceTu Wi-Fi, menkunre Hacrpoiika Wi-Fi 1 Bei6epute 1 BBefnte
SSID.

Ilpumeuanue:
Hacmpoiixu cemu moeym coemecmHo ucnonv3osamocs ons Ethernet u Wi-Fi.
3. Haxmure Cnegyromsuii.

OTtobparkaeTcst 3aIIpOC IOATBEPXKAEHNS.

4. Haxmure OK.

Hacrporiku npuHTEpa 0OHOB/IEHBI.

CooTBeTcTBYIOWaA NHPOpMaunA

® «Jocryn k npunoxxeruio Web Config» Ha cTp. 24

= «Bxop B cucremy npunTepa ¢ nomomiso Web Config» Ha cTp. 42
= «[Tapametpni HacTpoiiku cetu IEEE 802.1X» Ha cTp. 94

= «He ypraeTcst IOMy4IUTh JOCTYT K TIPUHTEPY WK CKaHepy nocie HacTpoiiku IEEE802.1X» Ha ctp. 100

MapameTpbl HacTponku cetm IEEE 802.1X

MapameTpbl HacTpoiiku n onucaHume
IEEE802.1X (npoBoAaHas MOXXHO BKNIOUNTDL UK OTKNIOYNTb NapameTpbl cTpaHuubl (IEEE802.1X > OcHOBHble) AnA
NBQ) IEEE802.1X (npoBogHas ceTb LAN).
IEEE802.1X (Wi-Fi) OTob6parkaeTcs cocTosHme nogkntodeHma IEEE802.1X (Wi-Fi).
Cnoco6 nogknioyeHns OTobpakaeT MeTo NOAKMIOUEHNA K TEKYLLEN CETU.
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MapameTpbl Hactpoiku n onucanune
Twun EAP BbibepunTe napameTp Ana metofa ayTeHTUdMKaLMmM mexxay npuHtTepom 1 cepsepom RADIUS.
EAP-TLS Heob6xon1Mmo nonyunTb 1 IMAOPTUPOBATb CEPTUPNKAT,
nognucanHbin LIC.
PEAP-TLS
EAP-TTLS Heo6xoanmo HacTpouTb Naponb.
PEAP/MSCHAPv2
MpeHTndukatop Ykaxute ngeHtudurkatop (ID) ana ncnonb3oaHus npu ayteHTudrkaumm cepsepa RADIUS.
MoNb30BaATENA Beeaute o1 1 o 128 1-6anToBbix cumaonoB ASCII (c kogamu oT 0x20 ao Ox7E).
Maponb YKaxute naposib Ana ayTeHTMdunKaumm npuHTepa.

BeeawnTe o1 1 fo 128 1-6ainToBbIx cumonos ASCII (c kogamu oT 0x20 go 0x7E). Mpwn
ncnonb3oBaHum cepeepa Windows B Kauectse cepeepa RADIUS moxkHO BBeCTM fo 127
CMMBOJIOB.

MoaTeepxaeHue napons

MopTBepanTe BbIOPaHHbIN Naposb.

MpeHTtndukatop cepsepa

MoHo yKa3aTb naeHT1duKaTop cepBepa ANa ayTeHTUOUKaALMKM C ONpefeSieHHbIM CEPBEPOM
RADIUS. AyTteHTndukatop npoBepsieT Hanuuue ID cepeepa B none subject/subjectAltName
cepTuduKaTa cepepa, KOTopblii TM60 oTnpasnsaeTtcs ¢ cepsepa RADIUS, nn6o HeT.

BeeauTte o1 0 1o 128 1-6anToBbix cumbonoB ASCII (c kogamu oT 0x20 ao 0x7E).

MpoBepkKa NogaMHHOCTY
ceptTudurkaTos

MoxHo 3apaTb NpoBepKy cepTudrKaTa HE3aBMCMMO OT METOAA ayTeHTUPMKALMN.
Nmnoptupyiite ceptndurkat B Ceprnéumkar LIC.

AHOHMMHOE MA

Mpwu Bbi6bOpE 3HaueHusi PEAP-TLS, EAP-TTLS vnn PEAP/MSCHAPv2 gns napametpa Tun
EAP MOXXHO 3aaTb aHOHVMHOE MMA BMECTO UAEHTUPUKaTOPA Nonb3oBaTeNA AnsA NepBomn
¢da3bl PEAP-ayTeHTUdUMKaLMN.

Beegute o1 0 go 128 1-6anToBbix cumsonoB ASCII (c kogamu ot 0x20 o Ox7E).

Kpuntorpaduyeckasn
CTONKOCTb

Mo>kHO BbIOpaTb OAVIH 13 YPOBHEN, YKa3aHHbIX HIKE.

Bbicokui AES256/3DES

CpegHas AES256/3DES/AES128/RC4

CooTtBeTcTBYIOUAA MHPOpMaLuA

= «Hacrpoiika cetu IEEE802.1X» Ha cTp. 94

HacTpoika ceptudpukara ana IEEE802.1X

Hacrpoiite knentckuii ceprudukar mist IEEE802.1X. Ecnu on HactpoeH, EAP-TLS u PEAP-TLS moxHO
JICIIONIb30BaTh B KadyecTBe MeToza ayreHTudukanuy IEEE802.1x. Ecu Heo6XomMo HacTpOUTb cepTudMKaT
LleHTpa cepTudukaruy, nepeiaure Kk pasgeny Cepruduxar IIC.

1. Boitaure B Web Config u Bei6epute Bknanky besomacHocts cetn > IEEE802.1X > CepTndukar KimeHra.
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2. Ykaxwnre cepruduxar B none Ceprudukar KIMeHTa.

Ecnu BBI y)ke MMIIOPTHPOBANU CepTUQUKAT, OIyOIMKOBAHHBI LIEHTPOM CepTUUKALVIN, MOXKHO
CKOIMPOBATh 3TOT cepTuduKaT 1 ncronb3oBath ero B IEEE802.1X. Uto6bI ckomupoBaTh cepTuduKart,
BbGepurTe ero B crvcke Konuposars u3 u menkunre Komup..

CooTtBeTcTBYIOWAA MHpopMaLua

= «Jloctyn k npunoxernio Web Config» Ha ctp. 24
= «Bxop B cucteMy npunTepa ¢ momomiso Web Configy Ha cTp. 42

= «[lonydenne u umnopt ceprudukara, nogmucanuoro LIC» Ha crp. 73

NMpoBepka coctoaHna cetm IEEE 802.1X

Craryc cetu IEEE 802.1X MO>XXHO IpOBEpUTD, pacliedaTaB CTPAHUILY COCTOSHUA CeTH.JJOTIOMHUTENTbHYIO
MH(OPMALIO O IIeYaTU CTPAHULIBI COCTOSHYS CeTY CM. B JOKYMEHTAIUM K IPUHTEPY.

NpeHTndukarop cratyca Cratyc IEEE 802.1X
Disable ®yHkuma [EEE 802.1X BbikntoueHa.
EAP Success AyteHTudumkaumsa IEEE 802.1X npowina ycnewHo, AOCTYMHO NOAKIIYEHME K CETH.
Authenticating AyteHTndnkaumsa IEEE 802.1X He 3aBepLueHa.
Config Error C6oii ayTeHTUdMKALMK, TaK Kak ID nonb3oBatens He 3afiaH.
Client Certificate Error C6oii ayTeHTUdMKALMN, TaK KaK KIIMEHTCKUI cepTndmKaT ycTapen.
Timeout Error C6011 NpoBepKUN NOAANHHOCTY, TaK KaK HeT oTBeTa oT cepaepa RADIUS n (nnu)

CepTVId)I/IKaTa CeTeBOro KOHUEHTpaTopa KOMMYTHpPYoLWero T1na.

User ID Error C6oii ayTeHTUdMKaLMK, Tak Kak ID nonb3oBatens npuHTepa n (nnn) ceptndmrkar
NPOTOKOJa HEBEPEH.

Server ID Error C6ow ayTeHTUdUMKaLmMK, Tak Kak ID cepBepa B cepTndukate cepsepa u ID cepsepa
He COBMapaloT.

Server Certificate Error C6oii ayTeHTUdMKALMK, TaK KaK MPUCYTCTBYIOT CrieflytoLiyie oWwmnbKy B
ceptndurKare cepeepa.

1 Ceptudukar cepsepa ycrapern.

O Uenouka ceptudukaTa cepepa HeBepHa.

CA Certificate Error C6on ayTeHTNOMKaLUW, TaK Kak MPUCYTCTBYIOT crieflyioLme owmnbKu B
ceptndukare LIC.

[ YkazaHHbI ceptudukat LIC HeBepeH.
([ MpaBunbHbi ceptudumkat LIC He MMNopTrpOBaH.

1 Ceptudwmkat LIC yctapen.

26



PyKOBOACTBO AAMUHNCTPATOPa

PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN ANnAa npeanpuAaTuvA

UpenTndukartop craryca Cratyc IEEE 802.1X

EAP Failure Cboit ayTeHTUdMKALMK, TaK Kak MPUCYTCTBYIOT CrieflytoLme owmnbKy B HaCTpoKax
npuHTEpa.

(d Ecnu ana napametpa Tun EAP 3apaHo 3HaueHne EAP-TLS unn PEAP-TLS,
cepTndUKaT KNMeHTa ABNAETCA HeAONYCTUMbIM UM UMEET ONpefeNieHHble
npo6nembl.

(4 Ecnwn gna napametpa Tun EAP 3agaHo 3HauyeHne EAP-TTLS vinu PEAP/
MSCHAPvV2, naeHTndumKaTop nonb3oBaTena Uiy Naposb He ABNATCA
ZonycTMMbIMU.

PeweHne npob6nem, cBA3aHHbIX C paclUMPEHHOWN
6e30nacHOCTbIO

BoccraHOBNneHune HaCcTpoekK 6e3onacHOCTUN
ITpu co3paHuM Cpensl C IOBBILIEHHBIM YPOBHeM Oe3omacHoCTy, HanpuMep IPsec/punprparys IP nin
IEEE802.1X, MOXeT IMOHa/JOOUTCS CBA3aThCA C YCTPONCTBAMM BC/IE[ICTBYE HEJOMYCTUMBIX HACTPOEK MU

Ipo6JIeM C yCTPOJCTBOM MM cepBepoM. B aTOM ciydae BoccTaHOBUTE HACTPONIKY 6€30IIaCHOCTH, YTOODI
MIOBTOPHO BHECTY HACTPOMKY Ha YCTPOICTBE MY paspelInTb BpeMeHHOe MCIIONb30BaHIIe.

OTknoyeHne GpyHKLUM 6€30NacHOCTY C NOMOLLbIO NaHeNu ynpaBieHus

MoxxHo orkmountb IPsec / punbrpanuro IP i IEEE 802.1X Ha naHenm ynpas/ieHUs IpUHTepa.

1. Boibepure HacTp. Ha Haua/IbHOM 3KpaHe.

Ilns Bei6opa snemenTa ucnonbayiite kaorku A, ¥, Ay W, a 3atem maxxmmTe kHonky OK.
2. Boibepure ITapamerpsi cetu > PacunpenHnas HacTpoiika.

3. Bblibepurte OfVH 13 CTEAYIOLIUX 9TEMEHTOB, KOTOPble MO>KHO OTK/TIOUNTb.
1 Orxmounts IPsec/ @unbrpanus IP

J Orkmrounts IEEES802.1X

4. TlpoBepsre coobuienue u Haxxmure KHonkKy OK.

Henonagku npu ncnonb3oBaHuy GyHKLNNA 3aLMUTbI CETU

3a6bIT npeaBapuTenbHbIN KoY
CHOBa HacTpoiiTe NpeaBapUTENbHbIN KIlou.

Yro6bl M3MeHUTD K04, oTKpoiite Web Config u Bei6epute BKasky besonmacHocts cetn > IPsec/®@unbprpanysa
IP > OcHoBHble > CTaHJapTHaA NOMNTHKA 1in IpynnoBad nommruka.
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V3meHnenne 06].[161"0 KI04a nogpa3yMeBaeT HaCTpOﬁIKY 06]].161‘0 KIro4a 11 KOMIIbIOTEPOB.

CooTtBeTcTBYIOWAA MHPopmaLua

® «[locryn k npunokeruo Web Config» Ha cTp. 24

= «Bxop B cucremMy npunTepa ¢ nomomibo Web Configs Ha cTp. 42

He ypaetca coeanHuTbca no npotokony IPsec

YKaxurte anropuTm, He ﬂOAﬂep)KMBaeMblﬁ NMPUHTEPOM WIN KOMNbIOTEPOM.

[TpuHTep noffepXuBaeT clefyolne anroputMel.IIpoBepbTe MapaMeTpbl KOMIIbIOTEpA.

Metopabl o6ecneyeHns 6esonacHo- Anroputmbi
(4]
Anroputm wndposaHus IKE AES-CBC-128, AES-CBC-192, AES-CBC-256, AES-GCM-128 *, AES-GCM-192
¥, AES-GCM-256 *, 3DES
AnropuTtm NpoBepKn NOAIMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5
IKE
Anroputm obmeHa kntoyamm IKE lpynna DH 1, rpynna DH 2, rpynna DH 5, rpynna DH 14, rpynna DH 15,

rpynna DH 16, rpynna DH 17, rpynna DH 18, rpynna DH 19, rpynna DH 20,
rpynna DH 21, rpynna DH 22, rpynna DH 23, rpynna DH 24, rpynna DH 25,
rpynna DH 26, rpynna DH 27 *, rpynna DH 28 *, rpynna DH 29 *, rpynna

DH 30*

Anroputm wndposaHua ESP AES-CBC-128, AES-CBC-192, AES-CBC-256, AES-GCM-128, AES-GCM-192,
AES-GCM-256, 3DES

ANropuTm NpoBepPKN NOAIMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5

ESP

AnropuTtm NpoBepKn NOAIMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5

AH

* ocrynno Tonbko ana IKEv2.

CooTtBeTtcTBYIOWAA MHopMaLua

= I1IudpoBaHHbLL KaHAN CBA3Y ¢ MCIIONb30BaHNeM IPsec/dunbrpanyu [P» Ha cTp. 82

HeoxunpaHHana noTepsa coegnHeHNA

IP-appec npuHTEepa N3MEHEeH NN He MOXKeT NCNOoNIb30BaTbCA.

Ecnu IP-appec, saperncTpupOBaHHBIN [ IOKAJIbHOTO afpeca B IPyInoBas NOMUTHKA, MISMEHEH VIV HEe MOXET
UCIIO/Ib30BaThCS, CBsI3b IPsec 6yzeT HeBo3MoXkHA. OTK/MIOUNTe TPOTOKOI IPsec ¢ IOMOILIBIO TaHe! YIpaBIeHNs

TIpUHTEpa.

Ecnu ganupie DHCP ycrapenn, DHCP-cepBep nepesarpysaetcst unu IPv6-agpec ycrapen mubo He 6bUT IOy YeH,

TO MO>KET OKa3aThCsl HeHalmeHHbIM [P-azipec, 3apeructpupoBanublit A mputoxenns Web Config (Bkiagka
BesomacHocTh cetn > IPsec/@unprpanus IP > OcHoBHble > [pynnoBas nonutnka > JIokanbHbIi agpec
(npunTep)) Ha IpUHTEDE.

28



PyKOBOACTBO AAMUHNCTPATOpPa

PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnA npeanpuAaTuvA

Vcnionbsyiite cratudeckuit IP-agpec.

IP-agpec KoMnbloTepa N3MEHEeH VN He MOXeT NCNoJib30BaTbCA.

Ecnn IP-anpec, SapeI‘I/ICTpI/IPOBaHHblﬁI A711 YAa/IEHHOI'O afpeca B erHHOBaH IIO/INTUKA, UISBMEHEH UJIN HE MOXXET
UCIIOb30BaThCA, CBA3b IPsec 6Y,II€T HEBO3MOXXHA.

OTkmounTe IIPOTOKOI IPsec ¢ IIOMOIIIbIO IMaHE/IN YIIpaB/I€HM IIPUHTEPA.

Ecmu gannsie DHCP ycrapenu, DHCP-cepsep nepesarpysxaercs unu IPv6-agpec ycrapen mu6o He 6bUI TOTyYeH,
TO MOXKET OKa3aTbCs HeHalifileHHbIM [P-afpec, 3apernctpuposannblit oy npunoxenns Web Config (Bknazgka
BesomacHocTh cetu > IPsec/@unprpanus IP > OcHoBHble > [pynmoBas monutuka > YyaneHHbI agpec(ysen))
Ha IIpUHTEpE.

Wcnonbsyiite cratuaeckuit IP-agpec.

CooTBeTcTBYIOWAA nHpopmauus

= «Jloctyn k npunoxennio Web Config» Ha ctp. 24
= «Bxop B cucteMy npunTepa ¢ nomomiso Web Configy Ha cTp. 42

= «IllndpoBaHHbIT KaHA CBA3K C UCTonb3oBanueM IPsec/gunbrpanyu IP» Ha cTp. 82

HeB03MOXHO co3aaTb 6e3onacHbin nopT nevatu IPP

B kauecTBe cepTudmKata cepepa ana coeguHeHns SSL/TLS ykasaH HenpaBunbHbI cepTuduKar.

Ecnmu ykasaHHbIT cepTuUKAT He ABJIAETCS IPABUIbHBIM, CO3/IaHMe IOPTa MOXKeT 3aBePIINTbCS
Heygaydell. YoenuTech B IIPaBUIbHOCTY UCIIONb3yeMOTO cepTuduKaTa.

Ceptnéukar LIC He UMNOPTMPOBAH Ha KOMNbIOTEP, C KOTOPOTO OCYLLECTBAAETCA AOCTYN K NPUHTEPY.

Ecnu ceptuduxar LIC He MMIIOPTUPOBAH Ha KOMIIBIOTEP, CO3JaHMe IIOPTa MOXKeT ObITh HEBO3MOXXHO. YOenuTech,
gto ceprudukar LIC nMmmoprupoBaH.

CooTtBeTtcTBYIOLAA MHOpMaLua

= I1IndpoBaHHbIl KaHAN CBA3Y C UCIIONb30BaHNeM IPsec/dunbrpanmu [P» Ha cTp. 82

He yaaetca nogkniountbca nocne Hactpouku IPsec/unbrpauum IP
HeBepHblie napameTpbl IPsec/punbrpayun IP.
Ortkmounrte IPsec/¢unbrpanyio IP Ha naHenu ynpasaeHus npuHTepa. JIofkIounTe IPUHTEP U KOMIIBIOTEP U

CHOBa HacTpoiiTe napamerpsl IPsec/dunprpanyn IP.

CooTBeTcTBYIOWAA MHPopmauna

= «[lludpoBaHHbIll KaHa/ CBA3M C UCTIONb30BaHueM 1Psec/gunbrparyn IP» Ha cTp. 82
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He yaaetca nonyumTb f0CTYN K NPUHTEPY WK CKaHepYy Noc/ie HaCTPOMNKM
IEEE802.1X

HeBepHble napameTpbi IEEE802.1X.

Orxmounre IEEE802.1X n Wi-Fi Ha manenu ynpasnenns npunrepa.llogkiounrte npuHTEp ¥ KOMIIBIOTED, 3aTEM
nosTopHO HacTponre IEEE802.1X.

CooTBeTcTBYIOWAA MHPopmaLus

= «Hactpoiika cetn IEEE802.1X» Ha cTp. 94
Henonagku npun ncnonbsoBaHumn unudpposoro ceprudpukKarta

HeBo3mo>xXHO nmnoptupoBatb CepTtudmkart, nognncaHHbin LIC

Ceptudukart, nognucanubii LIC n nHpopmauuma B CSR He coBnagalor.

Ecm unpopmanysa B Cepruduxar, nognucanubiil IJC u B CSR He coBraparoT, CSR He ypacrcs
uMIoptuposatb.IIposeprTe crenyomee.

(1 VIMmnopT cepruduxara BLIIONTHAETCA Ha YCTPOICTBO, KOTOpOe He MMeeT aHaJIOTMYHOI MHPopMannm?

ITposepsre nudopmanmio CSR, a 3ateM nMOOPTUPYIiiTe CEPTUPUKAT HA YCTPOICTBO, KOTOPOE MIMEET TY K€
uHbOpMAIIO.

(A ITepesanucan nu coxpaHeHHbll npuHTepoM CSR mocne ornipaBku CSR B eHTp cepTuduxanmm?

IMonyunre cHoBa ceprudukar, nogmicanubii I1C, c momompio CSR.

Ceptudukart, nognucavubin LIC 6onbe 5 Kb.

Hesnbas nmnoptuposats ceprudukar Ceprudukat, nognucannsiii LIC pasmepom 6ombiie gem 5 KB.

HeBepHbiih naponb gna umnopra ceptudmkara.

BBenuTe npaBuIbHbIA Naponb.Ecy maposb 3a6bIT, TO UMIOPTHPOBATh cepTuuKaT HeBo3MoxHO.Einje pas
nonyunte Cepruduxar, mognucanssii LIC.

CooTtBeTcTBYIOWAA MHpopmauua

= «VImmnopt ceprudukara, nogmucantoro L[C» Ha cp. 75

HeB03MOXXHO 06HOBUTb cCamo3aBepALWMN cepTuPnKaT

He BBegeH napametp O6uee nms.

Hy>xno BBecTu O611ee mms.

B napamertpe 06mee NMA NCnoJib3oBaHbl Henogaep»nsaembie CMMBOJIbI.

Benure ot 1 mo 128 cumBonoB unu B popmarax IPv4, IPv6, umenn xocra, wnu B dopmate FQDN B ASCII (ot
0x20 go 0x7E).
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PaCI.I.IIIIpeHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnAa npeanpuAaTuvA

B 06I.I.|eM NMMEHN NCNoJib30BaHbl 3anATaaA Win I'IPOGGI'I.

Ecnu BBefeHa 3amsTas, To O61yee mms paspernsieTcsi B 9Toit Touke.Ecu o nan mociie 3amstoit BBefieH TOMbKO
npobert, TO BO3HUKaeT ouinbKa.

CooTtBeTcTBYIOLas nHpopmauus

=» «O6HOBNIEHNE cCaMO3aBepsALIero ceprudukara» Ha cTp. 77

HeBo3mo>xxHo co3patb CSR

He BBeaeH napametp O6uee nums.

Hy>xno BBecTn O61mee mms.

B napameTtpax O6uwee nma, Oprannsauna, OpraHnsaunoHHoe nogpasgeneHue, HaceneHHbIN NYHKT 1
Lrat/MpoBuHLNA NCNONb30BaHbl HeNoAAepKVBaemble CUMBOJIbI.

BBenure cumBossl nnn B popmarax IPv4, IPv6, umenn xocta, wiu B popmate FQDN B ASCII (ot 0x20 mo 0x7E).
B napametpe O6Lyee nmA NCNONIb30BaHbl 3anfATasA uav npoben.

Ecnu BBefeHa 3amsitasi, To O61mee mMs paspernsieTcsi B 9Toit Touke.Ecmu o nam moce 3amstoit BBeieH TOMbKO
npobert, To BO3HUKaeT OUIoKa.

CooTtBeTcTBYIOWAA MHPopmauua

= «[lonyuenne ceprudukara, nogmucanroro [{C» ua ctp. 73

MosBneHne npeaynpexaeHns, Kacaouerocs uupposoro ceprupumkarta

CoobueHna MpuunHa/pencTena pna yctpaHeHus

BBeguTe cepTndmKat cepeepa. MpuunHa
He BbibpaH daiin ana umnopTa.
[encTeuna gna yctpaHeHns

Bbi6epuiTe dann n Haxmute Umnopr.

Ceptuoukat LIC 1 He BBefeH. MpuunHa
Ceptudukat LIC 1 He BBefeH, BBefieH Tonbko ceptudumkar LIC 2.
[JencTBnAa gnA yctpaHeHns

Nmnoptupyiite ceptudumkar LIC 1.

Heponyctumoe 3HaueHne BHU3Y. MpuunHa
HenoppepxvBaemble CUMBOJIbI cofiepaTtca B NyTu K aiiny u (unu) B naporne.
Oencrena ana yctpaHeHnsa

Y6epuTtecnb, 4To CUMBOJbI AN1A AAHHOMO napamMeTpa BBeAEHbI NPaBUbHO.
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PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnAa npeanpuAaTuvA

Coob6ueHnna

MpuunHa/pencrena ana yctpaHeHns

He,ElOI'I)/CTVIMbIe AaTa  BpemMsA.

MpuunHa
[ata 1 Bpems NprHTepa He YyCTaHOBJIEHDI.
OencTeBna gna yctpaHeHns

YctaHoBUTE faTy 1 Bpems ¢ nomolbio Web Config, EpsonNet Config nnu naHenu
ynpaBieHnsA NprHTepa.

Heponyctumbiin naponb.

MpuunHa

Maponb, yctaHoBneHHbIN ana ceptudumkata LIC, n BBefeHHbIN Naponb He
COBMajaloT.

OencTeuna gna yctpaHeHnsa

BBeauTte npaBunbHbIN Naposb.

Heponyctumbiii dann.

MpuunHa
CepTndukat B popmate X509 He umnopTupyetcsa.
[encTena gnAa yctpaHeHns

Y6eautecnb, uto BbiOpaH NPaBUbHbIN CEPTUPUKAT, NPUCTAHHBIV HAAEXHbIM
LeHTpOM cepTuduKauunn.

MpuunHa
NmnopTtupyembiii dann cnnwkom 6onbLioi. MakcmanbHbI pa3mep daiina 5 Kb.
[AencTena gnAa yctpaHeHns

Bbl6paH npaBunbHbIN $aiin, ogHAKO CePTUOUKAT MOXKET ObITb MOBPEXAEH UK
nopgenax.

MpuunHa
Llenouka, copepxalyanca B ceptudukare, ABAAETCA HEAOMYCTVMOMN.
[encTBna gnAa yctpaHeHns

[nsa nonyuyeHnsa [ONONHUTENBHOWN MHPOPMaLUK O cepTUdUKaTe CM. CaiT LIeHTpa
ceptTudurkaymnn.

Henb3Aa ncnonb3oBatb cepTudurkat
cepBepa, BKYaloLwuii 6onee Tpex
ceptudukartos LIC.

MpuunHa
Mann ceptndukata B popmate PKCS#12 conepxmT 6onee uem 3 ceptudumkara LIC.
[AencTena gnAa yctpaHeHns

BbinonHuTe MMNOPT Kaxxgoro ceptudrikata nyTem KoOHBepTaumm 13 popmarta
PKCS#12 B popmat PEM nnun BbinosnHmTe umnopT ¢aina ceptndurkarta B popmate
PKCS#12, koTopbliin cogepXuT o aByx ceptudunkartos LIC.

Cpok pencteua ceptndmrKarta NcTek.

MpoBepbTe AeNCTBUTENBHOCTb
cepTuduKaTta UM 3HaYeHve gaTa u
BpPEMS B CBOEM MpUHTEpE.

MpuunHa

Ceptudukat ycrapen.

OencTena gna yctpaHeHns

1 Ecnu ceptudukat yctapen, To NofyuYnTe U UMMNOPTUPYIATE HOBbIV cepTudUKaT.

0 Ecnu ceptudukart He yctapen, To ybegutech, Uto fata v Bpems npuHTepa
YCTaHOBMEHbl NPaBUbHO.
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PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnAa npeanpuAaTuA

Coob6ueHnna

MpuunHa/pencrena ana yctpaHeHns

TpebyeTca 3aKpbITbIN Ktou.

MpuunHa
OTcyTCTBYET NAPHbIN CEKPETHBIN KoY C CEpTUPUNKATOM.
OencTeBna gna yctpaHeHns

1 Ecnu ceptudukat npefctasneH B dopmate PEM/DER v nonyyen us CSR npwm
NMOMOLLM KOMMbIOTEPA, TO YKaXKUTe Gpaiin C CeKPETHBIM KJTOUOM.

1 Ecnu ceptudukat npegcrasneH B dopmate PKCS#12 1 nonyyeH n3 CSR npu
nomoLLM KOMMbtoTepa, To co3panTe daiin, cogepKalinii CEKPETHDBIN Koy,

MpununHa

Bbin noBTOPHO UMMNOPTUPOBaH cepTdmKaT B bopmate PEM/DER, nonyyeHHbIl 13
CSR npu nomowm Web Config.

neﬁlCTBMﬂ ANA ycTpaHeHnA

Ecnu ceptndukat B popmate PEM/DER 1 nonyuen n3 CSR npu nomowym Web
Config, TO ero MOXXHO MMOPTPOBATb TONbKO Pas.

He ynanocb BbINONHWTL HACTPOKY.

MpuunHa

HeBO3MOXHO 3aBepLUNTbL HACTPOIKY 13-3a NOTEPV COEAUHEHNSA MEXTY
NPVHTEPOM 1 KOMMbIOTEPOM, HEBO3MOXKHO CUMTaTb (Gaii Nno NPUUMHe BO3HUKLLNX
OowmnoboK.

[encTena gna ycTpaHeHns

Mocne npoBepkM ykasaHHoro daina n coeanHeHNa umnoptupynTte dainn CHoBa.

CooTBeTcTBYIOWaA NHopMaLuua

= «O uudposom ceprudurare» Ha cTp. 72

Owmn6ouHoe yaaneHne ceptudukara, nognucaHHoro LIC

Ona ceptudukara, nognucavHoro LIC, He co3faeTca pesepBHOI Konun.

I[Tpu Hamuuy pesepBHOIL Koy ¢aiia UMIIOPTUPYIITE CepTUPUKAT CHOBA.

HeB03MOXXHO TOBTOPHO MMIIOPTUPOBATD YAa/TeHHbIII CepTI(IKAT, eC/u OH ObUI IOMy4eH ¢ momomibio CSR n3
npunoxxerusa Web Config.Cospmarite CSR u nony4nte HOBBII cepTUdUKaT.

CooTBeTcTBYIOWAA nHpopmaLus

= «Ynanenue ceprudukara, nopnucannoro [IC» Ha ctp. 76

= «Vmmnopt ceprudukara, nogmucanuoro L[C» Ha cTp. 75
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