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ABTOpCKOe nNpaBo

ABTOpCKOe npaBo

Hukakyro 4acTb JaHHOTO JOKyMEHTa He/Ib35 BOCIIPOM3BOUTD, XPaHUTD B TIOMCKOBBIX CUCTEMAX MM IIepefaBaTh
B 06071 popMe 1 MOOBIMY CLIOCOOAMM (37IEKTPOHHBIMY, MEXaHIYECKMMI, Ty TeM KOIIMPOBaHMs, 3aIIUCY U/IN
MHBIMI) 6e3 IpeBapUTeNIbHOTO MUcbMeHHOro paspeuenns Seiko Epson Corporation. ITo oTHOLIeHMIO
UCIIO/Ib30BaHMs COAEpXKalleiics 37iech MH(POPMAaIUM HUKAKMX TATeHTHBIX 00543aTe/NbCTB He IIPELYCMOTPEHO.
PaBHO KaK He IIpelyCMOTPEHO HMKAKOI1 OTBETCTBEHHOCTH 3a OBPEX/EHIs, IPOMU3OILIEeNIINe BCIECTBIE
VICTIOZIb30BaHMA CofieprKaierics 3fiech mHbopManmu. Cofepikalasica sfech MHGOPMaIVs IpefHa3HaueHa TONbKO
JUI ICTIONb30BaHNuA ¢ 3TuM npopykroM Epson. Epson He HeceT 0TBeTCTBEHHOCTH 3a MI060€ MCIIONb30BAHNE TON
MH(OpMaLVM 110 OTHOLICHNUIO K IPYTUM IPOXTYKTaM.

Kommnanus Seiko Epson Corporation u ee ¢punansl He HeCyT OTBETCTBEHHOCTH Iepefi IIOKyIaTesieM HaHHOTO
MIPOAYKTA MM TPETHUMI CTOPOHAMM 32 ITIOHECEHHDIE MMM IIOBPEX/EeHN, II0TepH, COOPBI MM 3aTPATHL,
MIpOM3OILIeIINe B pe3y/IbTaTe HeCYaCTHOTO CIy4asi, HePaBUIbHOTO MCIIO/Ib30BaHNA WIN HapyLIeHN
3KCIUIyaTalU! JaHHOTO IIPOAIYKTa WIN €r0 HeCAHKIMOHMPOBAHHOI Iepefie/IK/, PEMOHTA WIN BHECEHUS
M3MEeHEeHMIT B JaHHBIIT IIPORYKT, vu (3a uckmodeHneM CIIIA) HeBO3MOXXHOCT CTPOTOTO C/IETOBAHMS
MHCTPYKLIVSIM [0 9KCIUTyaTalMu U TeXHrdecKoMy obcnyxmBanuio Seiko Epson Corporation.

Seiko Epson Corporation He HeceT OTBETCTBEHHOCTH 32 JII00OBbIe TIOBPEXEHNS MK PO6IEMbI, BOSHUKIIINE M3-32
VICIIOZIb30BaHMA TIOOBIX GYHKINIT MV PACXOFHBIX MAaTePUAIOB, He SIB/LIOMXCS OPUTMHAIbHBIMY IIPOJYKTaMU
EPSON (Original EPSON Products) i npogykramu, ogobpenusiMu EPSON (EPSON Approved Products).

Seiko Epson Corporation He HeceT OTBETCTBEHHOCTH 3a /TI00ObIe TOBPEXIEHsI, IPOM3OLIEHIINEe B pe3y/IbTaTe
B/IVISTHUA 97IEKTPOMATHUTHBIX IIOMeX IIPK MCII0/Ib30BaHMY MI0ObIX COeAMHUTENIbHBIX Kabereil, He COfepKalluxcs B
peectpe ofobpennsix Seiko Epson Corporation mpogykros (EPSON Approved Products).

© 2021 Seiko Epson Corporation

Vudopmarys, cogepxaliasics B JaHHOM PYKOBOJCTBE, ¥ TEXHIYECKIE XapaKTePUCTUKIA IPORYKIMM MOTYT OBITh
M3MeHeHbI 6e3 peIBapUTeIbHOTO YBEJOMIEHNS.
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Toproebie mapKu

Toprosble MmapKu

 EPSON® spnsercsa 3aperucrpupobaHHbM ToBapHbIM 3HakoM. EPSON EXCEED YOUR VISION 1 EXCEED
YOUR VISION sBnstorcs TopapHbiMu 3Hakamu Seiko Epson Corporation.

d Google Cloud Print, Chrome, Chrome OS, and Android are trademarks of Google LLC.

O Microsoft®, Windows®, Windows Server®, and Windows Vista® are registered trademarks of Microsoft
Corporation.

d Apple, Mac, macOS, OS X, Bonjour, ColorSync, Safari, AirPrint, iPad, iPhone, iPod touch, iTunes, TrueType,
and iBeacon are trademarks of Apple Inc., registered in the U.S. and other countries.

(d VBemomieHne: mpoure Ha3BaHMA IPOAYKTOB YIIOMUHAIOTCS B JOKYMEHTE TOJIBKO B LIeJIAX UAEHTUDUKALUU U
MOTYT IB/IATbCA TOBApHBIMM 3HaKaMU COOTBETCTBYIOLIMX BiafenbleB. Kommanusa Epson orpunaer nwo6bie
IIpaBa Ha BIaJeHNe JaHHBIMY 3HaKaMI.
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06 3ToM pyKOBOACTBE

06 3TOoM pyKoBoAcCTBe

MapKkunpoBka n o0603HaueHuA.

A IIpedocmepencerue:

Hncmpyxyuu, xomopole Heo6x00umo cobnodamy 80 usbercanue Mpasm.

n Baxcno:

Hncmpyxyuu, xomopole Heo6x00uMmo cobn0damn 80 usbexrcarue nosperdeHuUss 000py008aHUs.

IIpumeuanue:
Hnempyxuuu, codepicausue nosesHvie co8emvl U 02paHudeHust no pabome npuxmepa.

CooTtBeTtcTBYIOLAA nHopMaLua

» H_ICIIKHI/ITC 9TOT 3HAYOK /1A IIOTy4Y€HUA ﬂOHOHHI/ITe}'II)HOﬁI I/IH(I)OpMaLU/H/I.

OnucaHns, ncnoJibdyemblie B AaHHOM pyKoBoACTBée

[ B 3aBucumocT ot Mofen CHUMKI 3KpaHOB U MUTIOCTPpAUM MOTYT OT/IMYATbCA, OJHAKO NHCTPYKIUN
OCTAKTCA TEMHI XKE.

(J CuuMmku skpana caenansl B OC Windows Server 2012 R2.B saBucumoctu ot Bepcun OC geTanyt MOTyT
OTIMYAThCA.

| HeKOTOprC ITYHKTbI ME€HIO Ha CHMMKaX 3KpaHa MOT'YT OT/INYaTbCA B 3aBUCMMOCTU OT MOJEIN.

O603HayeHne onepayNoOHHbIX CUCTEM

Windows

B manHOM pyKoBozacTBe Takye TepMuHBL, Kak Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Vista,
Windows XP, Windows Server 2019, Windows Server 2016, Windows Server 2012 R2, Windows Server 2012,
Windows Server 2008 R2, Windows Server 2008, Windows Server 2003 R2 u Windows Server 2003, ncrionb3yorcs
10 OTHOIIEHWIO K CIEAYIOLINM OIlepaliMOHHBIM crcteMaM.Kpome toro, Tepmun Windows mcnonpayercs 1o
OTHOILIEHUNIO KO BCEM BepCI/IHM.

O Onepamyonnas cucrema Microsoft® Windows® 10
0 Onepammonnas cucrema Microsoft® Windows® 8.1
O Omepanmonnas cuctema Microsoft® Windows® 8

O Omepanmonnas cuctema Microsoft® Windows® 7

Q OmneparmonHas cuctema Microsoft® Windows Vista®

Q Omneparmonnas cuctema Microsoft® Windows® XP
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06 3ToM pyKOBOACTBE

Q Omneparmonnas cuctema Microsoft® Windows® XP Professional x64 Edition
[ OmnepaumonHas cucrema Microsoft® Windows Server® 2019

O Omnepanyonnas cucrema Microsoft® Windows Server® 2016

O Onepannonnas cucrema Microsoft® Windows Server® 2012 R2

O Omnepaunonnas cucrema Microsoft® Windows Server® 2012

3 Oneparmonnas cucrema Microsoft® Windows Server® 2008 R2

O Omepanuonnas cucrema Microsoft® Windows Server® 2008

3 Oneparmonnas cucrema Microsoft® Windows Server® 2003 R2

O Omepanuonnas cucrema Microsoft® Windows Server® 2003

Mac OS

B marHOM pyKoBopcTBe TepMuH Mac OS Mcnonb3yeTcs 10 OTHOIIEHMIO K OIIePALMOHHBIM cycTeMaM macOS
Mojave, macOS High Sierra, macOS Sierra, OS X El Capitan, OS X Yosemite, OS X Mavericks, OS X Mountain
Lion, Mac OS X v10.7.x 1 Mac OS X v10.6.8.
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BBepeHmne

BBepeHune

9T0 0bLIee PYKOBOACTBO /I aAMIHUCTPATOPA IO UCIIOIb30BAHNIO JAaHHOTO IIPMHTEPA U YIPABICHIIO VM.

ITockonbKy 3TO 00liiee PyKOBOJCTBO, B HEM He OIMCaHbI HEKOTOPbIe (DYHKI[MY U He IIOKa3aHbl HEKOTOPbIE
MmeH10.IToaToMy npenoctaBisieTcss MHPOPMAIINS O HACTPOIIKE CXOXXMX IIapaMeTPOB W/IN MEHIO.

CaeneHns 06 ncronb3oBaHny GYHKINIT CM. B JOKYMeHTe Pyk0600cmeo nonv3osamerns.

PykoBoactsBo

MapameTpbl neyaTy u ynpaBneHune

37ech IPUBOJMUTCS OMMCAHE BCETO MPOLecca, OT CETeBOTO MOAKIIYEHM 10 HACTPOIKY BcexX GpyHKUmit n
yIpaBlIeHNA IPUHTEPOM.

MopknioueHne

3nech 00BACHSETCSA, KaK TIOAKIIOUNTD YCTPOICTBO K ceTH. TakKe 00bsICHAETCS MCIIO/Ib30BaHNe IIOPTa IPUHTEPA,
DNS-cepBepa 1 mpokcu-cepsepa.

Hactponkn ¢pyHKumn

31ech 0ODBACHAIOTCS HACTPOVIKY [ KaXK/0M GYHKLMY IPUHTeEpa.

Hactpoiikn 6e3onacHOCTU NnpogyKTa

31ech OMMCHIBAIOTCA 6a30Bble HACTPOIKM 6€30IIaCHOCTH, TaKye KaK HaCTPOKI apojist afMUHUCTPATOPA.

MapameTpbl neyaTy u ynpaBneHus

OmucaHne paboThI M yIIpaB/IeHNU MIOC/Ie Hadala UCIIONb30BaHMs IIPUHTEPA, HAIIpYMep IpoBepKa MHPpOpMaLuy
IpUHTepa U IapaMeTphl yBeJOMICHNIT O COOBITHSAX.

PeweHne npo6nem

3,[[er 00 BACHAIOTCA HaCTpOf;[KI/I VHNIann3agumn 1 yCTpaHeHnsd HeI/ICHpaBHOCTeﬂ B CETN.

PacwinpeHHble HacTPoOIiKn 6e3onacHOCTU ANsA NpeaAnpUuATUA

OmnucaHKe paclIMpeHHBIX HACTPOEK 0e30IIaCHOCTH, MICIIONIb3YeMBIX B CETH, TaKMX Kak cBsi3b SSL/TLS u IPsec/
¢unbrpanys IP.

TepMI/IHbI, ncnoJibdyemblie B AaHHOM PyKOBOACTBe

TepMuHbI

B JaHHOM PYKOBOJCTBE MCIIO/Ib3YIOTCA CIECAYIOIINE€ TEPMIIHBI.
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BBepgeHme

ApMuHncTparTop

JIuno, oTBETCTBEHHOE 3a YCTAHOBKY U HACTPONKY YCTPOJICTBA VI CeTH B o¢uce Wim opraHusauyu. B
HeOO/IbIINX OPraHM3aLMAX STO JIMIIO MOXET HEeCTU OTBETCTBEHHOCTD 32 aiMUHVICTPVUPOBaHIe U YCTPOICTB, U
ceTN. B KpyIHBIX OpraHM3anuAX afMMHMCTPATOPBI YIPABJIAIOT CEThIO VIJIM YCTPOICTBAMU B OT/€/Ie VN
Nofpasfie/IeH!N, a CeTeBble afIMMHNUCTPATOPbl HECYT OTBETCTBEHHOCTD 32 HACTPOMKM CBA3M 3a IpefeaMu
OpraHM3anui, HapyuMep 3a BbIXof, B VIHTepHeT.

CeTeBOI1 agMUHNCTpaTOp

JIniio, OTBETCTBEHHOE 3a yIIpaBJIEHME CETEBOI CBA3bI0. JINII0, KOTOpOe HacTpauBaeT MapIIPYyTU3aTOP, IPOKCH-
cepBep, DNS-cepBep 1 IOUTOBBII cepBep i YIIpaBJIeH)s CBA3bI0 Yyepe3 VIHTepHeT Ui CeTb.

Monb3oBartenb

JIuro, KoTOpOe UCTIONB3YeT TaKye YCTPONCTBA, KaK IPMHTEPBI M/ CKaHepHI.

MopknioueHne cepBep/KNNEHT (06WMIA AOCTYN K NpuHTEpY Yepes cepep Windows)

[TonxmoueHne, KOTOpOE YKa3bIBaeT, YTO IIPUHTEP, HOKIIOUeHHBII K cepBepy Windows 1o ceTy wm 1o Kabero
USB, u ouepepb Ie4aTy Ha cepBepe MOTYT ObITh chenanbl o01myMu. CBs3b MeX[Y IPUMHTEPOM M KOMIIBIOTEPOM
IIPOXOAUT Yepe3 cepBep, a IPUHTEP YIIPAB/IAETCA CEPBEPOM.

OpHopaHrosoe nogkKnaueHue (Npsamasn neyarb)

HOI[KHIO‘IGHI/IG, KOTOPO€ YKa3bIBa€T, YTO IIPUHTEP ¥ KOMIIbIOTED IMMOJK/IIOYEHDI K CETU Y€PE€3 KOHUEHTPATOP M/IN
TOYKY JOCTYIIA, a 3afjaHMe I1€9aTV MOXXET BBITIOTHATHCA HEMOCPENCTBEHHO HAa KOMIIbIOTEPE.

Web Config (Be6-cTpaHuLia ycTponcTsa)

Be6-cepBep, BCTPOGHHBIII B yCTPOICTBO, HadbiBaeTcst Web Config. B HeM ¢ momolnpio 6paysepa MOXXHO
IIPOBEPUTD COCTOSTHIE YCTPONCTBA.

Ouepepu nevyatu

B Windows 3Ha40K KaX[0ro mopra, oToOpa>kaeMoro B pasjerne YCTPOICTBO M IPUHTEP, HATIPUMeDP MPUHTEPA.
Jlaxke [y1st OHOTO YCTPOJICTBA CO3AI0TCS 1B 3HAUKA 1 6OJIee, eC/i 9TO YCTPOICTBO MOFKIIOUEHO K CEeTI Yepes
nBa nopta u 6onee, HanpuMep depes crangapTabie cetu TCP/IP u cetu WSD.

UHcTpymeHT

OO61muit TepMMH, CBA3aHHBIIL C IPOrPaMMHBIM obecredeHreM Epson 111 HacTpOVIKM yCTpOJICTBA U YIIpaB/IeHUA
uM, HanpuMep Epson Device Admin, EpsonNet Config, EpsonNet SetupManager u T. z.

ASCIl (amepunKaHCKNI CTaHAAPTHLIN Koa anAa o6meHa nuHdopmaumein)

OpHa U3 CTaHFAPTHBIX KOAMPOBOK CUMBOIOB. OnpeneneHo 128 C1MBOIOB, BK/IIOYasl TaKye CUMBOJIBL, KaK OYKBBI
andasura (0T a 10 z, oT A 1o Z), apabckue ungpst (ot 0 1o 9), crieninanbHble CUMBOJIBI, TYCThbIE CYMBOJIBI U
ynpasjsioiime cuMBonbl. [Ipu ucnonpzoBanuy repmuta ASCII B 3ToM pyKOBOJICTBe MMEIOTCS B BULLY YKa3aHHbIE



PykoBOACTBO affMUHMCTPATOPA

BBepgeHmne

HIDKe CUMBOJIBI ¢ Kogamu ot 0x20 fo 0x7E (B mectHapatepuaHoM popmare) 6e3 yueTa yrnpaBIsioLnx
CUMBOJIOB.

00 | or |02 (03 ) 04 |05 | 06 | OF | 08 | 09 | 0A | OB | 0T | 0D | OE | OF
(s L || #]S5 (% &))" +-, -1.1f
wlelale|C|DlE[FIG|H|I|J[K|L|M[N]O
allPplalrls[T{ulviw[x|yY[z[([\]1]]_
6| " |a|lblc|d|e f_g hii J_k_l m|n o
ml{plag|r]|s ul|v|w(x|v|z|{]] }!--"-

* O603HauaeT npoben.

IOHunkog (UTF-8)

MexxpyHapopHas CTaHAApTHASA KOAMPOBKA, KOTOPask OXBAaThIBAeT OOJIBIIMHCTBO MUPOBBIX SI3BIKOB. I1pn
UCIIOTIb30BaHNM B 3TOM pykoBopcTBe TepmyuHa UTF-8 nmerorcs B Bujy cuMBosbI KopyupoBku B popmate UTF-8.

NMpumep ceTeBOn cpeabl

3T0 IIpuMeEp NPOAYKTOB /I MNOAK/ITIOYEHNS K CeTeBOI cpene. MOI‘YT 6BITH JIO6aBJ’I6HbI (i)yHKIH/II/I nycmnyru,
HEJOCTYIIHbIE B ICIIOJIb3YEMOM BaMI IIPOAYKTE.
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P)/KOBO,EI,CTBO AAMUHNCTPATOPa

BBepeHune

Mpumep cpeaHen n KpynHom ceTeBom cpeabl NpeanpuATUA

—_——— -

- N — = — -
P 7 ~ \\h
= -
~
TN A) -
~—
\ - ~
’/
\ y -
~
~ - =< AL _ —_ > _—_—— =

N e—_— -

(A): InTepHeT
Ecnyt npuHTep MOXET IHOAKII0YAThCs K VIHTepHETY, JOCTYIIHbI CIeAYIOLIIe CITY>KOBI.

(4 Epson Connect

ITewyaTh COOOIEHNMI 3/IEKTPOHHON OYTBI, Yja/leHHas IIeYaTh U Apyrue

(J O6maunble CTyKObI

Google Cloud Print, Evernote u T. .

(4 Carit xommannu Epson

3arpyska fpaiiBepoB I IPOrPaMMHOI0 obecredeHst, 0OHOB/IEHIIe MUKPOIIPOrpaMMBI IIPMHTEpa U T. I.

1



PYKOBO,EI,CTBO AAMUHNCTPATOpPa

BBepeHmne

(B): DMZ (meMunutapusoBaHHAs 30Ha)

IT0 30Ha MEX[Y BHYTPEeHHel! ceThIo (MHTpaceThbIo) ¥ BHEIIHeil ceTblo (/IHTepHeTOM); 06€e ceTu M30/IMpOBaHbI
6panaMayspoM.HacTo 3TOT cepBep OTKPBIT /I BHelIHelt ceTy. TakuM 06pa3oM MOXKHO 3aLUTUTHCA OT
IIPOHUKHOBEHM YTPO3bl BO BHYTPEHHIOI0 ceTb.KpoMe TOro, MOXXHO 3aIIMTUTD 3TOT OTKPBITHIN cepBep OT
HEeaBTOPM30BAaHHOTO NOCTYIA 13 BHYTPEHHEN CeTH.

(1 DNS-cepBep

[ IIpokcu-cepsep

(1 Cepsep nepegaun 3/11eKTPOHHON ITOYTEI
[d Be6-cepBep

4 FTP-cepsep

(C): noBepenHas 30Ha (MHTpPaceTh)
ITO KoBepeHHas ceTh, 3aupuienHas 6panamayspom i UTM (Unified Threat Management).
(d (C)-1: cepBep B MHTpaceTH
3TO cepBep /s BCeX CMYXX6 HA KOMIIBIOTEPAX OPTaHM3ALN.
[ DNS-cepsep
(d DHCP-cepsep
(1 CepBep 37eKTPOHHOI ITOYTHI
[d Cepsep Active Directory/LDAP
(1 ®daitoBbIii cepBep
d (C)-2: ceppep npuioxKeHuit
310 cepBep st pabOTHI BCEX TPUTOXKEHNIT CEPBEPA.
1 Epson Print Admin

(4 Document Capture Pro Server

1 (C)-3: mpoBopuas nokanbHas cets (Ethernet), (C)-4: 6ecnipoBopnas mokanbHast ceTb (Wi-Fi)

HpI/IHTepbl, CKaHEPbI, KOMIIbIOTEPDI U IPpYyTUe YCTpOﬁICTBa, TMOAKIIOYEeHHbBIE K TIOKAIbHOM CETU C IIOMOIIIbIO
KaOesIsl WK 110 pamoCBA3N.

(D): mpyroe nmogpaspgenexue

370 ceTb Apyroro noapaspeneHua.OHa coefHeHa Yepes VIHTepHeT, BBIC/ICHHYIO IVMHUIO U T. .
CeTeBble YCTPOIiCTBA

J a: 6panpgmayasp, UTM

J b: mapmpyTnsarop

([J c: KOMMYTaTOp JIOKaIbHOI CeTN

(J d: koHTpoO/IIEp GECIPOBORHOIT IOKATIBHOI CETI

(J e: Touka focrymna

12



PyKOBO,El,CTBO AAMUHNCTPATOPa

BBepeHmne

Mpumep He6GoNbLIOK CceTV NpPeaANPUATUA

(A): iInTepHeT

(4 Epson Connect
(d O6nayHble CTy>KOBI

(4 Cepsep snekrpoHHOI o4Thl, FTP-cepsep

(B): moBepenHas 30Ha (MHTpaceTh)
(4 (B)-1: mpoBogHas nokanbHas cethb (Ethernet)

(A (B)-2: 6ectipoBopHast nokanbHas cetb (Wi-Fi)

Tunbl NOAK/IOUEHWIA K NPUHTEpPY

Cyl1ecTBYIOT CIefyIolye ABa METOfla HOAK/IIOUeH s IIPMHTEPa K CeTH.
[ TlopximroueHne cepBep/kmueHT (06LIMIT JOCTYH K IpUHTEPY Yepe3 cepBep Windows)

[ OpgHopaHroBoe NOAKIII0OUeHMe ([IpsIMast TeYaTh)

HacTtponkv nogknioueHus cepeepa/KnmneHTa

3t0 TIOJK/II0YCHNE, IPENOCTABIAEMOE CEPBEPOM /1A JOCTYIIA HPI/IHTCPY.,HTIH 3alrpeTa IIOOKIIYeHNA 6e3
VCIIOJIb30BaHMA CEPBEPA MOXKHO IIOBBICUTD YPOBEHD 6€30I1acCHOCTM.
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PyKOBOACTBO AAMUHNCTPATOpPa

BBepgeHue

ITpu ucnonb3oBanuy USB Kk mpuHTepy 6e3 QyHKIMM CETH TaKyKe MOKeT OBITh IIPEfOCTaB/IeH 001Nt JOCTYIL.

Cnoco6 nogkniovyeHnsa
HOJIK)'[IO‘-II/ITe l'[pI/IHTep K CeTn qepes KOMMYTaTOp JIOKaJIbHOM CETU MU TO‘-IKY HOCTYHa.

MOo>XHO TaKyKe IIOFKTIOUNTD IPUHTEP K CepBepy HaIpsaMyIo depes kabenb USB.

ApaiiBep npnHTepa
YcraHoBuTe ApaiiBep mpuHTepa Ha cepBepe Windows B 3aBucumMocTyt oT OC KIMEHTCKMX KOMIIBIOTEPOB.

[Tocne nmonyyenus goctyna K ceppepy Windows v npuBsA3ky IpyHTepa fpaiiBep IpUHTepa yCTaHaBIMBaeTCA Ha
K/IMEHTCKOM KOMIIbIOTepe U TOTOB K VICIIOTIb30BAHMIO.

QyHKLUN
(d YmpasnsaiiTe IpMHTEPOM U [paiiBepoM IIPUHTEpa.

(d B 3aBMCHMOCTY OT XapaKTepUCTUK cepBepa MOXKeT HOHaoOUThCA BpeMsI /IS 3alTyCKa 3ajaHus [edaT, TaK
KaK BCe 3afIaHNA TIeYaTy IPOXOJAT Yepe3 cepBep MedaTi.

[ Tleyats npu oTKII0O4YeHHOM cepBepe Windows HeBO3MOXHa.

CooTBeTcTBYIOWAA nHpopmauus

= (TepMuHbI» Ha CTp. 8

HacTpolikn ogHOpPaHroBbIX NOAK/IOUEHU

3T0 TIOJK/IIOYEHME NCIIONB3YETCA 1A IIOAK/IIOYEHNA IIPUHTEPA K KOMIIBIOTEPY HAIIPAMYIO I10 ceTu.Mo>XHO
IIOJK/TKOYNUTD TOIBKO MOJEC/Ib C HOJII[ep)KKOﬁI CETN!.

Cnoco6 nogkniovyeHna

HOJIK)'[IO‘-II/ITe IIPMHTEP K CETU HETIOCPEACTBEHHO Y€PE€3 KOHIEHTPATOP MM TOYKY AOCTYIIA.

ApanBep npuHTEpa
YcranoBure gpaliBep NpUHTEPa Ha KaXK/IOM K/IMEHTCKOM KOMIIBIOTEPE.

[Tpn ucnonbsosanuu EpsonNet SetupManager MOXXHO NpefOCTaBUTb MaKeT [jpaiiBepa, B KOTOPbII BXOAAT
HapaMeTphbl IpMHTEpa.

QOyHKLUN

(] 3apaHue nmevyaTy HaYMHAETCA He3aMe/INTE/IbHO, TaK KakK 3ajlaHle [leyaTy lepefiaeTcsl HeIIOCPeICTBEHHO Ha
IIpUHTEP.

[d MO>KHO BBIIIOTTHATD II€49aTh, IIOKa pa60TaeT IIpUMHTEP.

CooTtBeTcTBYIOWaA MHopMmaLua

= «TepmuHbI» Ha CTP. 8
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P)/KOBO,EI,CTBO AAMUHNCTPATOPa

I1apame1'pb| ne4yaTuv n ynpasjeHmne

NapameTpbl neyaT n ynpassieHUne
npuHTEpa

(A)
o —

Pa6ounin npouecc HaCTPOMKN N 06CNyKnBaHNA

:ﬂlﬂﬂﬁl

.)))
(B)

(C)

(D)

Il

(E)

G

MoaknioueHve NpUHTEpPa K ceTn B HacTpoliika dyHKUMM neyatn
HacTpoiika cepBepa D HacTpolikn 6e3onacHocTr
MapameTpbl NeyaTn 1 ynpasneHus

15



PyKOBOACTBO AAMUHNCTPATOPa

I1apame1'pb| ne4yaTuv n ynpasieHne

MopknioueHMe NpUHTEpa K ceTn

Hacrpoiite Ha npunTepe IP-afpec u MofcoefMHNTE €TI0 K CETI.
(d Ycranoska IP-appeca

1 TTopknrouenne K cetn (kabenpHoe momkaodenne LAN/Wi-Fi)

CooTtBeTcTBYIOWAA MHPopmaLua

= «CeTeBoe MOAK/IIOUEHNE» Ha CTP. 18

Hactponka ¢pyHKLMN neyaTn

Hacrporite mapameTps! /11 UCIO/Ib30BaHMs PYHKIMM TT€YATH.
[ ITapameTps! mevaTy Ay MOAKITIOUEHNS CepBepa/KIMeHTa

| HapaMeprI neqaTy A1 OMHOPAHTOBOIO IOJK/IIOYEHNA

CooTtBeTcTBYIOWAA MHPopmaLua

= «Vcnonb3oBanue GpyHKUMIT IPUHTEPa» HA CTp. 28

Hactpoiika noutoBOro cepsepa

HacTtpoiiTe mo4ToBblil cepBep A/ Iepeajipecaliuy 3/1eKTPOHHOI II0YThI ¥ OTIIPAaBKY YBEJOMJIEHUIA 10
3JIEKTPOHHOI ITOYTE.

[ SMTP-cepsep
4 Cepsep POP3

CooTBeTcTBYIOWAA nHpopmaLus

= «HacTpoiika HOYTOBOTO CepBepa» Ha CTp. 35

HacTtponkn 6esonacHocTu

(d YcTaHOBKA ApOsIA afiMUHUCTPATOPA
(d VmpasreHye KCIIOIB30BaHMEM IIPOTOKOIOB

(J PacummpeHHbIe HACTPOIIKM 6€30I1aCHOCTI

CooTtBeTcTBYIOUAA MHPOpMaLuA

= «HacTpoiikn 6e30IacHOCTY IPOYKTa» Ha CTP. 43

= «PacipeHHble HACTPOIKM 6€30TIACHOCTY /I TPEANPUATH» Ha CTP. 84

MapameTpbl neyaTu n ynpaBneHus

[d IIpoBepKa COCTOSAHNA YCTPOICTBA
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PyKOBOACTBO AAMUHNCTPATOpPa

I1apame1'pb| ne4yaTtuv n ynpasieHne

[J Peaknus Ha cOOBITUA

(d PesepBHOe KOmMpoOBaHMe HACTPOEK YCTPOICTBA

CooTtBeTcTBYIOWAA MHopMmauua

= «HacTpoiiku paboThl 1 yIIpaBleHus» Ha CTp. 50
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PyKOBOACTBO AAMUHNCTPATOPa

CeTeBoe nogkKnyYeHne

CeTeBoOe nogknioyeHme

B 57011 rimaBe onuchiBaeTca nmpouenypa iid NOAK/IIOYEHNA IIPUHTEPA K CETH.

Mepepn ycTaHOBKOI ceTEBOro NOAK/IOUYEHUNS

Hepen TIIOAK/IIOYEHMEM K CETI ITPOBEPHTE METO/, IIOAKITIOYEHNA U €T0 ITapaMEeTPBhI.

C60p nHpopmaLnm o HaCcTpoliKe NOAKIIOYEHUA

ITepen moaK/II04YeHMEM [IOATOTOBBTE HeOOX0RMMYI0 NH(pOpMaIio 0 IapaMeTpax cetu. [IpeaBapuTenpHO y3HaiiTe
CTIeyIONTyI0 MH(OpMAIMIO.

Paspenbl MapameTpbl MpumeyaHne
MeTop nogknoueHnA (1 Ethernet BbibepurTe Cnocob NoAKMUYEHUS NPUHTEPA K CETU.
yCTpOWCTBa - . .
1 Wi-Fi Mpw ncnonb3oBaHMM NPOBOAHOW IOKANbHOWM CETU NOLCOEANHNUTE
NPUHTEP K KOMMYyTaTOPY JIOKarbHOW CeTu.
Mpwn ncnonbsosanHnn Wi-Fi nogkntountecs K cetn (SSID) Toukn
joctyna.
CBepeHuvdA o 1 IP-agpec BbibepurTe cnocob HaszHaueHus IP-agpeca npuHTepa.
NOAKIIOYEHNN K
(1 Macka nogcetu Mpw Ha3HayeHUn ctaTudeckoro IP-agpeca TpebyloTca 3HaueHns Bcex

NOKasnbHOM cetTn

CraHAapTHBIN W03

napameTpoB.

Mpwv Ha3HauyeHWM AvHamuueckoro IP-agpeca c ncnonb3oBaHVem
dyHKUmn DHCP 31a uHdopmauma He TpebyeTca, NOCKONbKY
HaCcTpoWKa MPOVCXOANT aBTOMATUYECKU.

CBepeHudA o a SSID 3710 ngeHtudukaTop SSID (MMA ceTn) 1 Naponb TOUKM AOCTYNA, K
nogknoyeHnn K Wi-Fi KOTOPOW NOAKIII0YaeTCA NPUHTEp.
A [ Maponb P A P P
Ecnu yctaHosneHa dunbrpauus MAC-agpecoB, nepes peructpauuen
NpUHTEpa 3aperncTpupymnTe Ha Touke goctyna ero MAC-agpec.
MNoppepxnBaemble CTaHAAPTbI CM. B PyKOBOACTBE NOJb30BaTeNA.
CeepeHus o DNS- 1 IP-appec gna OHM TpebyloTcA Npy Ha3HAaUYeHWW NPUHTepY cTatudyeckoro IP-agpeca.

cepsepe ocHoBHoro DNS JononHutenbHbii DNS-cepBep ycTaHaBnuBaeTca, eciv B
opraHv3auuy Ncnonb3yeTca pesepBHan KOHGUrypauua n umeetca
A IP-apgpec gna .
pononHutenbHbli DNS-cepaep.
BCMOMOraTe/lbHOro
DNS Ecnu opraHunsauna Hebonblaa n DNS-cepBep He ycTaHaBnvBaeTcs,
ycTtaHoBuTe IP-agpec mappyTm3saTtopa.
CBefieHunA o NpoKcn- d Vma npokcu- YcTaHOBUTE NPY NCMONIb30BaHMKM B CETEBOW Cpefe NPOKCM-cepBepa
cepBepe cepBepa AnA goctyna K VIHTepHeTY U3 MHTpaceTh 1 UCMNoMb30BaHUN GyHKLUMN,

FIpI/IMEHHEMOIZ NPUHTEPOM AN1A [OCTyNa K MHTepHETy.

MpuHTep HanNpAMYIo NOAKoYaeTcs K IHTepHETY Ans BbINOAHEHWA
cnepyioweit GyHKLUN.

(d O6HOBMEHNE MMKPOMPOrpammbl
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PyKOBOACTBO AAMUHNCTPATOPa

CeTeBoe nogkKnyYeHne

Paspenbl MapameTpbli MpumeyaHne
NHdopmauuma o (J Homep noprta ana MpoBepbTe HOMep NOPTa, NCNONb3yeMbI MPUHTEPOM 1
HOMepe nopTa 0CBOGOXAEHMA KOMMbIOTEPOM, 3aTeM NPU HEOOXOANMOCTY OTKPOMTE STOT MOPT Ha

6paHaMayspe, eC/IN OH 3a6I0KMPOBaH TaM.

Homep nopta, ucnonb3yemoro NPUHTEPOM, CM. B MPUNOXKEHNN.

Ha3sHauyeHue IP-agpeca

Cy1ecTBYIOT c/efyioliye TUIIbI HasHaueHus [P-agpecos.

Cratnueckui IP-agpec
Hasnavenne BpyuHnyto npunTepy (y3ny) ¢puxcuposanHoro IP-agpeca.

JlaHHBIe /1 NOAK/IIOYEHM K ceTH (Macka IOofceTH, T3 1o yMomdanuio, DNS-cepBep 1 T. [i.) JO/DKHBI OBITH
3aJlaHbl BPYYHYIO.

Taxoit IP-agpec He MeHseTCA fa)ke IPY BBIKTIOUEHNY YCTPOICTBA. DTO MOJIE3HO IPY YIIpaB/IeHNN YCTPOICTBAMU
B CETU, B KOTOPOI1 He/b3s M3MeHATD [P-aipeca, Wi Ipu ynpasieHny yCTpOICTBaMM € UCIIONb30BaHMeM ux IP-
agpecoB. MBI pekOMeH/[yeM HacTpauBaThb TaKUM 00pa3oM IIPUHTEPBL, CepBepbl U IPYTUe YCTPOICTBA, K KOTOPBIM
HOJIK/TI0YaeTCsl MHOTO KOMIIbIoTepoB. [Ipy ucnonbp3oBanuy GyHKIMI 6€30macHOCTH, TaKuX Kak IPsec/
¢unbrpanys IP, raxoke HasHavaliTe pukcupoBaHHble IP-apeca, YTOOBI OHY He MEHSIUCD.

ABTOMaTnuyecKoe HasHauyeHue c ucnonbsoaHuem ¢pyHkuyun DHCP (auHamnueckuin IP-agpec):

Apromartudeckoe HasHaueHue IP-anpeca npunTepy (y3ny) ¢ ucnonbsoBanueM ¢pyukuyy DHCP
COOTBETCTBYIOIETO CEPBEPA MM MaplIPyTU3aTOpa.

[TapameTpsl MOKMIOUEHNA K ceT (MacKa IOfICeTH, T3 0 yMomdanuio, DNS-cepsep 1 T. i) ycTaHaBIMBAIOTCA
aBTOMAaTHMYeCKY, YTO [IO3BOJIAET JIETKO IOJK/IIOYaTh YCTPOMCTBA K CETH.

[Tpy BBIKTIOUEHNHM YCTPOIICTBA UM MAapIIPYTU3aTOpa U B 3aBUCUMMOCTM OT mapaMeTpo DHCP-cepsepa npu
MOBTOPHOM TNofKTIoueHuy IP-afpeca MOryT usMeHATbCA.

MbI peKOMeH/IyeM YIPaBIATb ycTpolicTBaMu 6e3 ucnonb3oBanus [P-agpecos u ncronb3oBaTh IPOTOKOEL,
paspemraromiue IP-agpeca.

IIpumeuanue:
Ipu ucnonvsosanuu pynxyuu DHCP ons pesepsuposanus IP-adpecos moxcHo HazHauumv 00un IP-adpec Heckonvkum
YCMPoTicteam 00HO8PeMeHHO.

DNS-cepBep n npokcun-cepsep
DNS-cepBep no3BosnsAeT CBA3bIBATDh MM Y371a, MMEHA JJOMeHa afipeca 37IeKTPOHHOII ITOYTHI U T. [i. ¢ JaHHbIMU IP-
azpeca.

Ecnu KOMIIBIOTEP VN IIPUHTEP CBA3DBIBAIOTCA 110 IIPOTOKOITY IPc }IpYI‘Of/I CTOPOHOI7[, KOTOpasd olMcaHa MMEHEM
Yy371a, MME€HEM JOME€HA N T. [i., TO TaKaA CBA3b 6YI[€T HEBO3MOJKHA.

3ampammBaet oty nHpopmannio y DNS-cepsepa u nonydaet IP-agpec npyroit cropoHbL.OTOT IIporiecc
HasbIBAETCA paspelleHeM VIMEH.

[TosToMy ycTpolicTBa, TaKie Kak KOMIIBIOTEPHI U1 IIPUHTEPHI, MOT'YT 0OMEHMBATbCA JAHHBIMY, MCIONMb3Ys IP-
agpeca.

Paspernenne nmeH He06X0OAMMO, YTOOBI IIPUHTEP MOT OTIIPABIIATD 3MIeKTPOHHYIO IOYTY U MOLK/IIOYAaThCA K
Nurepuery.
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PykoBOACTBO afMUHMCTPATOPA

CeteBoe noaKn4vyeHne

ITpu ucnonb3oBanmy 3TuX GyHKUMI HeobxoauMo HacTpouts DNS-cepBep.

I[Tpu nasHayenun npuHTepy IP-agpeca ¢ ucnonpsosanueM ¢pyukiyu DHCP cooTBeTCTBYIOLEr0 cepBepa Ui
MapUIpyTU3aTOpa 3TOT aipec YCTaHABINBAETCA aBTOMATUIECKIL.

ITpokcu-cepBep pasMelaeTcs Ha IITI03e MKy CeTbio U VIHTepHETOM, a TaK)Ke CBA3bIBAETCS C KOMIIBIOTEPOM,
IpUHTEPOM U VIHTepHeTOM (IIPOTUBOIIONOXKHBIN CepBep) OT MMEHM KaX0ro ycTporictBa. [lpoTrBoOIomIoXHbIil
cepBep CBSA3BIBAETCS TONBKO C IPOKcK-cepBepoM.IloaToMy cBeileHMs o IpUHTepe, Takue Kak IP-agpec n Homep
[IOPTa, He MOTYT OBITh CYMTAHBI, YTO IIOBBIIIAET O€30M1aCHOCTb.

[Tpn mopgkmoueHnN K ceTr VIHTepHET Yepes MPOKCU-CepBep HACTPONTe Ha IIPUHTEpe IapaMeTPhl TOTO cepBepa.

NMoaxknioyeHne K CeTu C NaHenun ynpasieHunA

[NopxmrounTe IPUHTEP K CETU C IIOMOLIBIO TAaHE/N YIIPaBIeHN IPUHTEPA.

JlonomHuTeIbHbIE CBEeHNS O TIaHe/V YIIPaB/IeHNsA IPUHTEpa CM. B Pykosodcmeo nonv3osamens.

Ha3sHauyeHue IP-agpeca

HaCTpOI‘/'ITe 6a30BbIe 9JIEMEHTDI, TaKM€E KaK ajgpec y3ia, Macka noxpceTu, [Ir03 Mo YMOT9aHUIO.

B sToM pasfene omuceiBaeTcs Mpoliefypa HaCTpoiiKM cTatudeckoro IP-agpeca.
1. Bxrounre mpuHTEp.

2. Boibepure HacTp. Ha rTaBHOM 3KpaHe WM Ha ITaHe! yIpaB/IeHys IPUHTepPa.

mFIE
- o]
- =

(+*) Load paper.
I —

3. Beibepure O6uiue napamerpsl > Hactpoiiku cetn > PaciinpeHHble.
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P)/KOBO,EI,CTBO AAMUHNCTPATOPa

CeTeBOe NogKlOUYeHNEe

4. Boibepure TCP/IP.

e Advanced

Device Name

TCP/IP Auto
Froxy Server Do Mot Use
IPv6 Address Disable

4 ht
| ¢' |
\

5. Boibepure 3unauenue Pyunoii mis mapamerpa IHomyunts IP-agpec.

Ecmu IP-anpec onpenensercsa aBroMmarndecku ¢ nomoursbio pynkunu DHCP mapuipyTtusaropa, Beibepure
Agro. B aToM cnyyae napametpn IP-agpec, Macka nogcern u Illmros mo ymonyanuro Ha marax 6-7 Takxe
3a[Jal0TCA ABTOMATUIECKM, IIO3TOMY IIEpeauTe K mary 8.

Obtain IP Address

Manual [

IP Address

0.0.0.0 (V)
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P)/KOBO,EI,CTBO AAMUHNCTPATOPa

CeTeBOe NogK/IOUYEHNE

6. Bsenmure IP-agpec.

I[Tpu BoI6OpE 2 M 4 ¢boKyc nepeMeliaeTcsi K CIERAYIOLIEMY UM IPERBIAYILIEMY CETMEHTY, OTAE/IEHHOMY
TOYKOI.

Input Value: 0 10 255

k] L3

1 2 a

4 5 B

7 B g
0

[IpoBepsre 3HaUeHNME, OTOOpAKEHHOE HA IPEAbIAYIIIEM SKpaHe.

7. Yxaxure Macka nogceru u Illnros mo ymonyanmrso.

IIpoBepbTe 3HAUEHME, OTOOPAKEHHOE Ha TIPEAbIAYIIeM 9KpaHe.

n Basxcno:

Ecnu couemanue IP-adpec, Macxa nodcemu u Illn103 no ymonuanuio A6nsemcs HegepHoim, 3anyck
HACMPOTiKY CIMAHOBUMCST HEAKIMUBHBIM U NPOOOTIHUMb HACMPOTiKy 6ydem He803MOKHO. Ybedumecn, umo 6
3anucu Hem ouuOKuU.

8. Bsepure IP-agpec ocHoBHOro DNS-cepsepa.
ITpoBepbTe 3HaUCHNUE, OTOOPAXKEHHOE Ha IPeAbIAYIIeM SKpaHe.

Ipumeuanue:

Ecnu 6 nacmpoiikax npucsausanusi IP-adpeca ycmpoiicmay ucnonv3yemcs 3Hauerue Aemo, ons Hacmpoex DNS-
cepsepa MoxHo sviopamv 3HaueHue Pyunoii unu Aémo. Ecnu e ydaemcs nonyuumos adpec DNS-cepeepa
asmomamutecku, evlbepume sapuarm Pyunoii u ssedume adpec DNS-cepsepa. Samem esedume Hanpsamyio aopec
dononHumenvrozo DNS-cepsepa. Ecnu vt vibpanu Aémo, nepetioume x wiaey 10.

9. Bsepure IP-agpec gononuurenpaoro DNS-cepsepa.

ITpoBepsTe 3sHaUeHNME, OTOOpaXKEHHOE Ha IpeAbIAYIleM SKpaHe.
10. Haxxmute 3amyck HaCTpPOMKIL.

11. 3axpoiiTe 3KpaH IOATBEP>KIE€HNA.
HacTpoika npokcun-cepsepa

Hacrpoiite mpokcu-cepBep, ecy BBIIOMHAIOTCA 00a CTIEAYIONIX YCIOBMA.

[ TIpokcu-cepBep IpefHa3Ha4eH [/ HONKII0UeHN K VIHTepHeTY.
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(J Bor xotnTe 06HOBUTD BcTpoerHoe I1O npuHTepa yepes VIHTepHET, HCIOMb3Ys [MaHe b YIPaBIeHNs IPUHTepa
i Web Config.

1. Boibepute HacTp. Ha Haua/IbHOM 9KpaHe.

I[Tpu mpoBeneHny HACTPOVIKM TOC/e HacTpoliky IP-anpeca 6ynet BeiBemeH sxpan Pacumpennsie. [leperignre
K mary 3.

mFI[F
L -
L -

[E} Load papes.
g -

Papar Satling Prrinter Status

2. Boibepute O6uue napamerpsl > Hactpoiiku cetu > PacummpeHHble.

3. Beibepure IIpokcu-cepsep.

o Advanced

Device Name

TCP/IP Auto
Proxy Server Do Not Use
IPv6 Address Disable
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4. Bsibepure sHauenne Vcn. misa napamerpa HacT. mpokcu-cepBepa.

Proxy Server Settings

Proxy Server Settings

Use [

Proxy Server

I ter | Sy
Enter values IL\\L-"I

5. Bsenure agpec npokcu-cepsepa B dopmate IPv4 unn B popmare OTHOTO JOMEHHOTO MMEHU.

proxy.example.com| 4 »
Ce=D) 1as:

a ] d | 0 h i k I .

HpOBepre 3Ha4Y€HIE, OT06pa)KeHHO€ Ha IIpeAbIaylIieM 3KpaHe.

6. Bsenute HoMep mopTa MPOKCU-CepBepa.

IIpoBepbTe 3HaUEHME, OTOOPaKEHHOE Ha IIpebIAyIeM 9KpaHe.
7. Haxmute 3anmycKk HaCTpOMKIL.

8. 3akpoiiTe 3KpaH NOTBEP>KICHMS.

MoaknioueHne K NOKaIbHON CceTn

[Topkmounte npunTep K cetn Ethernet mnn Wi-Fi.

CooTBeTcTBYIOWaA NHPopMaLuA

= «[logkmouenne k Ethernet» Ha cTp. 25

= «[lonxnouenne K GecipoBonHoit nokanbHoit cet (Wi-Fi)» Ha crp. 25
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NopknioueHue K Ethernet

I[Topk/mo4nTe IPUHTEP K CeTH ¢ moMouibio kaberst Ethernet u mpoBepbTe mopKIodeHne.
1. TlomxaoYuTe IPUHTEP U KOHIEHTPATOP (KOMMYTATOp JIOKaIbHOI ceTy) kabeneM Ethernet.

2. Bsi6epure HacTp. Ha Haya/JIbHOM 9KpaHe.

e

int

() Load paper.

I s

Papar Satling Prinder Status

Sedtings

3. Beibepure O6ue napametpst > Hactpoiiku ceTn.

4. Boibepure IIpoBepka MOFKIIOYEHN K CETH.
OtobpaskaeTcs pesyabTaT AMATHOCTUKM MTOAK/IIOUeHN . YOemuTech, YTO IOAK/II0UeHe YCTAHOB/IEHO
[IPaBUIBHO.

5. Yro6sr 3aBepuinTh, Haxxmure OK.

ITpu ra>xaTuy IleyaTh oT49eTa O MPOBEPKE Bbl MOXKETE HaIlleYaTaTh Pe3yAbTaThl JMATHOCTUKI. [l mevaTn
crepyiiTe MHCTPYKIMAM Ha SKpaHe.

CooTBeTcTBYIOLWaA MHPopMaLusa

=» «Ilepexon ¢ nopkaouennst Ethernet va mogxmouenne Wi-Fi» Ha cTp. 80

MNopgknioueHne K 6ecnpoBogHom nokanbHom cetn (Wi-Fi)

Mupopmanmio, HeOOXORMMYIO I MOAK/TIOUEHNS K TOYKe JOCTYIa, MOXXHO BBECTY BPYUHYIO C TaHEIN
yIpaBieHys npuHTepa. [l pydHoit HaCTPOKM BaM Heo6X0oaMo 3HaTh uaeHTudukaTop SSID 1 maponb ToYku
JOCTyIHa.

IIpumeuanue:
Ecnu mouxa docmyna nodoepucusaem WPS, moxcHo agmomamuyecku 3a0ams HAcmpotiku nooxmoderus k Wi-Fi no
Haxcamuio kHonku unu 6600y PIN-kxo0a, He yxasvieas udenmuguxamop SSID u naponv.

—
1. Haxwmure @ ‘ E Ha ITaBHOM 39KpaHe.

2. Boibepute MapmpyTusarop.
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3. Haxmure HayaTh ycTaHOBKY.

Ecnu ceTeBOe IOAKITIOUEHNME Y>Ke HACTPOEHO, 0TOOPAXKAIOTCS IIOAPOOHbIE CBEEHS O TTOAK/IIOYeHMI.
Haxmure VIsMeHUTD HACTPOIIKK, YTOOBI I3MEHUTH HACTPOIIKIL.

Ecnu npunTep yxe mopkimodeH mo cetu Ethernet, orobpassarcs ceefenns 06 sTom nopkmodernnn. Haxmure
N3menurte pexx. Ha mogkmouenne Wi-Fi., satem naxxmute [la mocie mogTBep>KaeHnst COOOIIeHN.

4. Bnibepure Macrep HacTpoiiku Wi-Fi.

5. Boibepure unentudukarop SSID mjs TouKM focTyIma.
Ecnu tpebyempiit SSID He oToOpakaeTcs Ha aHeM OpUHTEpA, BoiOepuTe IIOBTOP. MOMCK 17151 0OHOBIEHMS
crucka. Eciu oH Bce paBHO He 0TOOpaxkaeTcsi, HOKMUTe BBop BpyuHyso 1 BBefuTte SSID BpyuHyIo.

6. Haxwmure Beemure Ilapons, 3aTemM BBeANTe NapOb.

IIpumeuanue:
A Ilaponv wyscmeumenen k pecucmpy.

[d Ecnu Heobxo0umo eésecmu SSID nanpsamyio, evibepume Jfocmynno ons napamempa Ilaponv, 3amem 6sedurme
napono.

7. Ilo oxonuanmm Haxxmute OK.
8. IIpoBepbTe HaCTpOVKM U HAXXMUTE 3allyCK HACTPOIKHU.

9. Yro6sl 3aBepumnTh, Haxkmure OK.
Ecnu nopxioueHne He ycraHaBamuBaeTcs, Bbibepute IleyaTs oTyera o mpoBepKe [IA IIeYaTyl OTYETa O

CE€TEBOM ITIOJK/IIOYEHN, 3aTEM IIPOBEPHTE HAII€UATAHHDIE PEIIEHNIA.

10. 3axpoiiTe 3KpaH HaCTPOEK CETEeBBIX IOAKIIOYEHMIA.

CooTBeTcTBY0OWAnA NHPopMaLums

= «Co061eHns 1 BApUAHTHI PelleHys MPpo6ieM B OTYETE O CETEBOM TIOJ[K/TIYEeHNI» Ha CTP. 61
= «V3menenne Hactpoex Wi-Fi na manenu ynpasnerns (WPS)» Ha ctp. 77

=» «ITepexon ¢ mopxmouennst Wi-Fi Ha nopkmouenne Ethernet» na ctp. 81

26



PyKOBOACTBO AAMUHNCTPATOPa

Hactpoinkn pyHKunn

HacTponkn ¢pyHkuunn

B 37011 Ir/TaBe 0O'BACHAIOTCS HaYaIbHbIe HACTPOIIKM, KOTOPBIE CIeAyeT BBIIOTHUTD, YTOObI MICIIONIb30BaTh KXKIYI0
(bYHKLMIO YCTPOJICTBA.

NMporpammHoe ob6ecneyeHne gNna HaCTPOMKM

B sToM paspiene 06bACHAETCA IPOLEypa BHECEHNA HACTPOEK C KOMIIbIOTEPA a[MUHICTPATOPa C
ucnonbsoBanyeM Web Config.

Web Config (Be6-cTpaHuua gna ycrponcrsaa)

O nporpamme Web Config

Web Config — 3T0 BcTpoeHHast Be6-CcTpaHMIa IPUHTEPA /I HACTPONKY ero mapameTpos.IIpuHTepoM,
TIOAK/TIOYEHHBIM K CETU, MOKHO YIIPaBIATb C KOMIIbIOTEPA.

Ilns gocryma k npunoxenuio Web Config Heobxonumo BHadale pucBouts npunrepy IP-agpec.

Ipumeuanue:
Smu napamempoi MOHHO 3aPUKCUPOBAMD Ny HeM HACMPOUKU HA NPUHMepPe NAPONT AOMUHUCPAMOpA.

EFPS0ON

LETTY Prnd Metwork Mestworic Secunty Prodct Seounty Dirvce Management

Prodt Stahes | Product Status -

histaial Fratia.
Hibwite Tlides

Pared o
H Snapshal Lnginh ]

|z
L

Frirger R
Amlabla

Crhuns Siadum

rvila ale 'l DT

nK ] 3 3

Bk JE)
Whagperita (W]
Yiedow {¥]
Gy (2

Manfernancr Ban

Ficll Paper

m el Lo
w

,U,OCTyn K NpUnoXxeHunw Web Conﬁg
Beennure IP-anpec npunrepa B Be6-6paysepe. JavaScript momkeH 66T BKoueH. IIpu goctyne k Web Config

yepes mpoTokon HTTPS B 6paysepe HOsSBUTCs IpeRynpexeHe, IOCKOIbKY Ipy COefuHeHnu OyneT
JICIIO/Ib30BaH CaMO3aBePAIOIINI CepTUDMKAT, XPaHALIMIICA Ha IpUHTepe. TO HOPMaIbHO.
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d Jocryn mo HTTPS
IPv4: https://<IP-agpec npunTepa> (6e3 < >)
IPv6: https://[IP-agpec npunrepal/ (c [ ])

A Hocryn mo HTTP
IPv4: http://<IP-afpec npuHTepa> (6e3 < >)
IPv6: http://[IP-agpec npunrepal/ (c [ ])

Mpuvmepbl

4 IPv4:
https://192.0.2.111/
http://192.0.2.111/

1 IPveé:
https://[2001:db8::1000:1]/
http://[2001:db8::1000:1]/

Ipumeuanue:
VImsa npunmepa, 3apeeucmpuposannozo Ha DNS-cepsepe, MO#HO ucnonv3osams emecmo ezo IP-adpeca.

CooTBeTcTBYIOWAA MHPopmauua

= «Cas3b ¢ npunTepoM yepes SSL/TLS» Ha cTp. 86
» «O uudposom ceprudukare» Ha cTp. 86

Wcnonb3oBaHune pyHKLNI NpUHTEpa

Paspemnraer ncrionb3oBanme QyHKIMY eYaTy IO CETH.

H}IH UCIIO/Ib30BaHNA IIPUHTEPA B CETU HCO6XOJII/IMO HaCTpOUTDb Ha KOMIIbIOTEPE MTOPT /1A CETEBOI'O
TIOAK/ITIOYEHM A, a TAK)KE CETEBOEC ITIOJK/II0OYEHIE Ha IIPUHTEPE.

(1 TTopxoyeHMe cepBepa/KIMeHTa: HACTPOIITe IIOPT Ha cepBepe

MHcTpyKUMM A1 HaCTPOJKM IIOpTa BPYYHYIO IIPY MOAK/IIOUEHNN cepBepa/KIMeHTa.

(1 OpgHOpaHroBOE NOAKIIIOYEHNEe: HACTPONTE IIOPT Ha KK/JOM KOMIIBIOTEpe

MHcTpyKumm A aBTOMaTH4eCKOl yCTaHOBKY IOPTa € UCIONIb30BaHMEM YCTaHOBIIMKA, JOCTYIIHOTO Ha IUCKe
C IIporpaMMHBIM ofecliedyeHneM UK Ha Be6-caiite Epson, B crydae OfHOPaHTOBOTO ITOJK/TIOUEHNUA.

MapameTpbl neyaTu ANA NOAKNIOUEHUA cepBepa/KNneHTa

YcranoBuTe 714 TI€YaTy Ha IIPMHTEPE, IIOAK/II0YEHHOM KaK CepBep/KHI/IeHT.

Il MOAK/TIOUeHNs cepBepa/KIMeHTa CHavYa/la YCTAaHOBUTE CepBep MevYaT, 3aTeM IIPefOCTaBbTe OOILINMIL JOCTYII K
IIPUHTEPY 10 CeTU.

HPI/I ucronb3oBannu kabensa USB 7L TIOAKTI0OYEHMA CEPBEPaA TaKXKEe CHa4asla YCTAHOBUTE CEPBEP I1€49aTH, a 3aTEM
IIpenoCcTaBbTE O6H.U/II7I AOCTYII K IIPMHTEPY 110 CETU.
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HacTpoika ceTeBbiX NOPTOB
Ha CEpBEpPE NI€YATU CO3,IL2U7[T€ o4epenb rnevaT gina CeTeBO MeYaTy ¢ UCIIO/Ib30BaHEM CTaHAapTHOI'O IIPOTOKO/IA
TCP/IP, 3aTem 3apiaiiTe ceTeBOI MOPT.

JanHbIi npuMep otHOCuTCs k Windows Server 2012 R2.

1.  OrtkpoiiTe 3KpaH «YCTPOICTBA U IPUHTEPDI».

Komnbiotep > CpoiictBa > Ilanens ynpasnenns > O6opygosanue u 3Byk wim O6opynsosaHue >
YcrpoiicTBa 11 IPUHTEPBL.

2. [MobaBneHue mpuHTEpA.

[Menxunre lo6aBuTH IpUHTEp 1 BoiOepuTe IIpUHTEP OTCYTCTBYET B CHIUCKE.

3. [o6aBreHue TOKaIbHOTO NPUHTEPA.

Boi6epure [J06aBUTH TOKATbHBII IPUHTEP VN CETEBO MPUHTEP C MapaMeTPaMy, 3aJaHHbBIMI BPYYHYIO,
3aTteM enkHute [Hanee.

4. Boibepure Co3maTh HOBBIN MOPT, B KayecTBe Tuna nopra Boibepure CranmaptHsiii mopt TCP/IP u
Hakmurte Jlamnee.

(«) = Add Printer

Choose a printer port

A printer portis a type of connection that allows your computer to exchange information with a printer.

(0 Use an existing port: LPT1: (Printer Port)

(®) Create a new port:

Type of port: Standard TCP/IP Port W

Epson_Print_Admin
EpsonMet Print Port

e ——
(Eer——|

5. Bsemwure IP-agpec munu umsa npunTepa B nosne Vims xocra nim IP-appec nnu Vima npunrtepa wm IP-appec,
menkHure [Hamee.

ITpumep:
(4 Vimsa npuntepa: EPSONA1A2B3C
(A IP-agpec: 192.0.2.111

He nsmensiite Vims mopra.
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H_Ie)'[KHI/ITe HPOHOJDKI/ITI) Ha 3KpaHe YHPaB}IeHI/le YYE€THBIMMU 3aNINICAMM MOb30BaTeNeln.

(«) = Add Printer
Type a printer hostname or IP address
Device type: TCP/IP Device
Hostname or [P address: | 192.0.2.111| |
Port name: [19202111 |
[w] Query the printer and automatically select the driver to use
IIpumeuanue:

Ecnu ykasamo ums npunmepa 6 cemu, 20e UCHONb3YemCA paspeuienue umen, IP-adpec omcnesxusaemcs, 0axce ecnu
IP-adpec npunmepa 6vin usmerer DHCP. Bvi mosiceme nposepumyv ums npurmepa Ha sKpame COCMOTHUS cetmil Ha
naueny ynpasienus npuHmepa unu Ha ucme cOCMOSHUS npunmepa.

6. Hacrpoiirte gpajiBep npuHTEpa.

(4 Ecmu gpaiiBep IpuHTepa y>ke YCTaHOBJIEH:

Bri6epure Ilponssogurens u Ilpunrepsl. llenkuure Janee.

(4 Ec/mn npaiiBep npuHTEpa He YCTaHOBJICH:

[lenxHuTe YcTaHOBKA C AMCKA U BCTaBbTe AUCK ¢ 11O, BxogAmuii B KOMIIIEKT ITIOCTaBKM IIPUHTEPA.
[Menkunure O630p 1 BbIOEpUTE MANIKY HA AUCKE, COMEPIKAILYIO paiiBep MpUHTepa. YOeaUTeCh, YTO BbI
BBIOpa/I [IPaBI/IBHYIO IIANIKY. PacrionoeHne MaKy MOXKeT ObITh Pas/MIHBIM B 3aBUCHMOCTH OT BEPCUM
OTIepallIOHHON CUCTEMBI.

32-paspsapHas Bepcusa Windows: WINXS86

64-paspsigHast Bepcust Windows: WINX64

7. CnenyiiTe MHCTPYKIMAM Ha SKpaHe.

I[Tpu ncrionb3oBaHUM IPUHTEPA B paMKax IOAKITIOYEHNs CepBepa 1 KiineHTa (001Mit JOCTYII K IIPUHTEPY C
JICIIOZIb30BaHMeM cepBepa Windows) HacTpoiiTe cefyomiye IapaMeTpsl 00Iero fOCTyIIa.

CooTBeTcTBYI0OWaA NHPOpMaLnA

= «O6umit goctyn K mpunTepy (Tonbko mis Windows)» Ha crp. 31

MNMpoeepka koHgpuzypayuu nopma — Windows

Y6emyrecs, 4TO /11 OYepeny edaTy BbIOpaH PaBUIbHbII TTOPT.

1. OrtkpoiiTe sKpaH «YCTPOJCTBA U IPUHTEPHI».

KoMmnbiotep > CBoiictBa > [lanens ynpasnenus > O6opygosanue u 3Byk nwi O6opynosaHue >
YcrpoiicTBa 11 TPUHTEPBL.
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2. OrtkpoiiTe 9KpaH CBOJCTB IpUHTEpA.

JIBa>kbI LIeTKHUTE 10 3HAYKY NPUHTepa U enKkHUTe CBOiCTBa MPUHTEpa.
3. Ienxuwure Bxnanky Ioprsl, Boibepute Cranmaprublit nopt TCP/IP, menkuute Hactpouts nopr.

4. TIpoBepka KOH(UTypalyu MOpTa.

1 Inas RAW

Y6enutecs, uto B moje Ilpotokon Bei6pano Raw, n Haxkmute OK.

3 Ina LPR

Y6emurecs, uto B nonte IIpotokon Bei6pano LPR.Beegure PASSTHRU B none Hazsanue ouepenu B
Hacrpoiikax LPR.Boibepute Paspenien nopgcuer 6aitroB B LPR u Haxkxmute OK.

O6wumn goctyn K npuHTepy (ronbko ana Windows)

I[Tpu ncnonbp30BaHMY IPUHTEPA B PAMKaX [TOFK/IIOUEHIS cepBepa U KveHTa (061yit JOCTYII K IPUHTEPY C
uCcIIonb30BaHMeM cepBepa Windows) onpepenure o61mit JOCTYII K IPUHTEPY Ha cepBepe MeyaTn.

1. Boi6epure Ilanens ynpasnenns > IIpocMOTp yCTPOJICTB M MPMHTEPOB Ha CepBepe IeYaTH.

2. IllenkHNTe MpaBoOi KHONKOII MBIIIY 3HAYOK MpUHTepa (0depenb IedaT), K KOTOPOMY TpeOyeTcs
IIPefOCTaBUTh OOLINIT JOCTYIL, @ 3aTeM HepelifuTe Ha BKIafKy CoiicTBa mpuHTepa > O6mumit FOCTYIL.
3. Boibepure OOmMIT ZOCTYN PUHTEPA, a 3aTeM BBefuTe OO1ee UMs.

Inst OC Windows Server 2012 Haxxmute VIsMeHUTh mapaMeTpPhI 061IeT0 JOCTYIIA U 3aTeM HaCTPOIITe
IapaMeTpBhl.

IIpumeuanue:
IIpobrnemvt npu 06uem docmyne Kk npuHmepam

A «O6ujuii cepsep pabomaem mednenHo» Ha cmp. 73

[ «Hacmpotixu npunmepa Ha cepeepe neuamu He OMPAXamMcs Ha KTUEHICKOM KoMnblomepe» Ha cmp. 73

YcTaHOBKa AONONHMTENbHDbIX gpanBepoB (Tonbko ana Windows)

Ecnu cepBepHbIil U KIMEHTCKUIT KOMIBIOTEPHI paboTtatoT Ha 6aze OC Windows ¢ pa3mnuHOil CKOPOCTHIO
Iepefjauy JaHHBIX, peKOMEH/[yeTCs YCTaHOBUTb COOTBETCTBYIOIINE BepcuM IpaliBepoB IPMHTepa Ha cepBepe
IeyaTi.

1. IIpaBoit KHOIIKOII MBIV HAXXMIUTE Ha YCTAHOBOYHBIN (aiiy fpaliBepa npuHTepa (*.exe), BoIOepure
IlepenmeHOBaTD, 2 3aTeM U3MEHNTE pacluupenue daiiia Ha zip.

[TocnenHue Bepcuu fApaiiBepoB MPUHTEPA MOXKHO 3arpy3uTh Ha Beb-caitte Epson.

https://www.epson.com

2. Haxmure Ha epenMeHOBaHHBbII (ajil PaBoil KHOIIKON MbILIN 1 BbibepuTe VI3Bnedsb Bce YTOObI M3BIEYDb
zip-daii.

3. Boi6bepure Ilanens ynpasnenus > IIpocMOTp yCTPOJICTB M IPUHTEPOB Ha CepBepe MeyaTn.

4. lenxHyTe NpaBoil KHOIIKOJ MBIIIY 3HAYOK IPUHTEPA, K KOTOPOMY TpebyeTcs IpefoCcTaBUTh 00T JOCTYII,
a 3aTeM IepeiinTe Ha BKIagKy CBoliicTBa mpuHTepa > O6muii JOCTyI.
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5. Haxwmurte J[lonomHUTETbHbIE JPaliBephl.

Ina Windows Server 2012 menkuute Change Sharing Options, 3aTeM HacTpoiiTe TapaMeTpBhl.
6. Bsibepure Bepcun OC Windows fyist kineHToB U 3ateM Haxkmute OK.

7. Ha cnenyrommem sxpane Haxmute O630p, BbIOepyTe IAIKY, M3BICYEHHYIO Ha IIare 2, a 3aTeM BblOepuTe
nHdopmanuonHbli ¢ain (*.inf) B manke WINX**,

Imstall print decvads (o865 processad) x

Please provkde w peinter debwer.

Cancal

Typas tha path whare the B i locsted then chek OH,

Coopy s om

EX

Ecnu otobpaxarorcs aBa munu 6oree daiina inf, MOXXHO BbIOpaTh 1106011 daiir.

8. Haxwmure kHonky OK, 4T06BI HauaTh yCTaHOBKY.

CooTtBeTcTBYIOWaA MHpopMmauua

= «VcnonpsoBanne o6utero npuatepa — Windows» Ha crp. 32

.
Ucnonb3oBaHme o6wero npuHrtepa — Windows
AJIMI/IHI/ICTpaTOP OOJDKECH COO6H.U/ITI) IIO/ZIb30BaTE/IAM KIMEHTCKUX KOMHI)IOTepOB nMA KOMHI)IOTepa,
MCIIOIb3YEeMOT0 KaK CepBep Hevyaty, 1 00BsICHUTD IOPSIOK ero foOaBIeHNs Ha KJIMEeHTCKIe KoMIboTepbl. Ecmu

IOTIOJTHNUTETIbHBIE PAiiBEPBI ellle He HACTPOEHBI, 00BSICHUTE TOIb30BATENAM K/IMEHTCKIX KOMIIBIOTEPOB MTOPSIOK
mobaBreHns 061ero MpMHTEPa B MEHIO YCTPOIICTBA U IPUHTEPHI.

Ecnu Ha cepBepe IIe4aTy yxe yCTaHOBJIEHBI HEOOXOAVMbIe JOIIOTTHUTE/IbHBIE [paliBephl, BBIIOTHNATE CIIEAYIOLIE
TIeICTBUA:

1. Bsibepure uMs, npucBoeHHoe cepBepy medatu B IIpoBoguHuke Windows.

2. JIBakOpl 1e/IKHNUTE IIPUHTEP, KOTOPbIII HY>XHO UCIIO/Ib30BaTh.

CooTtBeTcTBYIOWAA MHopMmaLua

= «O6umit foctyn k mpuntepy (Tonbko mis Windows)» Ha crp. 31

= «YcTaHOBKa IOMOHUTENbHBIX ApaiiBepoB (Tonbko g Windows)» Ha crp. 31

MapameTpbl neyaTn 4NA OJHOPAHIrOBOro NOAK/IOUYEHUS

[Tpu ogHOpaHTrOBOM IOAK/IIOYEHNY (IIpsAMasdt IleyaTh) IPUHTEP U KJIMEHT YCTAaHAB/IMUBAIOT CBA3b OIVH K OTHOMY».
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Ha Bcex knmeHTCKUX KOMIIPIOTEPAX JOJDKEH OBITH YCTaHOBJIEH npaﬂBep IIpMHTEpAa.

CooTBeTcTBYIOWaA NHPopMauua

= «HacTpoiika ipaiiBepa npuHTepa» HA CTP. 33

HacTtpoinka apanBepa npuHTepa

B He6ombIINX OpraHM3anyaAX peKOMEH/IyeTCsl yCTaHaBIMBATh ApaliBep IpUHTepa Ha KaX/JOM KIIMEHTCKOM
KoMnbloTepe. Vcronb3yiiTe ycTaHOBIMK Ha BeO-caiite Epson mmm Ha gycke ¢ IporpaMMHBIM O6ecIiedeH1eM.

IIpumeuanue:
Ecnu npunmep ucnonv3yemcs Ha 601b1oM Yuce KIUeHmckux komnviomepos nocpedcmeom EpsonNet SetupManager ¢
YCMAHO8KOLI 0paiieepa 8 kauecmee naxema, 6pems YCMAaHO8KY MOxem Obimb 3HAYUMENLHO CHUMCEHO.

1. 3amycTure yCTaHOBLIVK.

[d 3amyck ¢ Be6-caiita

OrTkpoiite crenyommil BeO-caiiT 1 BBenuTe uMs npoaykra. [lepeiianre B pasnen Hacrpoiika, 3arpysute
IporpaMMHOe 00ecCIIedeHNe I 3aITyCTUTE ero.

http://epson.sn

(d 3amyck ¢ gucka ¢ IporpaMMHBIM obecriedeHyeM (TOMbKO A1 MOfiesiell, KOTOpble IIOCTABIAITCA C AYCKOM
C IPOrPaMMHBIM OOecIiedeH1eM, 1 OMb30BaTeIell, Yb) KOMITBIOTEPHI OCHAIIEHBI JYCKOBBIMU IPUBOLAMNA)

BcraBbre B KOMIIPIOTEP KOMIIAKT-AVICK C ITpOrpaMMHbBIM obecneuenuem.

2. Bribepurte MeTOR ONKIIOYEHNSI IPUHTEPA, 3aTeM LienkHuTe [Tanee.

I bretind Biree i Seray =
|

Select Your Connection Method

o Liase Agrntrant

Py ¥ Connett via winless nebwa (Wi-Fi)

p -

FFribalad v

E O Connect via wired LAN [Ethemed)

O Cannect via USE cable
oy e =

Chaie ke Famctasmi

Fasith slrferrran i
ﬂ Wi Can conmect the Prinisr and compader via wenslecs LAH (4.

Adeanoed conflguEaton

Cancal Bwck Maat
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IIpumeuanue:

Ecnu omobpaxcaemcs Yemanosumo npozpammuoe obecneuenue, svibepume Yemanosume nooKknouerue K
IIpunmep 3ano60 (07151 HO6020 cemes020 mapuipymusamopa unu nepexnrouenus ¢ USB na cemov u m.o.) u
wenkHume [anee.

3. CnepyiiTe MHCTPYKIMAM Ha 9KpaHe.

CooTtBeTcTBYIOWAA MHpopMmauua

= «EpsonNet SetupManager» Ha cTp. 76

N3meHeHMe HacTpoeK nonb3oBaTesibckoil 6ymaru

BblI MOXeTe M3MEHUTD HACTPONKM MO/Ib30BATENIbCKOM 6yMarI/L VsmMeHeHHBIE HACTPOVIKM ITONIb30BATENbCKOM
6yMary MO>KHO JMCIO/Ib30BaTh, 00PAIasiCh K HUM C ITaHeNN yIpaBJIeHNsI IPUHTEpPA.

1. Boiigure 8 Web Config 1 Boi6epute Bkaanky Ileyars > Ocobas HacTpoiika Oymarnu.
2. IllenkHNUTE KPYXXOK PAZOM C HOMEPOM, KOTOPBIil HEOOXOMMO VI3SMEHUTD, 3aTeM Lie/IKHUTe VISMeHUTb.

3. HacrpoiiTe KaXXablil 371eMeHT.

(d Hassanue oco6oii 6ymaru

BBenyTe HasBaHMe I0Ib30BATENBCKOIL OYMary, KOTOPOe BbI XOTHTE 3aperuCTPUPOBATh.
3aperucTpupoBaHHOe Ha3BaHye OyeT 0TOOpaXKaThCs B CIIMCKE TUIIOB OyMaru.

(d DranonHas Oymara

Bb1 MmokeTe BbI6paTb TUII HOCUTENA, KOTOprI‘/'I Hanboee 6/IM30K K I/ICl'[O}'Ib3YEMOI7I 6YMa1"€.

[ 3asop Banmka
Berbepurte 3a30p me4aTHOro CTONMA (PacCTOsIHIE MEX/Y IedaTarollelt TO/IOBKOI 1 OyMaroit).

ITockonbKy 3a30p I€YaTHOTO CTO/Ia BEIOpaHHON DTa/IOHHAsA 6yMara yCTaHOBJIEH, OOBIYHO HET
HeOOXORMMOCTY M3MEHSTH 3TO 3HaYeHme. Eciu HarevaTaHHble M300pakKeH VST BBITTISIAT CMa3aHHBIMIA,
yBe/In4bTe 3Ha4eHMe ITOTO ITapaMeTpa.

| BerHee " HMOKHEE ITOIA

3apaiite oy obnactu neyaty. llIuprHa 1eBOro U mpaBoro I0JIell 0CTaeTCs PaBHON 3 MM BHE
3aBVICVIMOCTY OT 3HAYE€HNA 3TOT'O ITapaMeTpa. Ecnn BE€PXHAA YaCThb Hall€YaTaHHOI'O I/I306pa>K€HI/IH
BBITTTAONUT FPHBHOI“/[, YBENMYDbTE MMPUHY BEPXHETO IIO/A.

| HpOTI/IBOHaTH)KeH]/Ie

Ortperynupyiite HaTsKeHue 6ymarn. Eciiu Bo Bpems medaty 6ymara MHeTCs, BbiOepuTe BapuaHT Boicokoe
unu CBepxBBICOKOE.

(d Bpewms: cymku Ha mmpoxop,

B saBucumocTy ot Tiita GyMariu /st BBICBIXaHUs YePHUT MOXKET HOTPeO0BAThCsI HEKOTOPOE BpeMs.
YT06bI TOCOMIEICTBOBATD BBICHIXAHMIO YEPHILI, 3a/JaiiTe BPEMS OCTAHOBKY ABIDKEHNS (IIPOXOXKIEHA)
neyaTaroleli rooBKy. Eciy uepHmia pasMbIBaloTCs Ha OyMare, 3afjaiite 60sbliiee BpeMs, YTOObI
obecneynTp BbIChIXaHMe YepHIMIL. YeM 60rbliie BpeMs BHICBIXaHU, TeM O0Iblile BpeMeH) TpebyeTcst Ist
HevaTHn.

34



PyKOBOACTBO AAMUHNCTPATOpPa

Hactpoiikn pyHKynn

[J Bpems CymIKM Ha CTpaHUITY

B 3aBMCMMOCTH OT IVIOTHOCTY YePHII WM TUIIa GyMary [/is BBICBIXaHMsI YePHU MOXKET IOTPebOBaThCs
HEKOTOopoe BpeMs. 3ajjaiiTe IPOJO/DKUTENbHOCTD I1ay3bl B paboTe IPMHTEPA, O3BO/AIOIEl YepHIIaM
BBICOXHYTb IOCTIe IIeYaTy CTpaHuIibl. Ec/iu yepHMIa pasMbIBaloTCs Ha OyMare, 3afjaiite 60/mblee BpeMs,
4TOOBI 0OECIIeunTh BBIChIXaHMe YepHII. YeM 60/blle BpeMs BBICBIXaHVA, TeM O0JIblile BpeMeHM TpebyeTcs
IS eYaTu.

(1 ABTOOTpBIB

Ber6epute, HeOOXORMMO /¥ ABTOMATUYECKY Pe3aTh PYIOHHYIO OyMary npu nedaty cTpanuil. [Tpyu Ber6ope
BapyuaHTa BK/I. mepenHumit Kpaii 3aflaHHON OyMaru aBTOMaTu4ecKy obpesaeTcs, eyt OH He TOPM3OHTaleH.
Ecnu ana neyatu ucnonb3syeTcs ApaiiBep IpUHTEpa, MMEIOT IPUOPUTET HACTPOIIKM, 3aflaHHble B IpaliBepe
IpUHTepa.

4. TIlposepswre HacTpoliku u HaxxMuTe OK.

IIpumeuanue:

Hacmpotixu nonv3o8amenvckoti 6ymazu MOXCHO IKCHOPMUPosAmy 6 Paiin u umnopmuposamv u3 gaiina. Imo
Y000HO, K020a BbINOAHAETCS YCMAHOBKA HECKOILKUX NPUHMEPOS U 0TIt HUX He0OX00UMO UCNOTIb308Ab 00UHAKOBbLE
HACMPOTIKYU NONL306AMENbCKOU OyMazu.

HacTpoiika nouToBOro cepeepa

Hacrporite B Web Config mourtoBelit cepsep.

Ecnu npunTep MOXKET OTIIPaB/IATh IEKTPOHHYIO II0YTY, TO BO3MOXKHO IIO/Iy4eHNe OT IPMHTepa yBeJOM/IEHUI 110
37IEKTPOHHOI IOYTe.

Ilepen HacTpONKOI IPOBEPBTE CAENYIOLIEE.
(1 IIpuHTEp MOAKIIOYEH K CETHU C JOCTYIIOM K IIOYTOBOMY CepBepYy.

(J VMH]popmanusa o HaCTPOJIKe 9/IEKTPOHHON HOYTHI Ha KOMIIBIOTEpe, MCIIOIb3YIOLIeM TOT e IOYTOBBII cepBep,
YTO ¥ IIPUHTEP.

Ilpumeuanue:
IIpu ucnonv3osanuu noumosoeo cepéepa 6 Mnmepreme ymounume UHGOPMAuU0 0 Hacmpolike y HOCMasuiuka ycuye
unu Ha eeb-catime.

1. Boiipure B Web Config 1 Boibepnte Bknanky Cerb > CepBep 31. Ho4TbI > OCHOBHBIE.
2. BBemure sHavyeHMe IS KaXKAOTO 971€MEHTA.

3. Boibepure OK.
OTtobpakaroTcs BRIOpaHHBIE TapaMeTPhl.

ITo 3aBepuIeHUN HaCTpOﬁ[KI/I BBIIIOTHUTE IIPOBEPKY IMOAK/IIOYCHIA.

CooTtBeTcTBYIOWAA MHopMmaLua

= «IIpoBepKa COeMHEHNs IOYTOBOTO CepBepa» Ha CTp. 37
= «JlapameTpbl HACTPOJIKM IOYTOBOTO CEpBepa» Ha CTp. 36

= «Jlocryn k npunoxkeruto Web Config» Ha ctp. 27
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MapameTpbl HACTPOIMKMN NOUYTOBOIrO cepBepa

EPSON
Stalus Print Scan'Copy Fax [T Hetwork Seauniy Praduct Security Dedce Hanagement Epsan Open Plafem
Basic 5 -
o ] Email Server > Basic
WeFI
wined LAN
A-Fi Direcl Tra CabRIHE 5 tbuned Io ule 3 Badunk Rnckan of T amail ki
" e Limion SRS 0F Thb POl Siag B
Ermail Server « Ok Canboate
. « Frock Carbbcale Lipdabe
WComnisen Tesl Autrndcation Mehod SMTE AUTH El
LOWP Serwer Mstraracated Account e
METTES Mstranscated Fasswoed Eermnmnnans
sSach Ealings Sender's Email Adcress i oSN D LTy
T SUITP Saretr ASNikss 192.0.2.L27
SUTP Earer Posl Namber 25
Soecure CHNrACEN Fane -
Epan Connsd Siedce : :I
Canfizate Vabdasian = Enatie Cesatle

Gaogle Cloud Frict Senices

ik MCOmensd 15 fathe T Canfaate Vil dibon
Ewil o conrecled wihout conBrming B salety of e email server whin the Carthcale Vaidaton is dsatied

PP Sareer Addiess

POP3 Ewreer Posi Homber

MapameTpbi

HacTpoiika n o6bAcHeHns

MeTop ayTeHTUdMKaumm

YKaxkute metopq, ayTEHTI/I(bI/IKaLl,I/IVI ANA [oCcTyna NpuHTepa K cepeepy BJ'IEKTDOHHOVI noYTbl.

Bbikn BKntounTe 3TOT peXnm, eciv NouToBbIN cepep He TpebyeT
ayTeHTUdMKaLUn.

AYTEHTUOUKALNA SMTP AyTeHTnduKauma Ha SMTP-cepBepe (cepBep ncxopsLlen
NouTbl) NpY OTNpPaBKe NoYTbl.MoYTOBbIV cepBep AOMKeEH
nopAepxnBatb ayTeHTnduKaumo SMTP.

POP po SMTP AyTeHTndUKauma Ha cepaepe POP3 (cepBep BxoasLuel
nouTbl) Nepea oTnpaBKon NouTbl.Mpu BbiGOpE 3TOro
anemeHTa yctaHoBuTe cepeep POP3.

npOBGDEHHaﬂ YYeT. 3anncb

Mpu Boi6bope AYTEHTUOUKALIUA SMTP nnu POP o SMTP ana napametpa Metop,
ayTeHTUdUKaLMM BBELMTE UMA YYETHOI 3aNUCK, NPOLUeALIEe NPOBEPKY NOASIMHHOCTK,
annHoin ot 0 go 255 cumeonos ASCII (ot 0x20 go Ox7E).

Mpw Bbibope AYTEHTUOUKALIUA SMTP BBeaunTe yueTHyto 3anucb SMTP-cepsepa.lpu
Bbi6ope POP go SMTP BBeaunTe yueTHylo 3anucb cepsepa POP3.
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MapameTpbl

HacTpoiika n o6bAcHeHns

lMpoBepeHHbIV Naponb

Ecnu Bbl Bbibpany 3HaueHne AYTEHTUOUKALIUA SMTP nnu POP o SMTP ana napametpa
MeTtop ayTeHTUdMKaumm, BBeanTe Naponb ayTeHTdmKauum gnnHon ot 0 4o 20 CMMBONOB
ASClI (c kogamun ot 0x20 go Ox7E).

Mpu BoiGope AYTEHTUOUKALINA SMTP BBeguTe yueTHyto 3anucb agna SMTP-cepBepa,
npoLueaLyo nposepky noaamHHocT.Mpu Boibope POP go SMTP BBeanTe yueTHYI0 3anucb
ana cepsepa POP3, npoweaLyo nposepKy NOAMHHOCTL.

Appec an. nouthbl
oTnpasutens

BeeguTe afpec 3n1eKTPOHHOW NOYTbI OTNPaBUTENA, HaNPUMEP afpPec 3NEKTPOHHON NOYTbI
cnmcTeMHoro agMmmHncTpatopa.OH ncnonb3yeTca Npy NPoBepKe NOAANHHOCTU, MOSTOMY
BBeAuTe AeNCTBUTENbHbIN afpec /IEKTPOHHON NOYTbl, 3apPerncTpMpPOBaHHbIN Ha MOYTOBOM
cepsepe.

Beegute o1 0 go 255 cumBonoB ASCII (ot 0x20 go 0x7E), 3a uckntoueHumem: () < >[1; ¥.Touka
(.) He MOXeT 6bITb MepPBbIM CMBOIOM.

Anpec cepsepa SMTP

BeepawnTe o1 0 0 255 cMmBONOB, Ncnonb3ya A-Z, a-z, 0-9, . n-Mcnonb3synte dopmar IPv4 nnn
FQDN.

Homep nopra cepeepa
SMTP

Beegute uncno ot 1 go 65535.

besonacHoe nogkntoueHne

BbibepuTe MeTop WNPOBaHWA ANA CBA3W C MOYTOBLIM CEPBEPOM.

Het Mpwu BbiGope POP o SMTP B MeTop ayTeHTUdUKauumn
nofKtoueHne He Wudpyercs.

SSL/TLS 3To AOCTYNHO, ecnm AnA napameTpa Metoa
ayTeHTUdUMKaLMm yCTaHOBNIEHO 3HayeHne Bbikn nnn
AYTEHTUOUKALNA SMTP.MNMogknioueHne wndpyetcs ¢
Camoro Havana.

STARTTLS STO AOCTYNHO, ecnn AnA napameTpa Metoa

ayTeHTUUKaLMM YCTaHOBNIEHO 3HayeHne Bbikn nnu
AYTEHTUOUKALNA SMTP.MNMogkntoueHne wndpyetca He
M3HayasibHo, a B 3aBMCYMOCTU OT CETEBOW Cpeapbl,
nepefaBaemble AaHHble B KOTOPOW Wundpytotca nmbo He
N3MeHAIOTCA.

Mposepka NOANNHHOCTK
cepTMduKaToB

Mpu BKNOYEHWN 3TOTO peXxrMa NpoBepAeTca cepTudnKaT.PekomeHayeTcA 3aaaTh 3HaYeHVe
Bknountb.[114 Tako HaCTPOWKIM Ha MPUHTEP AOMKEH ObITb MMNopTUpoBaH CepTrdukat

LC.

Appec cepsepa POP3

Ecnu Bbl BbIGpany 3HaueHne POP o SMTP ana napametpa MeTtop ayTeHTudunKayum,
BBeAuTe agpec cepsepa POP3 gnuHowm ot 0 go 255 cumeonos, ncnonbsya A-Z, a-z, 0-9, .
n-.cnonb3synte popmart IPv4 nnn FQDN.

Homep noprta cepsepa
POP3

Ecnn 3HaueHne POP po SMTP ykasaHo ans napametpa Mertog ayteHTudmKauvn, ssegute
yncno 1 go 65535.

CooTBeTcTBYIOWAA MHPopmaLus

= «HacTpoiika HOYTOBOTO cCepBepa» Ha CTp. 35

HposepKa coeanHeHNA NoYTOoBOro cepeepa
Mo>KHO IpOBEPUTD COeVIHEHE C IOYTOBBIM CEPBEPOM, 3aIIyCTUB COOTBETCTBYIOLYIO IIPOLERYPY.

1. Boitaure B Web Config u Bei6epute Bknanky Cerb > CepBep 91. mouTsI > IIpoBepka NOAKIIOUYeHNU .
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2. Boibepure ITyck.

HauneTcst mpoBepka MOAK/II0OYEHNsI K TOYTOBOMY cepBepy.Ilociie 3aBeplieHNs IPOBEPKM OTOOPASUTCS OTUET
0 IIpOBepKe.

CooTtBeTcTBYIOWaA MHpopMmauua

= «Jloctyn k npunoxennio Web Config» Ha cp. 27

= JloscHEHNS K COOOIIEHNAM, OTOOPAKaeMBIM TIPY IPOBEPKe COEVHEHNSA C IOYTOBbIM CEpBEPOM» Ha CTP. 38

MoAcHeHnA K COOﬁI.I.I,EHI/IﬂM, 0T06pa)l(aeMblM npu npoBepkKe coeanHeHNA C
noyToBbIM CepBepoOMm

Coob6LeHus MpuunHa
MNpoBepka noaknYeHNa npoLuna 370 coobLyeHre oTobpaxaeTcs, Korga CoeAnHEHNE C CEPBEPOM YCTaHOBJIEHO.
ycnelLuHo.
OwnbKa cBsa3m ¢ cepsepom SMTP. 370 coobleHne oTobpaxaeTca B CliefyowWwumx Ciyyasnx.
[MpoBepbTe cneayioulee. - [MapameTpbl
posep y P P (A TMpuHTEp He NOAKIIIOYEH K CEeTU.
cetn
(d SMTP-cepBep He paboTaerT.
(J CeteBoe nopksnoyeHne 66110 NPepBaHO B Npouecce nepeaayn AaHHbIX.
[ MonyyeHbl HEMOJHbIE JaHHbIE.
OwnbKa cBaA3m ¢ cepeepom POP3. 3710 coobLeHne oTobpaxaeTca B CliefyowWwumx Ciyyasnx.
MpoBepbTe cneaywouuee. - NMapameTpbl
posep 4 P P (A TMpuHTEp He NOAKIIIOYEH K CEeTU.
cetn
(1 POP3-cepBep He paboTaeT.
(J CeteBoe nopaksnoyeHne 66110 NpPepBaHO B Npouecce nepeaayn AaHHbIX.
(1 TNonyyeHbl HEMOJHbIE AaHHbIE.
MNpw nogknioueHnn K cepeepy SMTP 370 coobLeHne oTobpaxaeTca B cliefyowWwumx Clnyyasnx.

npowsoluna owmnbKa. NposepbTe
cnepyoulee. - Agpec cepsepa SMTP -
Cepsep DNS (1 Mpowusoluna owmnbka npu paspeLteHnn nmeHn SMTP-cepsepa.

1 Mpowusowna ownbKa npu nogkntoueHumn kK DNS-cepsepy.

Mpwv noaknioyeHun K cepsepy POP3 370 coobLeHre oTobpaxaeTca B CiefyoLmnX ClyYasnX.
npowusoluna owmnobKa. MpoBepbTe

cnepytoulee. - Agpec cepsepa POP3 -
Cepsep DNS 0 Mpowsowna owmbka npw paspeLueHnn nmeHn POP3-cepsepa.

1 Mpowusowna ownbKa npu nogkntoueHumn kK DNS-cepsepy.

Owwnbka ayTeHTMOUKaLMK cepBepa 370 coobLyeHne oTobpaXkaeTcs, eciv NPon3oLwna owmnbKa ayTeHTuduKaumm Ha
SMTP. MNposepbTe cnepyioulee. - Metog SMTP-cepBepe.

ayTeHTudMKaumm - NoaTsepKaeHHan
yuyeTHas 3anuchb - NoaTBepKAeHHbIN
naposnb

Owwnbka ayTeHTMOUKaLMK cepBepa 370 coobLyeHne oTobpaXkaeTcs, ecsiv Npon3oLwna owmnbKa ayTeHTudUKaumm Ha
POP3. MNpoBepbTe cnepytouee. - Metog | POP3-cepsepe.

ayTeHTudMKaumm - NoaTsepKaeHHan
yuyeTHas 3anuchb - NogTBepKAeHHbIN
naposnb
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Coob6ueHnna

MpuunHa

HenopaepxnBaembiii MeTog CBA3MN.
MpoBepbTe cneaytowee. - Agpec
cepsepa SMTP - Homep nopta
cepsepa SMTP

370 coobLyeHne 0T06pa>KaeTcn, €C1n Bbl NMbiTaeTeCb CBA3aTbCA MO
HenoanepXnBaembiM NPOTOKOJ1aM.

He ypnanocb nogknountbcs K cepeepy
SMTP. U3ameHuTe be3onacHoe
NoAKJoyeHme Ha Het.

370 coobleHne oTobpPaKaeTca Npvi BO3HNKHOBEHNN HECOOTBETCTBUSA MO
npotokony SMTP mexay cepBepoMm v KNMEHTOM Wi B TOM CllyJyae, eciiv CepBep
He noaaepKunBaeT 6e3onacHoe nogkntoyeHme no SMTP (SSL-noaknioyeHwne).

He ynanocb nogkniountbcs K cepeepy
SMTP. U3meHuTe be3onacHoe
nogkntoyeHne Ha SSL/TLS.

D70 CoObLLeHMEe OTOOPAXKAETCS NPY BO3HMKHOBEHW HECOOTBETCTBMSA MO
npoTokony SMTP mexay cepBepoM 1 KNMEHTOM WK B TOM Cllyyae, eciiv cepeep
3anpawvBaeT NCnosib3oBaHme nogknodeHna no SSL/TLS ana yctaHOBKM
6e3onacHoro noakntoyeHns SMTP.

He ypanocb nogknioumTbca K cepBepy
SMTP. U3meHuTe be3onacHoe
nogkntouyeHue Ha STARTTLS.

370 coobLyeHne 0TOGPaXKaeTCA NPY BOSHUKHOBEHUM HECOOTBETCTBUSA MO
npoTokony SMTP mexay cepBepoM 1 KIIMEHTOM WK B TOM CJlyyae, eCiivi cepBep
3anpawvBaeT Ncnosib3oBaHmne nogknodeHna no STARTTLS anAa yctaHOBKK
6e3onacHoro noaknoueHns SMTP.

HepoBepeHHoe coefnHeHMe.
MpoBepbTe cneayiouee. - lata n
Bpems

370 coobleHne 0TObpaXKaeTcs, eciv NapameTpbl AaTbl M BpeMeHu NprHTepa
ABNAIOTCA HELOMYCTUMBIMU UIIN UCTEK CPOK AENCTBUA cepTduMKaTa.

HepoBepeHHoe coeauHeHMe.
MpoBepbTe cnepyolee. - Ceptrdukat

LcC

370 coobLeHMe 0TOBPaXKAETCA, eC/vi MPUHTEP He MEeeT KOPHEBOro cepTuduKaTa,

CooTBeTCTBYtoLEero cepsepy, unu ecnu Ceptrdukat LIC He 6bii MMNOPTUPOBAH.

MopknioueHne HebesonacHoe.

370 coobLyeHne 0TOBPaKaeTCA, eCsIv NONTyYEHHbIN cepTUdMKAT NOBPEXIEH.

Owwnbka ayTeHTMOUKaLMK cepBepa
SMTP. N3ameHunte MeTop,
ayTeHTdMKauum Ha SMTP-AUTH.

370 coobLyeHne oTobpaxaeTca, eCnv BO3HMKAeT HECOOTBETCTBME B MeTofje
ayTeHTUdUKaLUN Mexay cepBepom 1 KnmeHTom. Cepeep noaaepxusaert
AYTEHTUOWVKALINA SMTP.

Owwnbka ayTeHTUOUKaLMK cepBepa
SMTP. U3meHuTe MeTopa
ayteHtndukauum Ha POP nepeg SMTP.

370 coobLyeHre oTobpaXkaeTcs, eC/IN BO3HUKAET HECOOTBETCTBME B METOAE
ayTEHTUDMKALMUN MEXTY CEPBEPOM U KnueHTom. CepBep He NoaaepKMBaeT
AYTEHTUOUKALINA SMTP.

HeBepHbill agpec 31eKTPOHHON NoYTbI
oTnpaBuTens. YkaxuTe agpec
3N1EKTPOHHOW NOYTbl CBOEW NOYTOBOM
CIyX0bl.

370 coobLyeHne OTO6pa)KaETCF|, ecin yKa3saH HEBeprIVI agpec 3. NoYTbl
oTnpasuTena.

[lo 3aBepLueHns 06paboTkm
06paTUTLCA K MPUHTEPY He yaacTcA.

370 coobLeHne 0TOBPaXKAETCA, eC/IV NPUHTEP 3aHAT.

CooTtBeTcTBYIOWAA MHopMmauua

= «IIpoBepKa COeMHEHNs [I0OYTOBOTO CepBepa» Ha CTp. 37

BHeceHne cncremMHbIX HacCTpoOeK

HacTtponka naHenu ynpasneHus

BrInonmHnTe HaCTPOJIKY ITaHeMN YIIpaBIeHnA NpyuHTepa. HacTpoliky MOXXHO BBIIOTHUTD CIEAYIOIIM 00pasoM.
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PyKOBOACTBO AAMUHNCTPATOPa

1.

2.

3.

Hactpoiikn pyHKunn

Boiigute B Web Config 1 BoibeprTe Bk1anky YpapneHue ycrpoiictBamu > IlaHens yrpaBieHus.

HPI/I HCO6XO,IH/IMOCTI/[ HaCTpOﬁITe caegyone 31€MEHTDI.

J Asbik

Bri6epure oToOpajkaeMblil I3bIK Ha ITaHE/IN yIIpaBIeHN.

(d Broxuposka nanenu

Ecnu Bol BeiOepeTe 3HaYeHMe BKII. [Ipy BBIIIOTHEHMY Ollepalnif, TpeOYOLUIUX IpaB affMIHICTPATOPA,
Heo06Xoa1Mo 6yIeT BBOAUTD NIapo/Ib aAIMUHUCTpaTOpa. Ec/y maponb afMUHKUCTpaTOpa He 3aJaH,
O/IOKMpPOBKa TTaHe/N OTK/II0YEHa.

[ TaiimayT oneparum

Ecmm BbI6paHO 3HA4YCHUE BK}I., TO IIPpM BXOJ1€ B KAYECTBE aIMMHNCTPATOPA BbIITIOTHAKTCA
aBTOMATUYECKUI BBIXO[ 113 CMCTEMbBI U IIEPEXO], HA Havya/IbHbIN 9KpaH IIpU OTCYTCTBUM aKTUBHOCTU B
Te€JeHME OIIPENEIEHHOTO IIEPMOa BpEMEHN.

MoxxHo 3afaTb 3Ha4eHMe OT 10 ceKyHp, o 240 MUHYT C IIarOM B OJHY CEKYHTY.

Ilpumeuanue:
Taksie MOHHO HACMPOUMb IMU NAPAMEMPbL HA NAHENU YNPABIEHUS NPUHmMepa.

A Azvik: Hacmp. > O6ugue napamempuot > Ocnos. nacmpotixu > Asvik/Language

A Brnokuposka nanenu: Hacmp. > O6usue napamempuot > AOmunucmpup. cucmemvot > Hacmp. 6ezonacnocmu >
Hacmpoiiku admunucmpamopa > @ynxuyus 6nokuposxu

[ Bp. ox. on.: Hacmp. > O6ugue napamempoi > OcHos. Hacmpoiixu > Bp. osx. on. (moxHo ykasamov «Bkn.» unu
«Buikn.»)

Haxxmute OK.

CooTBeTcTBYIOWAA nHpopmauus

= «Jlocryn k npunoxxennio Web Config» na ctp. 27

HacTpoiiku sHeproc6epexeHunsa Bo Bpems 6e3aencrensn

MO>XHO HaCTpOUTH BpeM Ilepexofia B peXKUM 3HeprocOepexxeHys MM BBIKTIOUeHN A IUTaHNUA IPU OTCYTCTBUN
TeiicTBUIL C TaHE/IbIO YIIpaBIeH) IPUMHTEePa B Te4eHNe OIIpefle/IeHHOro BpeMeHN. 3afjaliTe BpeMs B 3aBUCHMOCTHU
OT Cpefibl UCIIOTTb30BaHNUA.

Boitnute B Web Config 1 BriOepute BKIaaKy YIpaBaeHue YCTPOViCTBaMH > DHeprocbepekeHne.
BBe,HI/ITC BpeMA I1A TaﬁMep ABTOBBIK/TIOYCHUA, 4TOOBI TIIEPEKTIOINTDHCA B PEXXKUM 3HepI‘OC6€p€)KeHI/[H Ha
nepuop 6e3eicTBUS.

Ipumeuanue:
Taxsrce MOHHO HACMPOUMb IMU NAPAMEMPYL HA NAHENU YNPABTIEHUS NPUHMePA.

Hacmp. > O6wue napamempot > Ocnos. nacmpoiiku > Tatimep omx.

Bribepure BpeMst oTK/II04eHNs /11 TajiMep BbIKTIOYeHN.

IIpumeuanue:
Taxe MOHHO HACMPOUMb MU NAPAMEMPbL HA NAHENU YNPABTEHUS NPUHMEPA.

Hacmp. > O6wue napamempot > Octos. Hacmpotiixu > Taiimep evikniouenus

Haxxmure OK.
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PyKOBOACTBO AAMUHNCTPATOPa

Hactpoiikn pyHKunn

CooTBeTcTBYIOWAA MHpopmaLus

= «Jlocryn k npunoxkenuto Web Config» Ha ctp. 27

CyHXpOHM3auusa AaTbl U BpeMeHM C MOMOLLbIO cepBepa BpeMeHU
[Tpu cunxpoHusanyu ¢ cepBepoM BpeMern (cepBepom NTP) MOXXHO CMHXpOHU3MPOBATh BpeMsI IPUHTEpa U
KoMIIbloTepa B ceTu. CepBep BpeMeHM MOXeT pa3MelaThbcs KaK B CaMoli OpraHu3anuy, Tak u B ViHTepHeTe.
[Tpu ucnonbsoBanuu cepruduxara LIC mpo6emsl 13-3a pasHULIBI BO BpeMEHY MOXKHO IIPeOTBPATUTD ITyTeM

CMHXPOHM3ALINMA C CEPBEPOM BPEMEHIN.

1. Boiipure B Web Config 1 Boibeprte BKIanky YipapneHue ycrpoiicteamu > [lara u Bpems > Cepsep
BpeMeHIL.

2. Boibepure 3Hauenne Vicmonp3oBats 1151 mapamerpa Vicrons3oBaHue cepBepa BpeMeHN.

3. Bsenure ajpec cepBepa BpeMeHM B KauecTBe 3HaUeHMs TapaMeTpa Afipec cepBepa BpeMeHIL.
Vcnonbayiite popmar IPv4, IPv6 nnmm nonnoro nomeHHoro uMenu. Beepgure He 6onee 252 cumBosnos. Ecim He
HY>KHO YKa3bIBaTb 3TO 3HaU€HNe, OCTaBbTe II0J/Ie ITYCTHIM.

4. Bsengute VIHTepBan o6HOBIeHNs (MUH.).

Mo>XHO HacTpOUTb 3HaUYeHNe BIJIOTH 10 10 080 MMHYT C IIarOM B OGHY MUHYTY.

5. Haxwmnure OK.

Ilpumeuanue:
Buot moxceme nposepumv cocmosiHue noOKmoueHuUs K cepeepy epemeru 8 pasoene Cocmositue cepeéepa epemeru.

CooTBeTcTBYIOWAA MHpopmaLus

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27

Hacrpowka AirPrint

YcTaHOBUTE 3TOT PEXXMM IIPU UCIO/Ib30BaHUN NedaTy AirPrint.

Boitpute B Web Config 1 Boibepute Bxnanky Cerb > Hactpoiika AirPrint.

MapameTpbl OnuncaHne
Cny»xebHoe nms Bonjour BeepauTe uma cnyx6b1 Bonjour gnnHoi ot 1 o 41 cumsonos B ASCII (ot 0x20 go
0x7E).
MecTtononoxeHne Bonjour BeeauTe MHGOPMaLMIO O MECTOMOJIOKEHN W, HANPUMEP ONrCaHKe MecTa, rae
yCTaHOBJIEH NPUHTEP, AfIMHOW He 6onee 127 6anT B Koguposke Unicode (UTF-8).
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PyKOBOACTBO AAMUHNCTPATOPa

Hactpoiikn pyHKunn

MapameTpbli OnucaHne

[eono3uy-e Beegute VIHd)OpMaLl,VIIO O MeCTONONOXKEHNN I'IpVIHTepa.aTOT NYHKT

Heob6s3aTeNbHbIN.
LLnpota n ponrota (WGS84)

BeepumTe 3HaueHuns, ncnonbsya aaHHble WGS-84, B KOTOPbIX WMPOTa U 4ONTOTa
OTAENATCA 3anATON.

[nA wupoTbl MOXHO BBECTU 3HaYeHue oT -90 o +90, a gna gonrotbl — oT -180 go
+180.M0oXXHO BBECTV 3HaUEHME C LECTbIO AeCATUYHBIMU Pa3pAaaMm, TaKkxKe
MOKHO OMYCTUTb 3HAK «+».

[puoputeTHbIN NPOTOKON Bbi6epuiTe B KauecTBe NpPOTOKOa Bbiclero npuopwuteTa IPP unm Port9100.

Wide-Area Bonjour Ykaxute, cnegyet nu ncnonb3osatb Wide-Area Bonjour.lpu ncnonb3osaHumn
Takon GyHKLMM NPUHTEP HYXKHO 3apernctpmpoBaTb Ha DNS-cepsepe, Uto6bl
MO>KHO 6bINI0 HAXOAUTb €ro B AAHHOM CErMeHTe.

Bkn. AirPrint IPP, Bonjour, AirPrint BkntoueHbl, a IPP ycTaHaBnvBaeTcA TONbKO C 3aLMLLEHHbIM
coefiHeHnEM.
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PyKOBOACTBO AAMUHNCTPATOPa

Hactpoiikn 6e3onacHocTy NpoAyKTa

HacTtponkmn 6esonacHOCTU npoAyKTa

B 3T0i% I/TaBe paccMaTpUBAIOTCA HACTPONKY 6€30IaCHOCTY YCTPOICTBA.

O6wume ceBepeHna o pyHKLNAX 6e3onacHOCTN

yCTPOMNCTBA

B saToM paspene npuBoaATCs 061V CBeieHNs 0 PYHKINAX 6e3omacHocTy ycTpoiicTs Epson.

HasBaHue ¢pyHKUNN

Tun pyHKUMN

Yr1o onpepenartb

Yro npepgorBpawiatb

HacTpoliika napons
aAMUHUCTpaTopa

Brnokupyet HacTpolikn
CUCTeMbI, TaKne Kak
HacTpoWiKa NoAKIIIoYEHNA K
cetv unu USB.

AOMUHWCTPaTOp 3adaeT
naposb ANA yCTponcTBa.

MOo>HO ycTaHOBUTb U
N3MeHWTb 3TOT pexxum B Web
Config v Ha naHenn
ynpaBneHusa NprHTepa.

Mo»xHO npenoTBpaTUTL
He3akoHHOe YTeHne 1
n3meHeHue nHpopmaumuu,
KOTOpas XpaHMTCA Ha
YCTPOWNCTBE, Hanpumep
naeHTndUKaTopoB, Naponen,
HacTpoek ceTn n T. a. Kpome
TOro, MOXKHO CHU3UTb
BEPOATHOCTb
BO3HNKHOBEHUA MHOTUX
yrpo3 6e30nacHoCTH, Taknx
KaK yTeuka nHpopmauum o
ceTeBOW cpefe Nnv NoanuTuKe
6e3onacHoCTL.

HacTtpoiika BHewHero
nHTepdeiica

YnpasneHue nntepdeincom
ANA NOAKNIoYEHNA K
YCTPOWCTBY.

BkntounTe nnn otknouuTe
coefiHeHMe C KOMMbIOTEPOM
no npotokony USB.

MpepoTtBpalyaet
HeCaHKLMOHPOBaHHOe
MCMNONb30BaHMe yCTPONCTBA
nyTem 3anpeTa neuyatu 6e3
NoAKNoYeHNA Mo CeT.

CooTtBeTcTBYIOLAA nHopMmaLua

= «O nporpamme Web Config» Ha ctp. 27

= «EpsonNet Config» Ha cTp. 75

= «HacTpoiika Iapons ajMMHICTPATopa» Ha CTp. 43

= «OTk/0ueHne BHenTHero nHTepdeiica» Ha cTp. 49

HacTpoiika naponsa agMmuHucTpaTopa

YcTaHOBKA IApOJIA afAMIHUCTPATOPa MOXKET IPEROTBPATUTD M3MEHEHNe II0/Ib30BaTe/ISIMY ITapaMeTPOB
YIIpaB/IeHNsI CUCTeMOI.3aaTh 1 M3MEHNUTD [IApONIb AMUHIICTPATOpa MOXKHO ¢ oMolibio Web Config, manenn
yIIpaB/IeHus IpUHTepa Wian nporpaMMmHoro obectedenns (Epson Device Admin).ITpu ucnonbp3oBanuu
IIPOrPaMMHOTrO0 0becreyeH st M3YUuTe FOKYMEHTAINIO KaXXA0J IIPOrpaMMBI.

CooTtBeTtcTBYIOULAA MHOpMaLuA

= «HacTpoiika maposs af/MMHICTPATOpa Ha TIAHe/N YIIPAB/IeHNs» Ha CTP. 44
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PYKOBOACTBO AAMUHNCTPATOpPa

Hactpoiiku 6e3onacHocTy NpoAyKTa

= «Hacrpoiika napons agMuHucTparopa c nomouisio Web Configr Ha crp. 44

= «Epson Device Admin» Ha cTp. 75

HacTtponka naponsa agMUHUCTpaToOpa Ha NaHenv ynpasnieHus
MoO>XHO HaCTPOUTD NApPOJIb AAMUHUCTPATOPA Ha IIAHe/ IV YIIPaBeHNs IIPUHTEPA.

1. Boibepute HacTp. Ha maHenu ynpas/ieHNs IpUHTepa.

2. Boibepure O61mme mapamMeTpst > ATMUHUCTPHUP. cucTeMbl > Hactp. 6e3omacHOCTH.

3. Bwibepure HacTpoiiku agMuHUCTpaTOpa.

4. Boibepure Ilapons agMuHKCcTpaTOpa > Perncrpanms.

5. Bsepure HOBBIN APOJIb.

6. Bsemure mapors ele pas.

7. 3akpoiiTe 9KpaH NOATBEPKAeHUA.
OTtobpakaeTcst 3KpaH HaCTPOEK aMHUCTPATOpa.

IIpumeuanue:
Moscno usmenums unu yoanumo napomy admMuHucmpamopa, évibpas Msmenumo unu Copoc na sxpane Iaponv
AOMUHUCIMPAMOPA U 66€05T NAPONb AOMUHUCTIPANOPA.

HacTtpoinka napons agMmuHucrparopa c nomouwbio Web Config
C nomompio Web Config MO>XXHO HaCTpPONTD IIAPOJIb ATMUHNUCTPATOPA.

1. Boiipure B Web Config 1 Boibepute Bk1anky BesomacHocTs ycrpoiicTsa > Mismennts ITapons
AIMIHICTPATOPA.
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PyKOBO,El,CTBO AAMUHNCTPATOPa

Hactpoiikn 6e3onacHoCT/ NpoAyKTa

2. Bsepute nmapons B none Hoselit mapons u Haxkxmute IlogTBepanTh HOBBIIN Maponb. Ecnu Heob6xomuMo,
BBeIMTe UM TI0/Ib30BaTe .

[Tpu He06XOAMMOCTY CMEHBI IIApPOJIsl BBEUTE TEKYIINIT IIapOIb.

EPSON

Status Print Scan/Copy Fax Network Metwork Security Product Security Device Management Epson Open Platform

Atrss Contiml SSlinos I Change Administrator Password

=Basic
=User Settings

Current password : [ |

External Interface

" User Name : Enter between 0 and 20 characters.
Change Administrator Password

lepson_admin |
New Password Enter between 1 and 20 characters

Confirm New Passward : [sessenenes |

Mate: It is recommended to communicate via HTTPS for entering an administrator password

3. Boibepure OK.

Ipumeuanue:
d Ymobvt ycmanosump unu usmeHums 3a6710KUPOBAHHbLE ITIeMeHIbL MEHIO, wienkHume Bxoo ons
aomMuHuUCmpamopa, samem 66edume napotb AOMUHUCMPAMOpa.

A Ymobwt yoanumo naponv admuHucmpamopa, svibepume 8xnaoxy besonacnocmv ycmpoiicmea > Yoanumo
Ilaponv admunucmpamopa, a 3amem 88edume naposiv AOMUHUCIIPAMOPA.

CooTBeTcTBYOWasA NHopMaLus

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27

YnpaBneHune pa6botom c naHenbio

Ecnu YCTAHOBJIEH IIapOJIb aIMMHNCTPATOPA U BK/IIOYEHA (byHKHI/IF[ (DYHKLU/IH 6HOKI/IPOBKI/I, TO MO>XHO
336)’[OKI/IPOBaTb JIEMEHTBI, OTHOCAIIMECA K CMUCTEMHDBIM HaCTpOf;[KaM IIpMHTEpPA, YTOOBI I10/Ib30BATENN HE MOIJIN
MU3MEHUTD UX.
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PyKOBOACTBO AAMUHNCTPATOPa

Hactpoiiku 6e3onacHocT/ NpoAyKTa

BknioueHne OyHKUA 6510KNPOBKIN

Bxirounte @yHK1MsT 67TOKMPOBKY [UIsl IIPUHTEPA, HA KOTOPOM YCTAaHOBJIEH ITAPOJIb.

HPCIIBapI/ITe}'IbHO HY>XHO HaCTpOUTDb IIAPOIb afMIHINCTPATOpPAa.

BknioueHne OyHKLNA 610KNPOBKN Ha NaHeNn ynpaBneHna

1.

Bei6epure Hactp. Ha naHenu ynpasiieHus IpUHTepa.

Bei6epute O6uiye napameTpsl > AGMUHUCTpUP. cucTeMbl > Hactp. 6e3omacHocTH.
Bei6epure Hactpoiiku agMuHKACTpaTOpa.

Bribepute Bxi. B pasnene @yHKIus 6TOKMPOBKIM.

Bei6epure [Ja Ha skpaHe IOATBEPXK/IeHNUA.

Bri6epure Hactp. > O6me nmapametpsl > HacTpoiiku ceTu, 3ateM yOeanTeCh, YTO ApOJIb 3aIPAIIBAETCH.

BknioueHune OyHkuymna 6noknposkn B Web Config

1.

Boitnute B Web Conﬁg 1 HOKMUTe BXop ans agMuMHNUCTpaTopa.
BeenuTe M nonb3oBaTens u maponb u Haxmute OK.

Bribepure BkagKy Yipasinenue ycrpoiictBamu > IlaHens ynpasieHus.
B Bnokuposka manenu Boibepute BKir..

Haxmure OK.

Bei6epure Hactp. > O6mume mapamerpsi > HacTpoiiku ceTu Ha aHenu yrpasjieHNs IPUHTEPa, 3aTeM
ybenuTech, YTO Mapo/b 3alpallNBaeTCs.

MapameTpbl DyHKLNA 6NOKNPOBKN Ana MeHio O6wme napameTpbl

910 cmcok nmapamerpos Oynxuys 6mokuposky B MeHio Hactp. > O61miye mapaMeTpsl Ha ITaHe/IN yIIpaBIeHN.

HCKOTOpre (I)YHKI_U/H/I MO>KHO BK/IIOYaTb M OTK/IOYATb II0 OTAECTIbHOCTN.

MeHio O6wWwme napameTpbl bnokupoBka na-

Henn

OCHOB. HaCTPOWKN —
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PyKOBOACTBO AAMUHNCTPATOPa

Hactpoiiku 6e3onacHocT/ NpoAyKTa

MeHio O6wWwme napameTpbl

bnokupoBka na-
Henu

ApkocTb gumcn.

3ByK

Tanmep oTKN.

Tanmep BbIKNIOYEHNA

HacTpoiika 610KMpOBKM aBTOM. BbIK/lOUaTeNs

HacTtp. gatbl 1 Bpemexu

fsbik/Language

Bp. ox. on.

Knasunatypa

EqvHuua annHbl

HacTponku npnHTepa

HacTp. nctouH. 6ymaru

Ocobas HacTpolika 6ymaru

A3bIK Nevatn

YH. HacTp. neyatun

YHuKanbHble HacTponkn HP-GL/2

Peryn. TonwuHbl 6ymaru

[iByHanpaBneHH.

USB-noakntoueHne k PC

Bpemsa oxug. untepd. USB

HacTtporikn cetn
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PyKOBOACTBO AAMUHNCTPATOPa

Hactpoiiku 6e3onacHocT/ NpoAyKTa

MeHio O6wWwme napameTpbl bnokupoBka na-
Henn
Hactpoiika Wi-Fi v
Hactpoiika nposogHo JIBC v
CraTyc cetn v
CocTos. nposog. JIBC/Wi-Fi Vel
CocTtosaHune Wi-Fi Direct Vel
Tabnnubl cOCToAHUSA Vel
MpoBepKa NoAKIYeHNA K ceTn /2
PacwmpeHHble v
Wmsa ycTpoiicTea v
TCP/IP v
Mpokcu-cepsep v
Appec IPv6 4
CKOpOCTb COeAVH. 1 AynyeKCHas CBA3b v
MNepexanpasneHne HTTP Ha HTTPS v
OtkntoumnTb IPsec/ Gunbtpauumsa IP v
Otkntoumntb IEEE802.1X v
ABMUHUCTPUP. CUCTEMbI v
HacTp. 6e3onacHocTn v
HacTpolikn agmmHucTpartopa v
Maponb agMUHKCTPaTOpa v
DOyHKUMA 6110KMPOBKM v
BoccT. HacTp. no ym. v
O6HoBneHne BcTpoeHHoro MO v

v = OJIOKUpYeTCsL.
— = He OJIOKMPYeTCsI.

*1  [axe ecsiv 31eMeHTbl Ha BEPXHEM YPOBHE MOTYT 6/10KMPOBaTbCA Naponem aiMUHUCTPATOPa, OHW NO-NpexHemMy 6yayT
JOCTynHbI B MeHo Hactp. > CoctosiHne npuHTepa/leyaTtb C TakMM Xe Ha3BaHUeM.

*2 [axke ecnv anemeHTbl Ha BepXHemM ypOoBHE MOTryT 6J'IOKVIpOBaTbCﬂ naponem agMMHNCTPATOPA, OHU NMO-NMPEeEXHEMY 6y[J,yT

AOCTYNHbI N3 rNMaBHOrO 3KpaHa > i | E > OnucaHve > I1p|n HEBO3MOX>XHOCTU YCTAHOBUTDb NOAKJIIOYEeHNEe K ceTun.
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PyKOBOACTBO AAMUHNCTPATOpPa

Hactpoiiku 6e3onacHOCT/ NpoOAYyKTa

OTKnuyeHne BHelwWHero nurepdenca

MO>KHO OTK/TIOUNTDb MHTepelic, MCIONb3yeMblil /I MIOAK/II0OYEeHNA YCTPOIICTBA K IPUHTepY. BeimonuuTe
HACTPOJIKY OrpaHNYeHNIT, YTOOBI Pa3peIlNTh eYaTh TOIBKO IO CeTH.

Ilpumeuanue:
MosHo maxie usMeHUMb HACMPOTIKY 0ZPAHUHEHUTI HA NAHeNU YNPASeHUs NPUHmMepa.

(A USB-nooxniouerue k PC Hacmp. > O6usue napamempot > Hacmpoiixu npunmepa > USB-nooxmouenue k PC
1. Boiipure B Web Config 1 Boibeprte BkIanky BesomacHocTs ycrpoiicTBa > BHennmiit maTepdeiic.

2. Boibepure OTKIOYNTH 17151 QYHKINIL, KOTOpbIe HEOOXOIMMO YCTAaHOBUTb.
Bei6eprite BKmrounth, YTOOBI OTK/IIOYUTD YIIPABIEHNE.
USB-nogknouenne Kk PC
Bbl MOXKeTe OrpaHNYnUTh UCTIOMb30BaHNe mopta USB mst mopkouenust ¢ komnbiotepa. Ecu Heobxommnmo
YCTaHOBUTD OIpaHNYeHNe, BbiOepute OTKIIOYUTD.

3. Haxwmure OK.

4. Yb6enurech, 4TO OTK/IIOUEHHBI IIOPT He MOXKET MCIIOIb30BAThCA.
USB-nogknouenne k PC
Ecnu Ha koMIIbIOTepe OBbUI YCTaHOBJICH [ipaliBep
[TonxmrounTe IPUHTEP K KOMIIBIOTEPY € MoMoIbio Kaberst USB 1 ybenuTech, 4TO MpUHTEp He IeYaTaer.
Ecnu Ha KOMIIbIOTepe He ObIT YCTaHOBJICH ApaiiBep
Windows

OTKpoJiTe fyCIeTIep YCTPOICTB, 3aTeM IIOAK/IIUNTE IIPUHTEP K KOMIIBIOTEPY ¢ IoMoLbio Kabernss USB u
ybennTech, 4TO COfiepKMMOe AUCIIeTYepa YCTPOICTB He MEHACTCH.

Mac OS

[TopxmounTe NpUHTEP K KOMIIbIOTEPY € ToMolbio kabens USB u ybenurecs, 4To npu fo6aBIeHUN IPUHTEpa
¢ moMombio paszena IIpuHTEepDI M CKaHepbI JaHHBIN IPUHTEP OTCYTCTBYET.

CooTBeTcTBYyIOWaA NHGOPpMaLUua

= «Jloctyn k npunoxernio Web Config» Ha ctp. 27
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HacTtponkun pa6oTbl n ynpaBneHuns

B 37011 r/1aBe 0O'BACHSIOTCS 37IEMEHTBI, CBsA3aHHbIE C eXXeJHEBHOI pabOTOIL U YIIpaBIeHUEeM YCTPOIICTBOM.

Bxop B cuctemy NpuHTEpa B KavyecTBe
aAMMHUNCTpaTOpa

Ecny Ha npuHTepe yCTaHOBJIEH ApOJIb afMUHNUCTPATOPA, /I pabOoTHI ¢ 3a6/I0KMPOBaHHBIMY 37IeMEHTaMU MEHIO
Web Config HeoOxonuMo BOITHI B CHICTEMY IPUHTePa B KaueCcTBe afMUHICTPATOpa.

BBeJII/ITe Imapojb A1 pa6OTI)I C 3a6HOKI/IPOBaHHbIMI/I 9JIEMEHTaAMM MEHIO Ha ITaHE/IN YIIpaBI€HNA.

Bxop B cuctemy npuHTtepa ¢ nomouibto Web Config

ITpu Bxone B Web Config ¢ mpaBamMy agMIHUCTPATOPa MO>KHO paboTaTh C 9/eMeHTaMI, 3a0/I0OKMPOBAHHBIMY B
paspene OyHKIVA 6TOKUPOBKIL.

1. Bsepure IP-apec npuHTepa B anpecHylo CTpoKy Opaysepa, uto6s! 3anyctutb Web Config.
2. Haxwmunre Bxop ansa agMMHUCTpaTOpa.
3. BsenuTe nms monb30BaTeNs U HapPOIb aIMUHICTPATOPa B 0/is VIMst monb3oBarens u TeKymuii mapons.

4. Haxmure OK.

HPI/I aYTeHTI/I(bI/IKaL[I/H/I Ha 3KpaHE€ MIOABATCA 3a6)IOKI/IpOBaHHI)Ie 9JIEMEHTDI U ITYHKT BbIXOII LA
AJMUHNCTpATOpA.

lenxHuTe BBIXON AN AEMIHNCTPATOPA [JIs BBIXOJA.

IIpumeuanue:

IIpu evibope 3nauenus Bxn. onst napamempa Ynpaenenue ycmpoiicmeéamu > Ilanenv ynpaenenus > Taiimaym
onepayuu 8v1x00 Oyoem 8viNONHEH ABMOoMAMuYecky npu 6e30eiicmeuy namenu ynpasneHus 6 meveHue onpedeneHHozo
nepuooa spemeHu.

MNoparBepxaeHne nHopmayum npuHTepa

MpocmoTp nHpopmauum Ha NnaHeNn ynpasneHnA

Ha nanenyu ynpas/ieHus MOXXHO IPOCMOTPETb ¥ pacledyaTarh CIeAYIYI0 MHPOpMAINIO.

(d Pecypcsr
Hacrp. > CocrosaHne mogayun

MO>XHO IPOCMOTpeTh MH(POPMALIVIO O KOHTEIHepe AJIsl OTPabOTaHHBIX YePHIL.
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(d JINCTOK COCTOSAHMA MPOAYKTa
Hactp. > Cocrosanue npunrtepa/Iledars > Iled. nuCT cOCT.

Mo>xHO HamevyaTaTh IMCTOK COCTOSTHUS, Ha KOTOPOM Cpe€AM IIPOYETO COAEPIKATCA CBENEHNA O IIPUHTEPE U
PpacxoHbIX MaTe€pMrantax.

(d Csepmenuns o cetn
Hactp. > O6uiue mapamerpsi > Hactpoiiku cetn > Cratyc ceTn
Hactp. > Cocrosanne npunrepa/Iledats > CeTb

MoxxHo IIPOCMOTPETDH I/IH(l)OpMaIH/I}O, OTHOCAIIYIOCA K CETU (HaanMep, COCTOAHME CETEBOrO IIOAK/IIOYCHN A,
IIapaMeTpbl CEpBEpa 3HeKTp0HHOI71 IIOYThI Hp.), U Harie4daTaTb JIMCTOK COCTOAHUA CETNU.

(d Oryer o cereBOM IIOAK/ITIOYCHUN

Hactp. > O6ume napametpst > Hactpoiiku cetu > IIpoBepka mogKI0YeHNs K ceTH
L

I'maBHBIN 5KpaH > E | E > Onucanne > IIpu HeBO3MOXXHOCTH YCTAaHOBUTD MOJKIIOYEHME K CETU

MoxxHo IIPOCMOTPETD COCTOAHME CETEBOTO INNOAK/IIOYEHNA IIPUHTEPA 1 HalledaTaTb OTYET.

1 CocTosiHIEe CETEBOTO ITOAKIIOYEHIS
L

DraBHBIN 5KpaH > E | E > MapmpyTusarop

MO>HO IPOCMOTPETb COCTOSHME IOK/TI0UEHNs [ IPOBOJHOI/6eCIIPOBOJHOI TOKaIBHOI CETH.

MpocmoTtp nipopmauum B Web Config

Mo>XHO IIPOCMOTPETh CIefyIole CBeieHns o paboTe npuHTepa B pasfene Cocroanne cpencrsa Web Config.
A CocrosiHME YCTPOICTBA
IIpocMoTp cBefenmit o A3bIKe, cTaTyce, HoMepe npoaykra, MAC-agpece n T. I.
A Craryc cetn
IIpocMOTp cBemeHMI O COCTOSIHUM ceTeBoro nopknodenns, IP-agpece, DNS-cepsepe u T. 1.
[ Cratyc o6opyroBaHus
IIpoBepka coctosaHmA Beex ceTeit Wi-Fi.
[ TTanens "Caymoxk"

OTo6pa>1<em/Ie CHUMKa 3KpaHa Ha ITaHE/IN YIIpaBIeHNA YCTpOﬁCTBa.

MonyyeHne yBegomMaeHNin No SNEKTPOHHON NouTe,
Korga nponcxogaTt coobiTns

NHdopmauuna 06 onoBeweHNAX MO N1eKTPOHHOI noyTe

9T0 GYHKILM YBeTOMIEHNS, KOTOPAs IPU BOSHUKHOBEHNM TAKMUX COOBITHIL, KAK OCTAHOBKA [TeYaTy 1 OIIOKa
IPYHTEPa, OTIPAB/IsIET COOOIIeHNE STeKTPOHHO TOYTHI Ha YKa3aHHbII afpec.

Mo>KHO 3aperucTpUpOBaTh O IIATH af[peCOB ¥ HACTPOUTD IIapaMeTpPbl yBeJOM/IEHMI 71 KaXKIOT0 U3 HUX.

Yro6bI NCIIONB30BATD 3Ty (YHKIIMIO, TIepe], HACTPOIIKOI yBeJOM/IEHNIT He06X0AIMO HAaCTPOUTD CepBep
3JIEKTPOHHO ITOYTHI.
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CooTBeTcTBYIOWAA MHpopmaLus

= «HacTpoiika HOYTOBOTO CepBepa» Ha CTp. 35

HacTtpoika onoBeLieHi1 NO NEeKTPOHHON NnoyTe
Hacrpoiite onoBeljenns 1o 3/eKTPOHHOI mouTe ¢ omolpio Web Config.

1. Boitgure B Web Config u Bbi6epute BKIafiky YIpaB/IeHUe YCTPOICTBAMU > YBeJOMIeH e 110 97IeKTPOHHOI
Toyre.
2. YCTaHOBHTE TEMY yBEIOM/ICHUII 3JIEKTPOHHON ITOYTBHI.
Bei6epurte comepxmmoe, 0TobparkaeMoe B TeMe, Py IOMOLIM CIEAYIOINX ABYX PACKPbIBAIOIINXCS MEHIO.
[d BribpanHOe cofiep>kuMoe 0TobpaxkaeTcs psgoM ¢ moneM Tema.
(d Cnesa u cripaBa He/lb3s yCTAHOBUTD OfMHAKOBOE COfIEPXKMMOe.
4 Ec/mm uncno cumBonos B none Pacnonoxxenne npesbiiiaeT 32 6aiiTa, CMMBOJIBI, BBIXOAALIVE 32 TPaHUILY 32
6aiiTOB, OTOPACHIBAIOTCAL.
3. Bsemure agpec 9/1€KTPOHHOI IIOYTHI [/Is1 OTIPABKU YBELOMIECHUIL.
Vicionbayiite cumBonbt A-Z a-z 0-9 1#$ % & '* + - ./ =2 _{|} ~ @; mnuHa MOXeT cocTaBIATh OT 1 10 255
CMMBOJIOB.

4. BpiOepurTe A3BIK OIOBEICHUIL

5. YcraHoBute q)nax(ox oA CO6I)ITI/II7[, O KOTOPBIX H606XOJII/IMO TIO/Ty49aTb YBETOMJICHNA.

Homep HacTpoiiku yBemoMIeHMii CBA3aH C HOMepoM HasHaueHus IlapaMeTpsl agpeca sIeKTpOHHOM
TOYTHI.

ITpumep:
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Ecnu yBemoM/IeH1e JOMKHO OBITh OTIIPABIEHO Ha afjpec 9MeKTPOHHOI [TOYTHI, YCTAHOB/IEHHDII /I 4ncra 1 B
ITapameTpsI afpeca 3MeKTPOHHOI MOYTHI, KOTZIa B IPMHTEpe 3aKaH4MBaeTCsA OyMara, TO yCTaHOBUTE
¢naxox B cTonbie 1 B crpoke Her Oymarm.
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6. Haxmure OK.
[TopTBEpaNTE OTIPABKY YBELOM/IEHM IO 9IEKTPOHHOI II0YTe B CTTy4ae KakKUX-1n60 cOOBITHIL.

[Tpumep: meyats npu yKasanuu VcTounyk 6ymary, ecnu 6ymara He yCTaHOBJICHA.

CooTtBeTcTBYIOULAA MHPOpMaLuA

= «Jloctyn k npunoxennio Web Configr Ha cTp. 27

= «HacTpoiika MOYTOBOTO cepBepa» Ha CTP. 35

Hapame‘rpbl YBep,OMIIGHI/Iﬁ no 3ﬂeKTpOHHOI7I no4re

MapameTpbi Hactpoiiku n ux onncaHmne
Cbpoc ypoBHA YepHUN YBefoMsieHrE O TOM, YTO YePHMA 3aKOHYNINCD.
Mano yepHun YBegomsieHre 0 TOM, YTO YepHWa CKOPO 3aKOHYaTCA.
EmMKoCTb Ana oTpaboTaHHbIX YepHU: YBefjomneHve 0 TOM, YTO KOHTeHep AnA 0TPaboTaHHbIX YePHWST 3aMONHMICA.
NCTEK CPOK CITYKObI
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MapameTpbli Hactpoiku n nx onncasme
EmKocTb Ana oTpaboTaHHbIX YepHUA: YBefjomneHne 0 TOM, YTO KOHTeHep AnA oTPaboTaHHbIX YePHU CKOPO
UCTEKaeT CPOK CyObl 3anonHNTCA.
Maponb agMMHMCTPaTOpa N3MeHeH YBefomneHvie 06 3MeHeHVN Napona agMUHUCTPaTopa.
Het 6ymaru YBegomneHvie 06 oTCyTCTBMM GyMarn B yKazaHHOM MCTOYHUKe Bymari.
Mano 6ymaru YBefomieHve 0 Manom Konmnyectse bymary B ykasaHHOM UCTOYHUKe Bymaru.
Mevatb NnpepBaHa* YBefjomneHve 06 ocTaHOBKe NpUHTEPa U3-3a 3aMATUA Oymaru unu

HEeCOOTBETCTBUSA Pa3MepoOB/TUNoB Gymaru.

OwwnbKa npuHTepa YBepomneHue o6 owmnbKe nprHTEpa.
Owwnbka Wi-Fi YBegomneHvie 06 ownbke nHTepderica 6ecnpoBOAHON IOKaNbHON CeTU.
BbinonHeHve 3agaHnii neyatn *2 MpuHTEp oTNpPaBNseT COOOLLEHME NO NEKTPOHHON NoYTe KaXAabli pas, Koraa

3aBepLlaloTca BCe 3ajaHNA Ha neYvaTb, YNCIO KOTOPbIX 3aA4aHO B
PacKpbiBalOLWEMCA MEHIO.

O6HOBNEHNE MUKPONPOrpamMmmbi

Korza BBIXOIUT HOBasA BepCyA MUKPOIIPOrPAMMBI, HY)KHO OOHOBUTb MUKPOIIPOTPaMMY IIPUHTEPa, YTOObI
HK00aBUTH HOBBIE QYHKIIVM M YCTPAHUTD CYLIECTBYIOLYE IIPOOIEMBI.

O6HOBNEHME BCTPOEHHOro NPOorpamMmMHOro o6ecneyeHus NpuHTepa
C MOMOLLbIO NaHeNn ynpasJieHus
Ecnn anHTep MOXET 6I)ITb IIOOK/IIOYEH K MHTepHeTY, MOJXHO O6HOBI/ITb BCTpOGHHOG HO HpI/IHTepa C IIOMOIIbIO

naHenu ypasieHus.KpoMe Toro, MOOKHO HaCTPOUTH IPUHTEP Ha PErY/IAPHYIO IPOBEPKY HaIM4ysl OOHOB/ICHUI
BcTpoeHHoro I10 1 onoBeleHnit 0 HaTNYMM OOHOBIEHHDIX BEPCHIL.

1. Bei6epure Hactp. Ha Ha4aIbHOM 3KpaHe.

2. Boibepure O6mme mapamMeTpsl > ATMUHUCTPUP. cucTeMbl > O6HOBNIeHNEe BcTpoenHoro 110 >
OG6HoBNEeHNe.

Ilpumeuanue:
Buibepume Yeeoomnenue > Bx. 018 HACMPOUKY npuxmepa Ha pezysIpHyIo nposepky 00CMynHbiX 06HOB8IeHUTI
BCMPOEHH020 NPOZPAMMHO20 00echeyeHUs.

3. Beibepure 3amyck npoBepKu.

HpI/IHTep Ha4YHET BBINIOTIHATD IIOMCK JOCTYITHBIX OOHOBJIEHUI.
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4. Ecnu na J)KK-akpane oTo6paxkaeTcst coob1ieHne o Hamuanuu o6HoBIeHMst BcTpoenHoro 110, cenyitte
VHCTPYKLMSIM, YTOOBI HA4aTh IPOLEAYPY OOHOBIEHMA.

n Bascno:

[ He svikniouaiime u He omxmouatime npunmep om cemu 00 mex nop, noka He 3a6epUuiUmcs 00Ho6eHue.
B npomusrom cyuae npunmep mosxerm GyHKUUOHUPOBAID HEUCHPABHO.

[ Ecnu o6HosneHUe He 0110 3a6epuieHo U 6bi10 3a6epuieHo ¢ OuuoKoL, npunmep He 3anyCHUMCcs 8
06viuHOM pescume, npu credyoujem exarouenuu npunmepa na JKK-axpane 6yoem omo6pascero Recovery
Mode.B maxom cnyuae neo6xo0umo 06nosumv ecmpoentoe I1O ¢ nomouypio komnviomepa.Coedurume
npunmep u komnoviomep ¢ nomouspio USB-kabens.Iloka na npunmepe omobpaxcaemcst Recovery Mode, 6ol
He cmosceme o6Hosump ecmpoernoe IT0 no cemesomy coedunenuro. Ha komnviomepe omxpotime caiim
Epson 0ns sawteti cmpanvt u 3azpysume nocnedHow sepcuto ecmpoernnozo I10.[Ins 06HosneHus cnedyiime
UHCMPYKUUSAM Ha 6e0-catime.

O6HoBneHne mukponporpammbi c nomoubio Web Config

Ecnmu npuHTep MOXKeT OBITh MOAK/IIOYEH K JIHTepHeTY, MOXHO 00HOBUTH BcTpoeHHOe ITO mpuHTepa ¢ MOMOIIbIO
Web Config.

1. Boitpure 8 Web Config 1 Boibepute BKIanky YiipasieHne ycrpoiicrBamu > OOHOB/IeHNe BCTPOEHHOI
NPOrpaMMBbl.

2. Haxwmunre Ilyck.
3aryckaeTcs OATBEPK/ieHVe MUKPOIIPOIPaMMBI, IIOC/IE Yero 0TOOPaXKAIOTCA CBEIeHN 0 MUKPOIIpOTrpaMMme,
€CIIV CYILIeCTBYeT OOHOBJIEH)E MUKPOIPOrPaMMBL.

3. IHenkuwure Ilyck 1 BHINIOTHUTE MHCTPYKLMY HA SKPaHe.

IIpumeuanue:

Moscno maxre 06Ho8UMb MUKponpozpammy ¢ nomougpio Epson Device Admin. Moxcro 8usyanvro noomeepoums
c6e0eHUs 0 MUKPONPOZPaAMME 6 CHUCKE YCMPOLiCne.Omo 0Ka3vleaemcs NONe3HbIM, eciil Heo0X00UMO 00HOBUMD
MUKDONPOZPAMMY HA HeCKONbKux ycmpoticmeax.[JononHumenvrole c6e0eHUS MOXHO Halimu 6 pykosodcmee Epson Device
Admin unu 6 cnpasxe.

CooTtBeTcTBYIOWAA MHopMmauua

= «Jocryn k npunokeruto Web Config» Ha ctp. 27
= «Epson Device Admin» Ha cTp. 75

O6HOoBNEeHNe MMKponporpaMmmbl 6e3 nogknioveHus K UHTepHeTy
MO>KHO 3arpy3uThb MUKPOIPOrpaMMy YCTPOICTBa Ha KOMIIbIOTep C Beb-cariTa Epson, a 3ateM MOK/IIOYNTD
YCTPOJCTBO 1 KOMIIbIOTEp C IIoMO1bI0 Kabens USB u o6HOBUTH MukponporpamMmy.Ecy Bl He MoXxeTe
BBIIIOJIHUTH OOHOBJICHNE Yepe3 CETh, BOCIOIb3YITECh CIEAYIOIIM METOLOM.

1. Tlomyumre focTym K Beb-caiiTy Epson u 3arpysute MUKpOIIpOrpaMmy.

2. Tlopxa0unTe KOMIIBIOTEP, HA KOTOPBIIL 3arpy>KeHa MUKPOIIPOrpaMMa, K IpuHTepy depes Kabenp USB.

3. IBaknpl IienKHNUTe 3arpy>keHHblit gaitn EXE.

3amyckaerca Epson Firmware Updater.
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4. CrnepnyiiTe MHCTPYKLMAM Ha 3KpaHe.

Pe3sepBHOe KONUpPOBaHNe HAaCTPoeK

MOo>XHO 3KCIIOPTHPOBATh YCTAHOBIEHHOE 3HaueHMe mapaMetpa us Web Config B ¢paiin.9To MOXXHO MCIIONB30BATh
715 pe3epBHOTO KONMPOBAHNsA 3HAYE€HMII IIapaMeTPOB, 3aMEHBI IIPMHTEpa U T. .

®darin SKCIIOPTUPYETCA KaK IBOUYHBIN, TI09TOMY €I0 HENMb34 6yneT U3MEHUTD.

JKCMOPT HacTpoekK
IKCIOPTUPYIiTE TapaMeTpPhl [/1sA IPUHTEpPa.

1. Boiipure B Web Config 1 BoibepriTe BKIanKy YipapiaeHue yCTpoiicTBaMy > 3HaYeHNe HACTPOVIKM SKCIOPTa
¥ UMIOPTA > IKCHOPT.

2. Bsifepute HaCTPOJKY, KOTOpble HEOOXOAMMO 9KCIIOPTUPOBAT.

Brr6epute HacTpOIIKY [yis 9KcriopTa.Ec/mi BBIOpATh pORUTENIbCKYIO KATETOPHIO, TAK)Ke OYAYT BEIOPAaHBI BCe
nopgkateropyuu. ORHAKO [1s1 BBIOOPA CTAHOBSATCS HEZOCTYIIHBIMY Te [TOFKATErOPMH, KOTOpbIe IPUBOXAT K
olmM6OKaM AYIUIMKALMY B paMKax OffHOU ceTu (HampuMmep, fymnukarumy IP-agpecos u T. i.).

3. Bsegure maposnp s mndpoBaHNs SKCIOPTUPOBAHHOTO daiiia.
Ins nummnopra ¢aitina Heo6xoauM naponb.OcTaBbTe MMoJIe MapoJyisd MYCThIM, eC/iu He TpebyeTcs umdposaHue

¢aiina.

4. Haxmure IKcnopr.

g Bascno:

Ecnu neobxo0umo skchopmuposamy cemesvle HACMPOUKY npuxmepa, Hanpumep ums u IPv6-adpec
ycmpotiicmaa, évibepume Brmouume 0ns 6b160pa omoenvHvIx napamempos ycmpoticmea u samem
svibepume 00nonHUMenvHvle snemeHmobl. VIcnonvsytime 6vi6panHvie 3HAUEHUS MONLKO OIS NPUHMEPA HA
3ameHy.

CooTBeTcTBYIOWAA nHpopmaLus

= «Jlocryn k npunoxkernto Web Config» na ctp. 27

MmnopT HacTpoek

Vmmoptupyiite sxcnoptupoBanHsli ¢aiin Web Config Ha npunTep.

n Bascno:

IIpu umnopme 3nauenuti, cooepuauyux UHOUBUOYANbHYIE C8e0eHUs, Hanpumep umeHu unu IP-adpeca npunmepa,
ybedumecn, umo 6 cemu Hem maxoeo xe IP-adpeca.ITpu cosnadenuu IP-adpecos npurnmep He ompaxcaem 3mo
3HaueHue.

1. Boitgure B Web Config u Bei6eprte BKIafiky YpaBieHue yCTpoiicTBaMy > 3HaYeHMe HaCTPOIIKYU 9KCIIOPTa
¥ UMnopTa > ViMnopr.
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2. BoibepuTe sKCIIOPTMPOBaHHBII (a1 1 BBefUTe 3alIMppOBAHHBII ApPOJIb.
3. Haxwmure Cnegyrommi.
4. BpibepuTte HaCTPOIKM, KOTOPble HEOOXOANMO UMIIOPTUPOBATD, 3aTeM HAXKMuUTe Clremyommii.

5. Haxwmnure OK.

Hactpoiiku 6ynyT IpuMeHeHbl Ha IIpUHTeEpe.
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YcTpaHeHMe Henonaaok

CoBeTbl NO peLieHnIo Npodnem

(d ITpocMoTp coobuieHns 06 ommnbKe

ITpu BO3HMKHOBEHMM HEIIONA[KY CHaYasIa IpoBepbTe Halu4ye KaKux-1mbo cooOIeHNI Ha ITaHen
yIIpaB/leHMs IPMHTEpPa WY Ha 9KpaHe ApaiiBepa.Eciy HacTpoeHa oTIIpaBKa yBeZOMJIEHMIA 110 3/1eKTPOHHOI
HOYTe B C/Ty4ae KaKuX-T1M00 COOBITHI, TO BB CBOEBPEMEHHO y3HaeTe O IIPOM3OLIe/IIeM.

1 Otyer 0 ceTeBOM MOIK/ITIOYEHNN
ITpoBenuTe FMATHOCTUKY COCTOSIHUS CETY ¥ IIPMHTEPA, 3aTeM Halledaralite pe3y/bTar.

O6Hapy>KeHHYIO0 OIIMOKY MOXKHO HAJITH Ha CTOPOHE IIPUHTEpa.

(J IIpoBepKa COCTOSHMSA COEAVHEHNUS
ITpoBepbTe COCTOSIHIE CBA3MU C CEPBEPOM /TN K/IMEHTCKIM KOMIIBIOTEPOM, UCIIONIb3YsI TaKye KOMaH/IbI, KaK
ping u ipconfig.

([ IIpoBepka MOAK/IIOYEHN

HIIH ITpOBEPKM MMOIK/IIOYEHNA IPUHTEPA U IIOYTOBOI'O CEPBEPA BBIIIOTHUTE Ha IIPUHTEPE IIPOBEPKY
HO}IK}IIO‘{eHI/IH.KpOMe TOr'O, IIPOBEPHTE ITOJKTIOUEHNE KIIVIEHTCKOIO KOMIIBIOTEPA K CEPBEPY, YTOODI IIPOBEPUTD
COCTOAHME CBA3N.

1 VMHnnuanusauma napaMmeTpos

Ecnu npo6rema He cBsi3aHa C TEKYIMMM ITapaMeTPaMM ¥ COCTOSIHMEM CBSI3M, OHU MOTYT OBITh PelIeHbl IyTeM
OTK/TFOUEHMsI MM COpOCa CeTEBBIX ITapaMeTPOB IIPUHTEPA U UX TOCTIEAYIOLIel epeHaCTPOIIKOI.

MpocMoTp COCTOAHNA NPUHTEpPaA

II}'IH OnpeneneHns INpUINHDbI HpO6)’[eMbI IIpOBEPHTE COCTOAHME IIPMHTEPA U CETU.

MpocmoTp coobueHns 06 ownbke

MpocmoTp coobuieHna 06 ownbKe B yBefOMIEHM NO /IEKTPOHHOM NoyTe

[Tony4yus yBefoM/IeHE IO 9/IEKTPOHHOI I0YTe, YOEAUTECh, YTO 3TO COOOIIeHNMe 00 OLUIMOKAX OTIIPABIIEHO C
MIPUHTEPA.

Ect B 9TOM 3/7IEKTPOHHOM IIMCbMe COfIEP>KAaTCs YKa3aHU IO PEIeHNUI0 IIPOOIeMBl, CTIeAYTe VM.

CooTBeTcTBYIOWAA nHpopmaLus

= «[lomydeHne yBeTOMIEHIIT TI0 37IEKTPOHHOII TI0YTE, KOT/[a TPOUCXOIAT COOBITHS» Ha CTP. 51
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Coob6uweHna Ha KK-aucnnee

Ecnu Ha JKK-aucnee otobpaxaeTcs coobuieHne o6 ommbke, TO i ee yCTpaHeH)s: HeOOXOAMMO ClieoBaTh
I/IHCTPYKHI/IHM Ha :—)KpaHe nnm pe]lIeHI/IHM, Hpe,[[CTaBHeHHbIM HIDXKeE.

Coob6weHna 06 ownbKax

MpunynHbI N pewieHna

OwwnbKa NpuHTepa. BbiKn. 1 CHOBa BKI1. NUTaHMeE.
MNMoppobHee cM. B JOK-LMN.

d MpuunHbI

B npuHTEp nonana MHOPOAHaA YacTuLa, MM NPOU3oLLNa oWrbKa
npuHTepa.

(d PeweHnn

Y6epuTe 13 npuHTepa 6ymMary v 3alyuTHble MaTepuansl. Ecimn
coobLyeHune 06 olwmnbKe NpoaomKaeT BbIBOAUTLCA, 06paTMTeCh B
cnyk6y noanepKKu nonbsosarenen Epson.

KoHTenHep Ana oTpaboTaHHbIX YePHUN He
pacro3HaeTcs. YCTaHOBUTE ero nMpaBuibHo.

d MpuunHbI
KoHTeliHep ana oTpaboTaHHbIX YEPHWI YCTaHOBNEH HEMPaBUIIbHO.
(1 PeweHuns

I'Iposepre COCTOAHME YCTaHOBKN KOHTeVIHepa ana 0Tpa60TaHHbIX
YepHUN N yCTaHOBUTE €ro npaBuJibHO.

Cpok cny»6bl eMKOCTV A1 OTPaboT. yepHun
uctek. TpebyeTca 3ameHa.

d MpuunHbl
WcTek cpok cny6bl KOHTeliHepa Ana oTpaboTaHHbIX YepHUI.
1 PeweHunsa

3ameHunTe KOHTEeHep A/1A OTPaboTaHHbIX YePHW B COOTBETCTBUN C
PYKOBOACTBOM.

HepocTtaTouHO MecTa B KOHTeN Hepe anAa
OTpaGOTaHHbIX yepHun anAa Ha4dana YncTkm
ronoBKu. Bbl moxeTe npoaoKatb neyaTb 4O
3aMeHbl.

[ MpuunHbl

O6beM KOHTelHepa Ans 0TpaboTaHHbIX YePHWI HEJOCTAaTOYEH ANA
OUVCTKM FONIOBKM.

(d PeweHnn

OTKNtoYnTE NUTaHNE NPUHTEpPAQ, 3aTEM 3aMEHNTE EMKOCTb ANA
OTpa6OTaHHbIX yepHun. [ocne ouncTKM ronoBKM emMKOCTb AN
OTpa6OTaHHbIX YEPHWUT MOXHO 6y£l,ET ncnosib3oBaTtb CHOBaA.

M3BnekK. 1 ycTaH. KOHTeNHep ANA 0TpaboTaHHbIX
yepHun.

[ MpuunHbl

KoHTeliHep ans oTpaboTaHHbIX YepHW He pacrno3HaH.

(d PeweHnn

V13BnekunTe KoHTeliHep AN OTPaboTaHHbIX YEPHUI U CHOBA
yCTaHOBWTE ero. ECnm nocne BbINOAHEHUA YKa3aHHbIX 4ENCTBUI
KOHTeHep Ans oTpaboTaHHbIX YEPHWI BCE PABHO HE Pacro3HaeTcs,
3aMeHUTe ero Ha HOBbI KOHTENHEP AnA OTPaBOTaHHbIX YePHUS.

Heponyctumoe couyetaHue IP-agpeca 1 mackm
nogcetn. NMoapobHble cBeAEHUA CM. B
LOKYMeHTauuun.

d MpuunHbl
YcTaHOBNEHO HeBepHOe coyeTaHue IP-agpeca.
(1 PeweHunsn

BeeanTte npaBunbHbIn IP-agpec nnu agpec wto3a no ymonyaHuio.
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Coo6weHuna 06 owmbKax

MpuunHbI M pelueHna

[na ncnonb3oBaHna obnayHbIx cny>k6 obHoBKTE
KOpHeBOW cepTudUKaT.

(1 MpuvunHbI

McTeK cpok AeicTBuA KopHEBOro cepTudmKaTta, MCrosib3yemoro ans
MOAKNIYEHUNA K 06MayHbIM cry>6am.

(d PeweHus
3anyctute Web Config n o6HoBKTe KOpHEBOI cepTUdUKaT.

BesonacHocTb ceT — O6HOBN. KOPHEB. cepTud.

Recovery Mode

1 MpuunHbl

He ypanocb 06HOBUTb MUKPOMPOrpammy 1 BEPHYTHCHA B O6bIUHBIN
PEXnM.

1 PeweHnsa

MprHTep 6bIN 3anyLIeH B peXXMMe BOCCTaHOBNEHUSA, TaK Kak BO
Bpemsa 06HOBJIeHNA BCTpoeHHoro MO npounsowna owmnbKa. ns
NMOBTOPHOro 06HOBNEHUA BCTpoeHHoro MO BbiNonHUTe cegyowme
nencreuA.

1. CoenHMTE NPUHTEP C KOMMbIOTEPOM C nomoLbto USB-kabens. (Bo
Bpems paboTbl B pexkrMe BOCCTaHOBMIEHWA HEBO3MOXHO 0OHOBUTL
BCTpoeHHoe MO yepes ceTeBoe coefjuHeHNE.)

2. lanbHenwme NHCTPYKLMU CM. Ha JIoKanbHOM Be6-caiTe Epson.

MpocmoTp naHenn yaaneHHOro NpuHTepa

Mo>xHO IPOCMOTpeTh ITaHeNMb YAaIeHHOTO IPUHTepa, ucronb3ya Web Config.

1. 3amycture Web Config iy npuHTepa, cocTOAHME KOTOPOTO HEOOXOAMMO IIPOBEPUTb.

[Tpu mony4yeHuy yBeJOM/IEHNA 110 97IEKTPOHHOI ITouTe MOXKHO 3amyctuth Web Config, ncrionnsys URL-

afpec B IMICbMe.

2. Bwibepure Bxnagky Cocrosaue > ITanens "CHUMOK".

Tekyuras manenb npuHTepa orobpaxkaercs B Web Config.

s o6HOBNEeHUA WenKHUTE OOHOBUTD.

BbiBOA Ha neyaTb OTUETa O CETEeBOM COefNHEeHUN

ﬂ}]ﬂ ITPOBEPKM COCTOAHMA CBA3N MEXAY IPMHTEPOM U 66CHPOBOHHbIM MapuipyTm3aTOpOM MOXHO paclie4aTaTb

OTYET O CETEBOM COCOMHEHUI.

1. 3arpysute 6ymary.

2. Boibepure HacTp. Ha HauaTbHOM 9KpaHe.

3. Beibepure O6uiue mapamerpst > Hacrpoiiku cetn > IIpoBepka mogKI0YeHN K CETH.

3arryckaeTcs IpoBepKa COelNHEeHNA.

4. Boibepure Ileyars oT4ETA O IPOBEPKE.
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5. BI)IBOJI Ha I1€4aTb OT4Y€Ta O CETEBOM COCAMHECHUMN.

HPI/I BO3HMKHOBEHIM OIMOKY 03HAKOMbTECH C OTYETOM O CETEBOM COCOIMHEHUN N cne,uyﬂTe PEKOMEHIaAM
I10 €€ YCTPpaHEHMIO.

6. 3akpoiiTe JaHHBIN 9KpaH.

CooTtBeTcTBYIOWAA MHpopMaLua

= «CoO06LIEeHNs 1 BAPUAHTHI peleHNs Tpo6/ieM B OTYETe O CETEBOM TIOAKIIOYEHN» Ha CTP. 61

COOﬁI.I.IEHI/IiI N BapnaHTbl pelueHnA I'IpOGﬂEM B OTYEeTEe O ceTeBOM
noaknvyeHmn

Hp0Bepre COO6H.[eHI/I}I " KO bI OIINOOK B OTYETE O CETEBOM TIIOJK/IIOYEHNN U BBIIIOTHUTE IIpejIaraéMbie
IeJICTBUA 11O PeLIeHNIO IPob/IeM.

Eeml e e e e a
Check Hatwork Connection
e T N S S T e TR T T

Check Result FAIL

Error code [ (E=2)

See the Hetwork Status and check Lf the Betwork Nams (S5ID) is

el SOTE au WAAE B8 SSRBGST, b
If the S5ID isx cocrect, sake fuse B9 Gatss the corrach Pl.llul'ﬂ.liﬂ

and try sgain.

If your problems persist.
sad your desussntatiss for halp and networking elps.

Chackad Itams

fizreless Wetworck Masa (S53I0) Check FAIL

Communication Mode Chock Urchgs kod
Bacurity Mode Check Uncheaked
MAC Address Filvering Check Unchieo ked
Security Key/Password Check Unches oed
1P Address Check Unchas ked
Detalled IPF Setup Checok Unchecked

Betwork Status

Printer Hams EPSOM XXXXXX
Pripear Madel XX-XXX Baries
IP Addzess 1£9.254.137.8
Subnet Mask £35.255.0.0
Default Catoway

Habwork Nasa (S5ID) Epsoniet
SasuEley Nonie

Sigral Strength Poar

MAC Address Fi:DO:IT:40:00:AC

A. Kon ommbxn

b. CoobuieHns B ceTeBOM OKPY>KeHUU
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E-1

PeweHns:

[d Y6emutecs, uTo Kabennb Ethernet Hae>XHO MOAK/IIOUEH K IPUHTEPY M KOHLIEHTPATOPY MU IPYTOMY CETEBOMY
YCTPOJICTBY.

| Y6eJII/ITer, 4TO BK/IIOYEHO NIMTAaHNE KOHOEHTPATOpa M IPYIMX CETEBbIX YCTPOf/lCTB.

(d Yro6s Bkmoyath npuHTep 0 Wi-Fi, Beimonnute Hactpoiiku Wi-Fi oy npuHTepa 3aHOBO, TaK KaK OHI
OTKJTIOUEHBI.

E-2, E-3, E-7

PeweHnns:
[d V6enurecsh, 4TO MuTaHME MAPLUIPYTHU3aTOPa 6ECIIPOBOLHOI CETU BK/IIOYEHO.

(d Y6emurech, YTO KOMIIBIOTEP VU YCTPOICTBO IPAaBUIBHO IIOAK/IIOYEHDI K MapLIPYTU3aTOPY 6eCIIPOBOHOIL
CeTH.

(d BeixroouuTe MapupyTnsaTop 6ecnpoBopHoii cetun. [logoxxauTe mpuMepHo 10 CeKyHJI ¥ CHOBA €r0 BK/IIOUNTE.
(J TTomecTuTe IpUHTEp OMIDKE K MAPLUIPYTU3ATOPY OECIIPOBORHON CeTH 1 yOepuTe MH0ObIe IOMeX) MeXTy HUMM.

4 B cnygae pyuynoro BBopa SSID npoBepbTe npaBunbHOCTD BBoga. [Tocmorpure SSID B pasgene Craryc cen
OT4YeTa O CeTEBOM HOJKITIOYEHN.

(d Eciu y MapiupyTusaTopa 6eciipoBOfHOIL ceTy nMeeTcst Heckonbko SSID, Beibepure ToT SSID, KOTOpBII
orobpaxaercs. Ecmu SSID ncronpayer HelofAep>KuBaeMyIo 4aCTOTY, IPUHTEP UX He OTOOpakaer.

(1 IIpu ycTaHOBKe IOAK/ITIOUEHMA K CETU HaKaTIeM KHOIIKM HAaCTPOVIKY YOeuTeCh, YTO MapIIpyTU3aTOP
6ecripoBopHoilt cetn noppep>xuBaetr WPS. Ecnu mapuipytusatop 6ecripoBofiHoiL ceTnt He nopaepxusaetr WPS,
YCTaHOBUTD COeMHEHNEe Ha)KaTieM KHOIIKM HaCTPOMKM HEBO3MOXKHO.

[d V6enurecs, uto B Bauem SSID ucnonbayiorcs Tonbko cumBoinbl ASCII (6yksbl, ungpsl u cuMBonsl). [IpunTep
He orobpaxkaeT SSID, B KOTOPBIX cofiepKaTcsi cuMBOIBL, oTmndHble 0T ASCIL.

[ TTepep TeM, KaK yCTaHaB/IMBaTh HOK/IIOYEeHIE K MapIIPYTH3aTOPY O6eCIPOBOIHOI ceT, y3HaiiTe cBoit SSID u
napossb. [Tpu ucIionp3oBaHUM CTAHFAPTHBIX HACTPOEK MaplIpyTusatopa 6ecpoBopHoii cetu SSID 1 maposb
PacronoxeHsl Ha sIp/IbIKe Ha MapLIpyTU3aTrope 6ecripoBofHoit cetnt. Ecnu SSID u maponb He3BeCTHBI,
06paTuTeCh K CIIEIMANUCTY, KOTOPbIIi BBIIOTHA HACTPOIKY MapLIPyTH3aTOpa OeCIIPOBOSHON CETH, MM K
IIOKYMeHTAIMM, KOTOPas MOCTAB/IAETCA C MAPLIPYTU3aTOPOM OeCIIPOBOIHON CETH.

(1 TIpu nopkm0u9eHnN K CeTH, CO3[JaHHOI Ha MOOMIBHOM ycTporicTBe, yrounute SSID u maposns B
TOKYMEHTAI[U}, KOTOpas IOCTABIAETCA B KOMIITIEKTE C MHTE//IeKTYaTbHBIM YCTPONCTBOM.

[J B crydae BHe3ammHOro IpephIBaHMA HOAKI0YeHNA K ceTy Wi-Fi mpoBepbTe nepeuncieHHbIe HIDKE YCTTOBYA.
ITpy BO3HMKHOBEHNUM JIFOO0TO U3 CIEAYOLINX YCIOBMIT COPOChTe MapaMeTpbl ceTu. I/ Toro sarpysure u
samyctute I1O ¢ ykasaHHOTO HIDKe BeO-caiiTa.

http://epson.sn > Hactpoiika

[J B ceTb 61710 £006aBIEHO fPYroe NHTE/UIEKTYaIbHOE YCTPOICTBO OCPEACTBOM HAKATUA KHOIIKU
HAaCTPONKIU.

(J Cetp Wi-Fi 6pl1a HaCTpO€EHa He MMOCPEACTBOM HAXKATUSL KHOIKY HACTPOIKI.
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E-5

PeweHns:

Y6emurech, 4TO TUI 6€30MaCHOCTY OECIIPOBOJHOIO MAPLIPYTU3aTOPa COOTBETCTBYET OJHOMY M3 YKa3aHHBIX
HIDKe TUIOB. EC/M 9TO He Tak, M3MeHUTe TUII 6e30I1aCHOCTU Ha 6eCIPOBOSHOM MapLIPYTU3aTOPe U BBIIIOTHUTE
cOpOC ceTeBBIX HACTPOEK IIPUHTEPA.

[ WEP-64 6ur (40 6ut)
d WEP-128 6ut (104 6ut)

[J WPA PSK (TKIP/AES)"!

O WPA2 PSK (TKIP/AES)™!
[ WPA (TKIP/AES)
[ WPA2 (TKIP/AES)

(d WPA3-SAE (AES)™
O WPA2/WPA3-Enterprise >

*1 WPA PSK takxe nssecteH kak WPA Personal. WPA2 PSK take nssecteH, kak WPA2 Personal.

*2  WPA3-SAE (AES) n WPA2/WPA3-Enterprise MOryT He NogAep»KUBaTbCA Ha HEKOTOPbIX Moaensx. NoapobHas nHpopmauuma
npviBefeHa B AOKYMEHTaLUN K NPUHTEPY.

E-6

PeweHns:

(1 IIposepsTe, He BhIKMIOYeH /1 GuabTp MAC-agpecos. Ecnu on BrmoueH, 3apernctpupyiite MAC-anpec
IpUHTepa, YTOObI OH He OTGUIBTPOBBIBAICS. [JONOMTHNUTENbHbIE CBEEHNS [IPECTaBIeHbl B JOKYMEHTALIMI,
MOCTAB/IIEMON B KOMIUIEKTe C MapIIpyTu3aTopoM becripoBogHoii cet. MAC-asipec mpuHTepa yKas3aH B
pasgene CTaTyc ceT OT4eTa O CeTeBOM ITOKIIOYEHUL.

(4 Ecm npu ucnonp3oBanny pexxuma samutsl WEP Ha MapuipytusaTope 6ecipoBofjHOI ceTy BK/II0YeHa 061ast
ayTeHTH(UKaLMA, yOeaUTeCh, YTO KIII0Y U MHJIEKC K/II0Ya BBe[eHbI IPaBU/IbHO.

(J Ecmm KommuecTBO MOK/IIOYaeMBIX YCTPOJICTB Ha MapIIpyTH3aTope 6eCIIPOBOJTHON CeTY MEHbIIIe KOMMYeCTBa
CETEBBIX YCTPOIICTB, KOTOPbIE TPeOyeTCs IOAK/IIOUNTD, CIEKYeT YBEIMIUTD YUC/IO IONK/II0YAeMbIX YCTPOICTB B
HaCTPOJIKax MapIIpyTu3aTopa 6ecIIpoBOHOI ceTy. VIHCTPYKIUM 110 BBIIIOJTHEHNIO HACTPOEK IIPECTAB/ICHEI B
JOKYMEHTAIMI, HOCTAB/IAeMOJ B KOMIUIEKTE C MapLIPYTU3aTOPOM 6eCIIPOBOJHON CETH.

E-8

PeweHna

(J Bxmounte DHCP Ha 6ecripoBoHOM MapLIpyTU3aTope, eC/u A1 TapaMeTpa npuutepa «Ilonyunts IP-agpec»
3ajaHo 3HaUeHMe « ABTOMATUYECKI».

(4 Ecmu s mapamerpa npunrepa «Ilonyunts IP-agpec» 3agano sHaueHue «BpyuHyto», To BBefieHHbIiT Bamu [P-
afipec HeMeCTBUTENEH, TaK KaK He HAXOJUTC B JUama3oHe pa3pellleHHbIX afipecoB (Hanpumep, paset 0.0.0.0).
YcranoBuTe KoppeKTHbII IP-aipec Ha maHeny ynpasieHNs IPUHTEPA.
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E-9

PeweHns:
HpOBepre Hepe'{I/ICJ'[eHHble HUXE HYHKTI)I.
[d YcTpoiicTBa JOMKHBI OBITH BKTIOYEHBI.

d Ha YCTpOfICTBaX, KOTOpbIE H€O6XO,T_[I/[M0 IIOAK/IIOYNTD K IIPUHTEPY, JO/IKEH ObITD AOCTYII K MHTepHeTY n
APYTUM KOMIIbIOTE€paM MIN CETEBIM YCTpOﬁCTBaM B OHHOI‘/'I CETN.

Ecnu mocrte BBITIOTTHEHMS YKa3aHHBIX BBILIE JIEVICTBUI IPUHTEDP U CETEBBIE YCTPOCTBA OIKIIOYNTD He YIAeTCs,
BBIK/TIOUNTE MapUIpyTU3aTOp GecpoBopHON cetu. [logoxxante npuMmepHo 10 CEKYHJI M CHOBA €T0 BK/TIOUMNTE.
3artem cOpochTe mapameTpsl ceTu. [IIs 9TOTO 3arpys3nTe M 3aMyCTUTE IPOIPAMMY YCTAHOBKY C YKa3aHHOTO HIDKE
BeO-caiiTa.

http://epson.sn > Hactpoiika

E-10

PeweHnns
ITpoBepbTe, BHIOMHAIOTCA N CIEHYIOIE YCIOBUA.
[d JIpyrue ycTpoWcTBa B CETU BKIIOYEHBL.

[ Ceresrle afpeca (IP-agpec, Macka IIOfCeTH 1 LITIO3 IO YMOTYAHNIO) 33/IaHbI BEPHO, C/IM TTapaMeTp IpUHTepa
«ITomyuntb IP-agpec» nMeeT sHaueHue «Bpydnyro».

Ecnu cereBble afipeca 3ajilaHbl HeBEPHO, COPOChTe UX 3HaYeHu:A. Bel MoxkeTe nmpoBeputs IP-afpec, Macky nopcetu
U LLUTI03 TI0 YMOMYaHUIO B pasfiesie CTaTyc ceTu oT4eTa O CETeBOM COEIVIHEHUMN.

Ecmu Bxmovena ¢pynkuyss DHCP, mis napamerpa mpunrepa «Ilomyauts IP-agpec» 3apaiite 3HaueHne
«ABTOMaTH4eck1». Ecnu Bbl X0TUTE 3371aTh IP-afpec BpyuHylo, mocMoTpute IP-afipec mpuHTepa, yKasaHHbIN B
paszene CTaTyc ceTH OTYeTa O CETeBOM COeVIHEHMN U BbiOepuTe «BpyuHyio» Ha 9KpaHe HaCTPOEK CEeTH.
YcraHoBuTE 3HAYEHME MACKM IofceTy Ha [255.255.255.0].

Ecny mpuHTep 1 ceTeBble YCTPOICTBA He IOK/II0YAIOTCSA, BBIK/IIOUNTE 6eCIPOBOTHOI MapLIPYTU3ATOP.
[TpumepHO uepes 10 ceKyHJ BKIIOUUTE €To.

E-11

PeweHun:
IIpoBepbTe nepedncIeHHbIe HUXKE ITyHKTHI.
(d Aznpec 0CHOBHOTIO 1IIII03a YKa3aH BepHO, ec/u BbIOpaH pexxuM HacTpoiiku TCP/IP nmpunTtepa Pyunoe.

(d YcrpolicTBO, BBICTYIAOIICE B KAYECTBE OCHOBHOTO LIUII033, JO/DKHO OBITH BKIIIOYEHO.

YcTaHOBUTE KOPPEKTHBII afjpec OCHOBHOTO IITI03a. AJfpec OCHOBHOTO IITI03a YKa3aH B pasfiesie CTaTyc ceTn
0TYeTa O CeTeBOM MOIK/TIOUEHU.
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E-12

PeweHns:
HpOBepre nepel{McneHHme HUXE HYHKTI)I.
D HPYI‘I/IG YCTpOﬁCTBa B CETU JOJI>KHBI 6I)IT]) BK/IIOYCHBI.

[d Ceresble anpeca cetu (IP-afpec, Macka IOCETH 1 OCHOBHOIA IIITI03) JO/DKHBI OBITH 33/JaHbI KOPPEKTHO, eC/IN
OHM BBeJIeHbl BPYYHYIO.

(d CereBble afipeca (Macka IIOJ,CETI ¥ OCHOBHOII LITI03) APYTUX YCTPOCTB JOMKHBI ObITh MACHTUIHBIMU.

(d IP-agpec He Ho/KeH KOHQIMKTOBATD C afipecaMi JPYIUX YCTPOMCTB.

Ecnmu nociie BoImosTHeHMA YKa3aHHOIZ BbIIIE ITPOBEPKU IIPMHTEP U CETEBDBIE YCTpOﬂCTBa INOAK/IIOYNTD HE YIA€TCA,
BBIIIOTHUTE CIEAyIOIINe ,Hef/lCTBI/IH.

(d Brixmounte MapiipyTtusarop 6ecruposopHoii cetu. Ilogoxxanre npumepHo 10 ceKyHI U CHOBa ero BKIIIOUMTE.

[ 3aHOBO HACTPOIITe MapaMeTPhI CETU C IIOMOIIBIO TPOrPaMMBbI YCTAHOBKI. 3aITyCTUTh IIPOTPAMMY MOKHO C
OJHOTO M3 YKa3aHHBIX HIKe BeO-CaliToB.

http://epson.sn > Hactpoiika

(1 JIna mapipyTusaropa 6eclipoBOIHOI ceTH, UCIIONb3yolero pexxm 3amutbl WEP, MoxHO 3apernctpuposatb
HEeCKOJIbKO Maporieit. Ecn saperncTprupoBaHo HECKOIbKO Maposiell, yEOCTOBepbTech, UTO I IPUHTepa
YCTaHOBJIEH APOJIb, 3aPETVCTPUPOBAHHBIN IEPBBIM.

E-13

PeweHns:
IIpoBepbTe nepedncieHHbIe HUKE TYHKTHI.

[d CereBble yCTPOICTBA, TaKye KaK MapLIPyTU3aTOP 6eCIIpOBOJHOI CeTH, KOHI[EHTPATOP U MapIIPyTU3aTop,
JIO/DKHBI OBITH BKITIOUEHBI.

[d BosmoxHo, mapametpsl TCP/IP ceTeBbIX yCTPONCTB He ObII HacTpoeHs! BpyuHyo. (Ecin napamerp
ycranoBku TCP/IP Ha mpuHTepe 3ajjaeTcsl aBTOMAaTUYeCK], @ Ha APYTUX CeTeBBIX YCTPOICTBAX ITapaMeTp
ycranoBky TCP/IP 3agaeTcs Bpy4HyI0, KOHPUIypauys ceTy IpUHTEpa MOXeT OTIMYAaThCA OT KOHPUTYpannu
CeTH IPYTUX YCTPOICTB.)

Ecnu ykazaHHOe BbIllle He IOMOTaeT YCTPAHUTh IPoOIeMy, TOnpoOyiiTe BBITOTHUTH [IePEUYNCIeHHbIE HIDKE
IeMICTBUSA.
([ Brixmounte MapiipyTusarop 6ecrpoopHoii cetu. Ilogoxxanre nmpumepHo 10 ceKyHI U CHOBa ero BKIIIOYMTE.

| HaCTpOI?ITe CE€TeBbIC ITapaME€TpPbl KOMIIbIOTEPA B OJTHOI CeTH C IIPYHTEPOM C IIOMOIIbIO ITPOTPAMMbBI YCTaHOBKN.
3al'IYCTI/ITI) IIporpaMMy MO>XKHO C OTHOI'O 13 YKa3aHHBIX HJKE Be0-CalTOoB.

http://epson.sn > HacTpoiika

1 JIna mapupyTusatopa 6eclipoBOIHOI ceTH, UCIIONb3Yolero pexxum 3amutbl WEP, MoxHO 3apernctpuposartb
HEeCKOJIbKO Maporieit. Ecn saperncTpupoBaHo HeCKOIbKO Maposiell, yEOCTOBepbTeCh, UTO IS IPUHTepa
YCTaHOBJIEH MApPOJIb, 3aPETVCTPUPOBAHHBIN EPBBIM.
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Coo6LeHne B ceTeBOM OKPY»XeHUu

CoobueHne

PeweHne

Heobxogunmo ynyuwnte coegrHeHune Wi-Fi.

BobikntounTte n BKNoUUTE 6€CNPOBOAHON
MapLupyTusaTop. Ecnm coeguHeHre He
YRYULINTCA, 03HAKOMbTECH C
JOOKYMeHTaLmen K 6ecnpoBogHomy
MapLupyTu3aTopy.

MepemecTuB npuHTep 6nMxe K 6eCnpoBOAHOMY MapLUpyTM3aTopy 1 yopas
NPenATCTBMA MeXAY HUMU, BbIKNTIOUKTe 6eCNPOBOAHON MapLUpyTH3aTop.
MpumepHo uepes 10 cekyHA BKoUKTe ero. Ecnv coeguHeHns no-npexHemy
HeT, 06paTMTECh K JOKYMEHTaLMW Ha 6eCNpoOBOAHON MapLUpyT13aTop.

*TopgkntoveHne 4ONONHUTENbHbIX
YCTPONCTB HEBO3MOXHO. OTKOUNTE OAHO
13 MNOAKIIOYEHHbBIX YCTPONCTB ANA
fobaeneHus gpyroro.

KomnbtoTep 1 MHTEeNNeKTyanbHble yCTPONCTBA, KOTopble MOryT ObiTb
NoAKJIt0YEHbl O4HOBPEMEHHO, MOAKJIOYAOTCA C UCMOSIb30OBaHNEM
coepnHenua Wi-Fi Direct (npocTtas Touka goctyna). ina pobasneHuns ewe
O1HOrO KOMMbIOTEPA WA UHTENNEKTYANbHOMO YCTPOMNCTBA CHavana
OTKJIIOYMTE OAHO 13 YCTPOWCTB NN NOAKIIOUMTE ero K APYromn ceTu.

Ha nuctke cocTtosaHmA ceTn unu NaHenu ynpasnieHns NpUHTEPa MOXHO
NOCMOTPETb KONMYeCcTBO 6eCnpoBOAHbIX YCTPOWNCTB, KOTOPbIE MOTYT 6bITb
noAKItoYeHbl OAHOBPEMEHHO, U KOJTMYECTBO YXe NOAKMOUEHHbIX YCTPOWCTB.

B cpepe cyuwectsyet SSID, ngeHtuyHoe Wi-
Fi Direct. Ecnu He ygaeTca nogkniounTb
VHTENNIeKTYyaNbHOEe YCTPONCTBO K
npuHTepy, nameHunte nma SSID gna Wi-Fi
Direct.

C naHenu ynpaeneHua npuHTepa nepengute Ha skpaH Hactponkn Wi-Fi Direct
1 BblbepUTE MEHI0 N3MEHEHNA NapameTpa. Bbl MoxeTe N3MeHUTb YacTb
nMmeHn cetn nocne cumsonos DIRECT-XX-. BBeaute He 6onee 22 CMMBOJOB.

NMpoBepKa cocToAHNA coeaNHeHnA

Y6emurecsh, 4TO CBA3b MEX/Y IIPUHTEPOM U KOMIIBIOTEPOM YCTAaHOBJIEHA, 1 IIepeiiANTe K YCTPaHEHNIO IPOOTIEM.

MpoBepka XKypHana cepBepa 1 CeTeBOro yCTponcTaa

B ClIy9a€ BOSHMKHOBEHNA r[po6neM C MIOAKITIOYECHNEM K CETU MOXXHO I/I}IeHTI/I(i)I/IIU/IpOBaTI) IIpUYNHY, IIPOBEPUB
JKypHaJl Ha IIOYTOBOM CEPBEPE, CEPBEPE LDAPur. A., @ TAK)XX€ IIPOBEPUB COCTOAHME C IIOMOIIbIO CETEBOTO
JKypHajia My >)KypHa/ioB I KOMaH] TaKOro 06OPY,HOBaHI/IH, KaK MapmipyTu3aTOpbl.

MeuyaTb NNCTKa COCTOAHNA CETU

YT10065I IIONTY49UTDb HO,IIPO6HI>I€ CBE€JEHIMA O COCTOAHUMN CETU, MOXXHO HaAIl€e4yaTaTb IMCTOK COCTOAHUA CETU.

1.

3arpysute 6ymary.

2. Bribepure Hacrp. Ha r/1aBHOM 9KpaHe.

3. Beibepure O6uiue napametpst > Hactpoiiku cetu > CraTyc ceTn.
4. BoibepuTte TaGMMUIBI COCTOSHMAL.

5. IIpocMoTpuTe cooOLIeHMe I HalleYaTaliTe MMCTOK COCTOSIHNS CETH.

6. 3akpoiiTe sKpaH.

OKHO aBTOMAaTUYECKU 3aKpO€TCA IO ICTEYEHNU OIIPENEIEHHOIO BpEMEHN.
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MpoBepkKa cBA3M MeXAay YyCTPOoNCTBamMn U KOMNbloTepamu

lNMpoeepka coeduHeHus c nomowbio KomaHowbl Ping — Windows

Bbl MO>keTe McnONb30BaTh KOMaHAy Ping, 4To6bI yOenuThcsa B HOAK/IIOYEHN KOMIBIOTEpa K
IpUHTePY.BhINONMHUTe HpUBeeHHbIe HIDKE IeNICTBIUSA, YTOOBI IPOBEPUTD COENIHEHNE C TIOMOIbI0 KOMaHAbI Ping.

1. IIposepsbre IP-ampec npuHTEpa, COEAMHEHNE C KOTOPBIM XOTUTE IPOBEPUTD.

[Tposepurts IP-agpec mpuHTepa MOXHO Ha skpaHe «COoCTOAHMeE CeTV» Ha MTaHeNN YIpaBlIeHNs IPUHTEpa, B
orueTe coefuHenys 160 B cronbie IP Address micTka cOCTOSIHMSA CeTH.

2. 3amyck KOMaH/IHOJ CTPOKM Ha KOMIIbIOTEPE.

3amycTure 9KpaH npuioxenus u Boibepure KomangHas crpoka.

3. Bsemure ping XXX.XXX.XXX.XXX I HOOKMUTe KIaBuIly «Bsopy.

BmecTo xxx.XXX.XXX.XXX BBegute [P-ampec npnHTepa.

4. IIpoBepbTe COCTOSHNE COENNHEHNA.

Ecny o6MeH JaHHBIMM MeX/y KOMIIBIOTEPOM U IPUHTEPOM IIPOVCXOJUT, OABUTCS CIeAYIoliee COOOIIeHIe.

o | Administrator: Command Prompt

Nrping 192.168.111.28

Pinging 192.168.111 .28 with 32 es of data:

Reply from 192.168.111.28: b 2 time=88mz TTL=64
[Reply from 192.168.111.28: i 1ims TTL=64
Reply from 192.168.111.28: i Stms TTL=64

Reply from 192.168.4111.
Ping statistics for 192

Packets
Approximate round trip

NP

28:
-168.114.28:

times in m

Hinimum = ?ms,. Haximum = 88ms. Average

TTL=64

Sent = 4, Received = 4. Lost = 8 (Bx loss)
illi—second:
= 3Bms

Ecin 06Mmen JAaHHBIMU MEXY KOMIIPIOTEPOM U IIPMHTEPOM HE IIPOUCXOANUT, ITIOABUTCA CIIENYIOLIEE

coO01eHE.

Pinging 192.168.111.38
Reply from 192.168.41411.
Reply from 192 _168.141.
Reply from 192.168.4141.

Reply from 192 _168.111.

Packets: Sent = 4,

N

Administrator: Command Prompt

\rping 192.168.1141 .38

with 32 bytes of data:

1@: Destination host
1@: Destination host
1@: Destination host
1@: Destination host

Ping statistice for 192.168.111 _38:
Received = 4. Lost =

unreachabhle.
unreachahle.
unreachabhle.
unreachahle.

B (Bz loss)

MNMpoeepka coeduHeHus c nomowblo KomaHOowl Ping — Mac OS

BbI MO>XeTe nCIionb3oBaTh KOMaH[y Ping, 4TOOBI Y6e}:[I/ITbCF[ B IIOOK/TIOYEHMN KOMIIbIOTEPA K
l'[pI/IHTepy.BbIl'[OHHI/ITe IIpUBENEHHbIE HVKE JIEI‘/'ICTBI/IH, 4TOObI IIPpOBEPUTDH COENNHEHVIE C IOMOIIbI0O KOMaH/ bl Plng

1. TIIposepsre IP-ampec npuHTepa, coeiHEeH e C KOTOPLIM XOTUTE IPOBEPUTD.

ITposepurts IP-agpec npuHTepa MOXKHO Ha 9KpaHe «CocTosHME CeTV» Ha MTaHe/N YIIPaBIeHN: IIPUHTEPA, B
ortuere coenyHeHnsa mubo B cronbie IP Address mucTka cocTossHUA CeTH.
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2. 3anyctute nmporpammy Network Utility.
Beennre Network Utility B Spotlight.

3. Ienxuwure no BKnagke Ping, BBenure nposepsemsiit IP-agpec us mara 1 un menkuure Ping.

[ N | Network Utility

Info Netsta!Lockup Traceroute  Whois  Finger  Port Scan

Enter the network addrass ta nina
OO OO IO XK »e. 10.0.2.1 or www.example.com)

Send an unlimited number of pings

© Send only 10 pings

4. IIpoBepbTe COCTOSIHME COENVHEHNS.

Ecnmyt oOMeH JaHHBIMM MeX/Ty KOMIIBIOTEPOM U IIPUHTEPOM IIPOVUCXOAUT, IOABUTCS CIefyIoliee COOOIIeHIe.

e e Network Utility

Info  Metstat m Lookup Traceroute Whois Finger  Port Scan

Enter the network address to ping.
XK XX XHK XX {ex. 10.0.2.1 or www.example.com)

Send an unlimited number of pings
© Sendonly 10 pings [ Ping

b4 DYTEs Trom i, 1k#,14.7: 1cmp_Seq=4 TUl=b4 Time=..¥s¢ ms
64 bytes from 790,1R8,73,1: icmp_seqs5 ttl=64 time=32.896 ms
64 bytes from 290, 188,13,1: icmp_seq=6 ttl=64 time=121.774 ms
64 bytes from Ya0. LH.13.1: icmp_seq=7 ttl=64 time=118.428 ms
64 bytes from JWl.i8M.1d.1: icmp_seq=8 ttl=64 time=1.912 ms
64 bytes from 9%0.188,70.7: icmp_seq=9 ttl=64 time=208.127 ms

—= 182, 188 1% L ping statistics

18 packets transmitted, 18 packets'received. @.8% packet loss '

round-trip minfavg/max/stddev = 1.5Tm e ar ey cmmrr

Ecu 06MeH JaHHBIMY MEX/TY KOMIIBIOTEPOM ¥ IIPUHTEPOM He TIPOMCXOLNT, IIOSBUTCS CIIEAYIOLee
coobienue.

e e Network Utility

Info  Metstat m Lookup Traceroute Whois Finger  Port Scan

Enter the network address to ping.
XK XX XHK XX {ex. 10.0.2.1 or www.example.com)

Send an unlimited number of pings
© Sendonly 10 pings [ Ping

HEquUesT TIMEOUT Tor lemp_seq £
Request timeout for icmp_seq 3
Request timeout for icmp_seq 4
Request timeout for icmp_seq 5
Request timeout for icmp_seq 6
Request timeout for icmp_seq 7
Request timeout for icmp_seq B

— |82. 33 L) L3 ping statistics —
10 packets transmitted, @ packets receivec( 100.8% packet loss ]
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MpoBepka cetn kKomnblotepa — Windows

C moMo1bi0 KOMaHJHO CTPOKM IIPOBEPbTE COCTOSIHNE TIOJK/TIOUEHNUsI KOMIIBIOTEPa 1 Iy Th IOSKTIOUEHNS K
HPUHTEPY.DTO ITO3BOINAT HAWTY CIIOCOO pelteHnst Ipo6IeMBbl.

(J Komanpa ipconfig

BuIBOIUT cOCTOAHME TIOK/TIOUEHM S CETEBOTO MHTepdeiica, UCIOIb3yeMOro KOMIIbIOTEPOM B HACTOSIIVIA
MOMEHT.

ITyTem cpaBHeHM: MHGOPMALUY O IIOJKITIOUEHNN U (PaKTUIECKOTO COeMHEHN A MOXHO IIPOBEPUTD
IIpaBUIbHOCTD NoAKIodYeHn:A.Ecnu B ogHoit cetnt ecTb Heckonbko DHCP-cepBepoB, MOXKHO y3HaTh
(dakTIyecKuii ajpec, Ha3HaYEeHHBI KOMIIBIOTEPY, UCIIONb3yeMblit DNS-cepsep u T. A

[J ®opmar: ipconfig /all
A [Tpumepsr:

o Administrator: Command Prompt |;|i-

:~ripconfig ~all

Windows IP Configuration

e WIN2812R2
Primary Dnz Suffix pubs _net
Hode Type

IP Routing Enahled

WINS Proxy Enabled. .

DNS Suffix Search List pubs .net

[Ethernet adapter Ethernet:

Connection—specific DNS Suffix

Description Gigahit Metwork Connection

Physical Address HHHH—HH—HH—HH KK

DHCP Enabled Mo

Autoconf iguration En Yes

Link-local IPwv6 Adde fefB::38fh:7546 :18a8 :d2Bex14{Preferred>
IPu4 Address 192.168.111 . 18¢(Preferred

Subnet Mask 255 .2585.255.8

Default Gateway 192.168.111.1

DHCPv6 IAID . . . 283142549

DHCPu6 Client DUID B8-01-PA—-A1—-26-48-2F-45-88-1D-73-6A—44-08
DHS Servers . . . 192.168.11441.2

NetBIOS over Tcpip Enahbled

unnel adapter isatap.<PBBARAPA-ABCD-EFGH-HIJK-LMNOPGQRSTUUMS :

Media State Media disconnected
Connection—specific DHS Suffix
Description Microsoft ISATAFP Adapter #H2
Physical Address HE-B0-PH-PA-BA-0B-B6-E@
DHCP Enabled No
Autoconf iguration Enabled

N

(J Komanpa pathping

Mo>XHO NOATBEPANUTD CIMCOK MapLUIPyTU3aTOPOB, IPOXOAAIINX Yepe3 y3e/l Ha3Ha4eHMU A, Y MapIIpYTU3aLIo
COEIVHEHN .

d ®opmar: pathping Xxx.XXX.XXX.XXX

1 TIpumepsr: pathping 192.0.2.222

o) Administrator. Command Prompt

sxrpathping 192.168.111.28

racing route to EPSOMAB12AB [192.168.111.281
over a maximum of 38 hops:

8 WINZA12RZ.pubs.net [192.168.111.181

1 EPSONAB12AB [192.168.111.261

omputing statistics for 25 seconds...
Source to Here This MWoderLink

op RIT Losts8ent = Pct LostsSent = Pct Address
5] HENZBlZRZ.puhS.net [192.168.111.181

=3 i
1 38ms 8- 188 B 8- 188 Bx EPSONAB12AB [192.168.111.281

8- 1868 a:

race complete.

RS-
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NMpoBepkKa nogkKnoyeHns

Ha npunTepe mmm xoMnbpioTepe, MOAK/IIOYEHHOM K TOMY € CETMEHTY, 4TO ¥ IPUHTEP, IPOBEPhTE NPaBUIbHOCTD
HOAK/TIOYEHNsI K IPUHTEPY U HaIlke.DTO MO3BOIUT HAWTY CIIOCOO pellleHus PO 6IeMBl.

MouTtoBbIN cepBep
Hp0Bepre COoeIMHEHNE€ IIPMHTEPA M IIOYTOBOI'O CEpBEpa € IIOMOIIbIO (I)YHKLU/II/I IIPOBEPKM CETEBOTO COCNMHEHNA

IpMHTepa.

CooTtBeTcTBYIOLAA MHoOpMaLua

= «IIpoBepKa COeMHEHNs [I0YTOBOTO CepBepa» Ha CTp. 37

DNS-cepBep

ITpoBeprTe ocHoBHOI DNS-cepBep komnbloTepa.llpoBepbre cTaTyc ceTeBOro afanrepa KOMIbIOTepPa, KOTOPbIIt
HaXOJUTCS B 3TOM JKe CETMEHTe CeTH, UTO U IIPUHTEP, a TAKXKe IPOBepbTe IPaBMIbHOCTb HacTpoek DNS s
IIpUHTepA.

Hactpoiiku DNS-cepBepa KOMIIbIOTEpa MOXXHO IIPOBEPUTD CIEAYIOLVIM 00pa3oM.

4 Windows: ITanens ynpasinenus > Cetb u Viutepaer > IleHTp ynpasieHus ceTaMu U 001UM FOCTYIIOM >
I3meHeHMe mapaMeTpoOB ajanrTepa

ITpu HamMYMYU HECKONBKMX CeTeBBIX MHTeP(EliCOB MOXKHO BBIIIOJIHUTD IPOBEPKY, BBes: KoMaHpy ipconfig/all B
KOMaHJHOII CTPOKe.

[ Mac OS: Cucremusbie HacTpoiiku > CeTs > [JonomHnrensHo...> DNS

NHnymnanmnsaumna ceTteBbiX HaCTPOEK

OtknioueHne Wi-Fi ns Web Config

Ortximoyenne Wi-Fi B Web Config.Ecnu npu otxntouenun Wi-Fi yepes aTo coerHeHMe ObIIN ITOGK/II0OYEHBI
KaKye-11060 yCTPOIICTBA, OHYU OTK/IIOYAIOTCA.

1. Orkpoiire Web Config u Bei6epute Bknasky Cerb > Wi-Fi, 3aTeM Bbibepure Otkmountp Wi-Fi.

2. TIpourure coob1uenue, 3ateM Boibepute OK.

PaspbiB noaknioueHunsa Wi-Fi Direct (npocTtas Touka gocryna) ¢ nomoubio
Web Config

Ortxmroyenne Wi-Fi Direct (mpocras Touka focryma) 8 Web Config.
1. Boiigure B Web Config 1 Boi6epute Bkaanky Cetb > Wi-Fi Direct .

2. Boibepure 3Hauenne OTKm0unTb fy1st mapamerpa Wi-Fi Direct .
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3. Haxwmure Cnegyrompii

4. TlIpourure coobienne, 3areM Boibepute OK.

OtknioyeHne Wi-Fi Ha naHenu ynpasneHuns

ITpu orxnrouenun pexxuma Wi-Fi coegunenne Wi-Fi paspbiBaercs.

—

Haxxmmure i I: Ha IJTaBHOM 9KpaHe.

2. Bribepute MapmpyTusatop.

OTtobpakaeTcst COCTOSTHME CETH.
3. Haxwmure VI3MeHUTh HACTPOMKM.
4. Boibepure [Ipyrue > O1xmountb Wi-Fi.
5. IIpocMoTpuTe coobLIeHMe M BBIIIOTHUTE HACTPOJIKY.

6. Ilpu oTobpaskeHMy Ha 9KpaHe MOATBEPXKAAIOLIETO COOOIEHNS 3aKPOIITe IKpaH.

SKpaH ABTOMATUNYE€CKU 3aKPOETCA 110 UCTEYEHUN ONIPENETIEHHOIO BpEMEHN.

7. 3akpoiite akpad HacTpoiiky IOgK/I04eHNs K CeTH.

8. Haxxmute KHONIIKY 1 )

PaspbiB noaknioyeHuna Wi-Fi Direct (npoctasa Touka gocrtyna) Ha naHenu
ynpaBneHuns

Ipumeuanue:

IIpu omxnouenuu coedunenust Wi-Fi Direct (npocmas mouka 0ocmyna) 6ce KOMnviomepuvl U uHmenieKmyanvHbie
ycmpoticmea, nooknoueHHvle Kk npurmepy uepe3 coedurerue Wi-Fi Direct (npocmas mouka docmyna), 6ydym
omxmiodenvtl. Ecriu b1 xomume omkmouums KOHKpernHoe ycmpotictneo, 6binonHume omxmiodeHue Ha 3Mom ycmpoticmee,
a He Ha npuxmepe.

1. Haxmwure i E Ha I7TaBHOM 3KpaHe.

2. Bwi6epure Wi-Fi Direct.

Orobpaxkaercs nnpopmarus Wi-Fi Direct.
3. Haxwmure VI3sMeHUTh HACTPOIMKM.
4. Boibepure Otknounts Wi-Fi Direct.
5. Haxmute OTKII04eHIe HACTPOEK.

6. Ilpu orobpaxkeHNM Ha SKpaHe MOATBEPK/AIOIIETO COOOIEHNs 3aKPOIITe IKPaH.

SKpaH ABTOMATMYE€CKN 3aKPOETCA 110 MCTEYEHNN ONIPENETIEHHOIO BpEMEHN.
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BoccraHoBneHMe ceTeBbIX HaCTpPpoOeK C NOoMOoLblo NaHeNnu ynpaBneHna

Bbr MO>KeTe BBIOTTHUTH COPOC BCeX HACTPOEK CeTU HA 3HAUEHMs II0 YMOTYaHUIO.

1. Boibepure HacTp. Ha HauaIbHOM 3KpaHe.

2. Boibepure O61ye napamMerpsl >AZMUHUCTPUP. CUCTEMBI >Bocct. HacTp. mo ym. > Hactpoiiku cetn.
3. Ilpourure coobieHne, 3aTeM Bbibepute [a.

4. Tlpu oTo6pakeHMH Ha 9KpaHe MOATBEPXKAAIOIIETO COOOIIEHNMs 3aKPOIITe IKPaH.

OKpaH aBTOMATNIECKM 3aKPOETCS 110 MCTeYEHUN OIIpefie/IeHHOTO BpEeMEH.

HeuncnpaBHocCTH

HeT poctyna Kk Web Config

MpuHTepy He Ha3HaueH IP-agpec.

Bosmoxxno, mpunTepy He HasHaveH pnomyctumblii [IP-agpec.Hacrpoiire IP-agpec, ucnonbsys manenb yrnpasieHUs
npuHTepa. Texyiine sHauYeHN A TapaMeTPOB MOXKHO IIPOBEPUTD C TOMOLIbIO CTPAHUIIBI COCTOSTHUA CEeTU MU
MTaHe/ YIPaBIeHNs IPUHTEPA.

Be6-6paysep He nogaepxunBaeT pexxum Kpuntorpapuueckasa ctomkoctb ana SSL/TLS.

I SSL/TLS ycranosnen pexxuM Kpumnrorpaduueckas croiikocts. Web Config MOXXHO OTKpPBITB B Be6-Opaysepe,
HOfifiep>KUBAIOLIeM MaccoBoe MudpoBaHme, ciefyoum o6pasoM.IIposepbre, moaepXMUBaeT 1 Opaysep Takoe
mudpoBanme.

(1 80 6ut: AES256/AES128/3DES
[ 112 6ut: AES256/AES128/3DES
(1 128 6uT: AES256/AES128

[ 192 6ura: AES256

[ 256 6uT: AES256

Cpok gencreua Ceptuéukart, nognucaHHbin LIC ncrek.

[Tpu Hanyuuy npo61eMsl ¢ MCTedeHNeM CpOKa JeiicTBusA ceprudukara npu nogknodennu k Web Config yepes
coennuenne SSL/TLS (https) orob6pakaercs coobuenmne «Cpok feitcTBust ceprudukara ucrek».Ecimm coobuienune
oTobpaxkaeTcs B0 VICTeYeHMs CPOKA TOFHOCTH, TO YOeNUTeCh, YTO jaTa IpUHTepa HACTPOEHA IPaBIUIbHO.

O6uiee nms B cepTudurKaTe 11 Ha NPUHTEPE He COBMAAaer.

Eciu o61ee nms B cepTudukaTe i Ha IPUHTEPE He COBIafaeT, mpu goctyme kK Web Config uepes coennuenne
SSL/TLS (https) orobpaxaercs coobuienne «Vms ceprudukara 6€30MacHOCTI He COBITAAAET C++».ITO
IIPOVICXOAMT IIOTOMY, YTO He COBIIAZIAI0T CIefyomye IP-angpeca.

[ IP-azjpec npuHTEpa, BBeEeHHbI 17151 061iero nMennu npu cospanny Camonopnucanubiii cepruduxar na CSR

[J IP-agpec, BBefieHHBIIT B Be6-Opaysepe mpu 3anycke Web Config
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yCTpaHeHIIIe HenoMaaokK

Ecmu ucnionbsyerca CaMONIOAIINCaHHBIN cepTudUKaT, u3MeHUTe MMA NpuHTepa.CepTUdnKaT 0OHOB/IEH, MOXXHO
HOAKIIOUUTD MIPUHTED.

Ecmu ucnionssyercsa Ceprudukar, nopnucanusiii LIC, emje pas nmonyunte ceptudukar fis npuHTEpA.

B Be6-6pay3epe He HacTPOeHbI NAapaMeTpbl NPOKCU-cepBepa ANA NIOKA/IbHbIX aAPeCoB.

Ecnyt puHTEp MCIIONb3yeT IIPOKCU-CepBep, HACTPOIiTe BeO-Opaysep Tak, YTOOBI OH He MOAK/IIYA/IC K
JIOK/IbHBIM afipecaM uepes3 IpOKCH-CepBep.

J Windows

Boi6epure Ilanens ynpasnenus > Cets u VinTepHeT > CBoiicTBa 0603peBarens > [logknoueHus >
Hacrpoiika cetu > IIpokcu-cepBep, I0c/Ie 4ero OTK/IIOUNTE MCIIOb30BaHMe POKCU-CepBepa A CeTU
(mokanbHbIE apeca).

(d Mac OS

Bei6epute Cucremubie HacTpoiikn > CeTs > [fomonanTensHo > IIpoKcH 1 3aperucTpupyiite TOKaIbHBII
agpec B pasgene O6xop NpoKcu-cepBepa A ITUX XOCTOB ¥ IOMEHOB.

IIpumep:
192.168.1.": noxanbubi agpec 192.168.1. XXX, macka nopcetu 255.255.255.0
192.168.*.*: nokanbHblit agpec 192.168. XXX. XXX, Mmacka nogcetu 255.255.0.0

CooTtBeTcTBYIOUWAA MHoOpMaLuA

= «Jloctyn Kk npunoxernio Web Config» Ha ctp. 27

= «Hasnauenne [P-agpeca» Ha cTp. 20

Mpo6nembl npu o6LWwem aocTyne K NpuHTEpam

A
O6wuin cepsep paboraetr meaneHHoO
Ecmu o61mye npuHTEpBl pabOTAIOT MEMICHHO, BBIIOTHUTE CTIeyIole TeiCTBIA.
1. Ha xoMmbroTepe ¢ cepepoM nedaTn Boibepute IlaHens ynpapnenus > YCTpoiicTBa M IPUHTEPHL.
2. IllenkHuTe MpaBoii KHOIKOI MBIIIY 3HAYOK IPUHTepa (odepenb IedaT), K KOTOpOMY TpebyeTcs
IPefoCTaBUTh 0OINIL JOCTYII, a 3aTeM IepeiifuTe Ha BK1agKy CBoiicTBa mpunTepa > O61ue, a 3ateM
BoiOepuTe IIpemouTHTEIbHbIE ITApaMeTPHI.

3. Beibepure Konrponupyempie mapamerpsl Bo BKaanke CepBuc ApaiiBepa puHTEpA.

4. Boi6epute PaspemmTs KOHTPOTMPOBATH NPMHTEPDI 0OLIEr0 JOCTYIIA.

HacTpoliku npuHTepa Ha cepBepe NeyaTn He OTPAXKalTCA Ha
K/INEHTCKOM KoMrbloTepe

BrinonanTe cnepyomye feiicTBYS, YTOOBI IepeyCTaHOBUTD JipaliBep Ha KIMEHTCKOM KOMIIbIOTEpE.

1. Ha kommblotepe ¢ cepBepoM mevaty Boibepute IlaHens ynpaBinenus > YCTpoOiicTBa ¥ IPUHTEPHI.
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yCTpaHeHIIIe HenoMagokK

2. lenxHuTe MpaBoil KHOIKOJ MBI 3HAYOK IPUHTEPA, K KOTOPOMY TpebyeTcs pesoCTaBUTb JOCTYIL, a 3aTeM
BbIOepuTe BKIafKy CBoiicTBa IpUHTepa > PacmupenHsie.

3. Bpibepure HacTpoiiky meyaTu 1o yMOT4YaHUIO, HACTPOJITE COOTBETCTBYIOMIMe apaMeTpsl 1 Haxxmure OK.
4. Ypanure fpaiiBep i 061Iero JOCTYIA C KIMEHTCKOTO KOMIIBIOTepa.

5. IlepeycraHoBuUTE ApaliBep IPUMHTEPA HA KaXKJOM KIMEHTCKOM KOMIIBIOTEpE.

Ilpumeuanue:
A Ecnu vt usmeHume HACMpoUKu NpuHmepa Ha KAUEHMCKOM KOMNbIOmepe, HACMPOLKY NpuHmepa Ha cepsepe newarmu
(Hanpumep, HACMPOUKU NO YMOTUAHUIO) He 6Y0YmM ompadeHvl HA KIUEHMCKOM KOMNblomepe.

[d Hexomopuie Hacmpotiku, makue kax Hacmpoiixa svibopa, Ilonvzoeamenvcrkoe, Ilonv3osamenvckue,
Ynopaoouusanue snemenmos menio 1 m. 0., He OMOOPANAIOMCS HA KNIUEHIMCKOM Komnvromepe. Bot moxceme
omMpasumv SMu HACMPOLIKU, IKCNOPMUPOBAE Patin ¢ Hacmpolikamu npurnmepa (Hanpumep, auiy U3bpaHHbvie
HACMPOLiKLL) ¢ cepeepa neuamu u UMNOPMUPO6as ezo Ha KIUeHMCKULE KoMnblomep.
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MpwunoxeHue.

Npuno)xeHue.

BBepeHMe B ceTeBoe NporpamMmmHoe obecneyeHve

Hixe onmcaHo nporpaMMHoe obecriedeHne, KOTOPOe [T03BOIsIeT HACTPanBaTh U YIPABIATb YCTPOICTBAMI.

Epson Device Admin

Epson Device Admin — 3To MHOrOQYHKIOHA/IbHOE IPOTpaMMHOe 0beciedeH e I YIIpaBIeHUs
YCTPOJCTBaMIU IO CETH.

B HeMm mocTymHBI crienyomye GyHKIUIL.

[ MouuTtopuHr 1 ynpasneHue 5o 2000 IpuHTepOB U CKAaHEPOB B OFHOM CETMeHTe

[J Cospanue mogpoOHOro 0TYETa, HAIPYMEP O PACXOFHbBIX MaTepHaax My CTATyce MPOSYKTa

(1 O6HOBNIEHNE MUKPOIIPOTPaMMbl IPOAYKTA

(d To6aBneHue yCTPOICTB K CETH

[J IIpuMeHeHMe OOMHAKOBLIX IIAPAMETPOB K HECKOTIBKVM YCTPOJICTBAM.

Epson Device Admin Mo>xHO 3arpysutb Ha Be6-caiite noggep>xku Epson.Ilogpo6nyio nHpopmanyio cM. B
JoKyMeHTaluy mnu cupaske 110 Epson Device Admin.

3anyck Epson Device Admin (tonbko Windows)

Bri6epute Bece mporpammsr > EPSON > Epson Device Admin > Epson Device Admin.

Ilpumeuanue:
Paspewiume docmyn ons Epson Device Admin, ecnu nosensemcs npedynpexcderue 6panomayspa.

EpsonNet Config

EpsonNet Config — 3T0 MporpaMmHoe o6ecriedeHe /i yCTaHOBKY ITapaMeTpoB yCTpolicTBa 1o cetu.Ecmn

YCTpOJICTBA IIOACOEAMHEHBI K ceTn Yepe3 Ethernet, Mo)XHO ycTaHaB/IMBaTh Ha HUX IIapaMeTpBl, Takue Kak IP-
agpec, U3MeHEeHMe MeTOfIa TOAK/TIOYEeHNA U T. [I., JaXKe [/IA YCTPOJCTB, Ha KOTOPBIX He HasHaveH [P-agpec.9To
TaK)Ke MOXXET OBITD IIOJIe3HBIM JI/IA YCTAHOBKM CETEBbIX TapaMeTPOB /I YCTPOIICTB 6e3 MaHe/Iu YIpaBIeHNA.
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MpunoxeHue.

[Tonpo6uyo nHOpPMALNIO CM. B FOKYMeHTaIuu 1 ciupaske mo EpsonNet Config.

 EpsonNet
Config

SE Version

hitislizing

3anyck EpsonNet Config — Windows

Bei6epure Bece mporpammbt > EpsonNet > EpsonNet Config SE > EpsonNet Config.

IIpumeuanue:
Paspewume docmyn onst EpsonNet Config, ecnu nosignsiemcst npedynpesxcoerve 6panomayapa.

3anyck EpsonNet Config — Mac OS

Haxxmure Ilepeittu > Ilpunoxenus > Epson Software > EpsonNet > EpsonNet Config SE > EpsonNet Config.

EpsonNet Print (tonbko Windows)

EpsonNet Print — 3To mporpaMMHoOe obecIiedeHue, IpefHasHadeHHOe Ayt nevatn B cetn TCP/IP.OHo
YCTaHaBIMBAETCA YCTAHOBIMKOM BMECTE C ApaiiBepoM IpuHTepa.lljia nmedatu 1o cetu cosparire nopt EpsonNet
Print. OyHKIIMM 1 OrpaHMYeHNA IIepEUNCTIEHb] HIDKE.

(d CocrosHMe IpUHTepa 0TOOpaXkaeTCsl Ha 9KpaHe AUCIeTYepa Odepey IedaTu.

[ Eciu IP-agpec npuHTepa nsmensercs nocpencrsom DHCP, To mpuHTep Bee paBHO 0OHAPYKXMBAETCS.
(1 Mo>XHO MCIIO/Ib30BaThb NIPYHTEP, HAXOAAINIICA B [PYTOM CETMEHTe CeTH.

[ Mo>XHO Te4aTarhb, MCIO/Mb3ys OAVH U3 SOCTYIIHBIX IIPOTOKOJIOB.

[ IPv6-agpeca He OAAEPKUBAIOTCSI.

EpsonNet SetupManager

ITpunoxxenne EpsonNet SetupManager mpepcras/ser co60li IporpaMMHOe obecriedeH e I CO3aHNs aKeTa
IIPOCTOI YCTAaHOBKM IIPUHTEpPA, HAIPMMEP YCTAHOBKU ApaliBepa npuHTepa, yctaHoBKM EPSON Status Monitor u
CO3[jaHNA IOPTa IpUHTepa. [JaHHOe IporpaMMHOe ObecIiedeH1e I03BO/IsIeT afMUHICTPATOPYy CO3aBaTh
YHMKa/IbHble IPOTPAaMMHbIE TTAKETHI U PACTIPENENATh UX MEeX/Y TPyTIaMIu.
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MpunoxeHue.

[l1s1 mony4eHust [OIOIHNUTENbHOI MHGOPMALNH [IepelifuTe Ha pervoHanbHbIl Beb-caitt Epson.

N3meHeHne HacTpoek Wi-Fi Ha naHenu ynpasneHuna
(WPS)

MosxHo noaxmounTbest K Wi-Fi ¢ manenu ynpasneHus npuHTepa, MCHOMb3ys pyHkumio WPS.

CooTBeTcTBYIOWaA NHPopMaLuA

= «Hacrpoiika Wi-Fi ¢ nomompto kHoniku (WPS)» Ha ctp. 77

= «Hacrpoiika Wi-Fi ¢ momomipbio Hactpoitku PIN-koza (WPS)» Ha cTp. 78

A4 L] L]
Hacrponka Wi-Fi c nomowbio kHonku (WPS)
Bbl MOXeTe aBTOMaTH4YeCKM HAaCTpouThb ceTb Wi-Fi, Ha’kaB KHOIIKY Ha ToukKe jfocTyna.Ecny BeimonHaoTca
CTIeAyIOlLIe YCTIOBMUS, BB MOXKETe MCIIO/Ib30BATh 9TOT CII0CO0.
(d Touxa mocrymna coBMectuma ¢ WPS (3amymenHas Hactporika Wi-Fi).

[ Texyuee coepunenne Wi-Fi 6b110 co35aHO ¢ TOMOLIBIO HAKATHA KHOIIKM HA TOYKe JOCTYIIA.

IIpumeuanue:
Ecnu 6v1 He moxcerme HAIMU KHONKY NUO0 8bL BbinonHAEME HACMPOTIKY ¢ nomouipio I10, obpamumecs k doKymeHmayuu
Ha mouky docmyna.

1. Haxwmure E ‘ E Ha IIaBHOM 3KpaHe.
2. Boibepute MapmpyTusarop.

3. Haxmure HayaTb ycTaHOBKY.

Ecnu ceTeBOe IOAKITIOUEHNME Y>Ke HACTPOEHO, OTOOPAXKAIOTCS MOAPOOHbIE CBEICHNU O
nopxmoueHnn. Haxxmute Vismenute pex. Ha nogkarodeHne Wi-Fi. v VisMennTs HacTpoiiKu s
U3MEHEHNA HACTPOEK.

4. Bmi6epute Hacrpoiika knonkoit (WPS).

5. VYmepxusaiite kHonKy [WPS] Ha TOuke gocTyna 1o Tex 1op, HOKa He HAYHeT MUTaTh MHUKATOP
6e30IacHOCTH.
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8.

MpunoxeHue.

Ecnu BBl He 3HaeTe, e HaxXoAuUTCs KHonka [WPS], 1160 Ha Touke JOCTya HeT KHOIOK, 00paTUTeCh K
TOKYMeHTalLlMM Ha TOUKY HOCTYIIA.

Haxmure 3amyck HaCTpOMKML.

3akpoiiTe sKpaH.
OKpaH aBTOMAaTU4eCK) 3aKPOETCs 110 ICTeYEHUH OIIpefie/IeHHOTO BpeMeHI.

Ilpumeuanue:

Ecnu yemanosump coedurenue He yoacmcs, nepeanycmurme mouxky 00cmyna, nepemecrume ee 6nuxce K npuxmepy
u nosmopume nonvimky.B cnyuae Heyoauu evieedume Ha newamyp omuem o0 cemesom coeduHeHUU U evibepurme
pewseHue npobnemot.

3akpoiiTe 9KpaH HACTPOEK CeTeBbIX MOAKIIOUeHNI.

Hacrpounka Wi-Fi c nomouwbio Hactponku PIN-koga (WPS)

K Touke gocTyma MOXXHO aBTOMATUYeCKY ITOAKIIOUYUTHCS ¢ ToMolibio PIN-K0fa.9T0T cri0co6 MOXXHO IPVIMEHSTb,
ec/u To4ka fjoctyna uMeet gpynxunio WPS (3amuimennas Hacrpoiika Wi-Fi).[lna ycranosku PIN-koza Ha Touke
TOCTYIA UCTIONb3YiiTe KOMIIBIOTEP.

1.

Haxxmmre E | E Ha [JTaBHOM SKpaHe.
Bri6epute MapurpyTusarop.

Haxmute HayaTh ycTaHOBKY.

Ecnu ceTeBOe IOAK/TIOUEHNE Y>Ke HACTPOEHO, OTOOPaXKAIOTCsI HOFPOOHbIE CBEfEHN O
nopkmodennu. Haxxmure Vismennre pex. Ha nogknrodenne Wi-Fi. nin VIsMeHUTh HacTpOIKM 111
M3MeHeH) HaCTpOoeK.

Bei6epure Ipyrue > Hactp. PIN-koma (WPS)

C momorpio koMmbiotepa BBegute PIN-koz (BocbMu3HavYHOE 41C/I0), OTOOpaskaeMblil Ha IaHe N
yIpaBjIeHys IPUHTEPa, B TOUKY JOCTYIIa ([Ipoliefypa He JO/DKHA IPOJODKATHCS 6omee IBYX MUHYT).
Ilpumeuanue:

Jnst 6onee nodpo6Hoti ungopmayuu o 8600e PIN-x00a obpamumecy k 00KyMeHmMayuy Ha mouKy 00cmyna.

Haxxmure 3amyck HaCTpOVKH.

3akpoliTe sKpaH.

B Ciy4ae eCiit Bbl HE Bb16epeTe ?)aKprTb, OKHO aBTOMAaTM4Y€CKN 3aKpOETCA 110 UCTEYEHNN OIIPENEIEHHOTO
BpEMEHN.

IIpumeuanue:

Ecnu ycmanosumo coedurenue He yoacmcst, nepesanycmume mouky 00Cmynad, nepemecmume ee Onudice K npurmepy
u nosmopume nonvimxy.B crnyuae HeyOauu éviéedume Ha newamv omuem o coeOUHeHUU U 8bibepume peuerue
npobuemol.

3akpoiiTe 9KpaH HACTPOEK CETeBbIX MOAKITIOUEHMUIA.
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MpwunoxeHue.

Ucnonb3oBaHue nogkniouyeHnsa Wi-Fi Direct (npoctan
TO4YKa gocTtyna)

[Mopxmouenne Wi-Fi Direct (mpocTas Touka gOCTyIa) UCIIONb3YeTCA 1A COeNMHEHNA IPUHTEPA U YCTPOIICTB
HaIpAMYIO.

ITocko/IbKy IPUHTEP MOXXHO IIOACOSANHNITD HAIIPAMYIO 03 MCIIO/Ib30BaHNsA IIOAK/IIYCHHO CeTI, OH MOXKET
UCIIO/Ib30BAThCS KaK BpeMEHHOE MOfIK/TIOUeHe YCTPOIICTBA K IPUHTEPY, IOAKIIOYEHHOMY K CeTH, 6e3 Ipas
JOCTYyIA.

BknioueHune Wi-Fi Direct (npocTtas Touka goctyna) Ha naHenu
ynpasneHus

1. Boibepure E | E Ha IaHe/N YIIpaBIeHUA IpUHTEpa.

2. Boibepure Wi-Fi Direct.
IIpu Bxmoyernu cBsi3u Wi-Fi Direct (mpocTast Touka JOCTyIa) 0To6paskaeTcst MHGOPMALISI O COefMHEHNN
Wi-Fi.

3. Boibepure HauaTp ycTaHOBKY.

4. Boibepute 3amycK HaCTPOVIKIL.

[Tpu BxroueHnu cesisu Wi-Fi Direct (mpocras Touka goctyma) orobpaxaercs cets (SSID) u mapons.

5. 3axpoiiTe sKpaH.

Ipumeuanue:
Iooknwouaiimecs kK npuHmepy ¢ UHMeNTIEKMYATbHbIX YCMPOLicme, ucnonv3ys cemv (SSID) u naponw, omobpasxcaemoie
HA Naxenu ynpasieHus npurmepa.

N3meHeHmne napameTpoB Wi-Fi Direct (npoctasa Touka gocryna)

Ecnu BrtodeH pexxum nopxmodennsa Wi-Fi Direct(mpocras To4ka focTyma), MOXKHO M3SMEHUTD

1
COOTBETCTBYIOLIME [TapaMeTpbl, BBIOpaB MEHIO E | E > Wi-Fi Direct > VIsMeHUTb HaCTPOIKM, IIOC/IE YETO
MOABATCSA C/IefyIolilie TYHKThI MEHIO.

N3meHnTb NMA cetn

Vsmenenne nMenu cetu (npeHtudukaropa SSID), ncnonbzyemoro B pesxxnme Wi-Fi Direct (mpocTas Touxa
TOCTYIa) 1A IOAK/IIOYEHNSA K IIPUHTEPY, Ha IPOU3BOIbHOe 3HaYeHme. [y umenn cetn (SSID) MoxHO
ucronb3oBaTh cuMBobl ASCII ¢ 9KpaHHOII K/IaBUATYPBI Ha TaHe/N YIIPaBIeHUA.

ITpu nsmenenuu uMmenu cetu (SSID) Bce MOAK/TIOUEHHBIE YCTPOICTBA OTK/IIOYAIOTCA. YTOOBI CHOBA MOLK/TIOUNTD
3TU YCTPOJICTBA, UCIO/b3YIiTe HOBOe uMA cety (SSID).

N3smeHnTb Naponb

VIsameHeHune maposnd 14 IOAK/II0OUeHNA K IpUHTepy B pexxume Wi-Fi Direct (mpocras Touka focryma) Ha
IIPOM3BO/IbHOE 3HaUeHMe. B mapone Mo>xHO ucnonb3oBaTh cuMBoibl ASCII ¢ 9KpaHHOI KIaBUaTyphl Ha MAHEIN
yIIpaB/IeHN.
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MpunoxeHue.

ITpy M3MeHeHNY NAPOJIA BCe TTOAK/IIOUEHHBIE YCTPOCTBA OTK/IIOYAITCA. YTOOB CHOBA MOAKIIOYNTD 3TH
YCTPOJICTBA, UCIIOIb3YIITE HOBBIN IapOJIb.

Otkmountb Wi-Fi Direct

Orkmodenne napameTpos pexxuma Wi-Fi Direct (mpoctas Touka gocTyra) Ha mpuHTepe. IIpu OTK/II0UeHNM 9TOro
peXnMa Takke OyIyT OTK/IIOYeHBI BCe YCTPOIICTBA, IIOAKIIOYeHHbIe K TpUHTepy B pexxumMe Wi-Fi Direct (mpocras
TOYKa JOCTYIIA).

Boccr. HacTp. no ym.
Bosspar Bcex mapametpoB pexxuma Wi-Fi Direct (rmpocTas Touka gocTymna) K 3Ha4eHAM [0 YMOTYaHUIO.

YpanseTcs coxpaHeHHas B IpUHTepe MHPOPMALVA O HOAK/II0YeHIM MHTE/IEKTYaIbHOTO YCTPOJICTBA B peXXuMe
Wi-Fi Direct (mpocras To4ka focTyma).

Ilpumeuanue:
Ha exnaoxe Cemv > Wi-Fi Direct npunosxcenus Web Config makice MOKHO 8bINONHUMD Cre0yOUile HACMPOTIKUL.

(A Brmouerue unu evixnouerue pexcuma Wi-Fi Direct (npocmas mouka docmyna)
A M3menenue umenu cemu (udenmugpuxamopa SSID)
A Jsmenenue napons

[ Boccmanosnerue napamempos Wi-Fi Direct (npocmas mouxa docmyna)

N3meHeHne cnocob6a nogknioyeHus

VsmennTe cioco6 nopkmodeHns. VisMeHNUTe 9Ty HAaCTPOIIKY, TO3BOJIAIOIIYIO BK/IIOUNTD CETb.

Ecnu IP-agpec HasHavyaeTcsA BPY4YHYIO, IPOBEPbTE Y CUCTEMHOTO afMIHUCTPATOPA, MOXKHO JIU MICIIO/Ib30BaTh 3TOT
e IP-aipec B HOBOII ceT.

Ilpumeuanue:
Ecnu nooxnouernue Wi-Fi exntoueno, nodknrouerue Ethernet omxniouaemcs.

CooTBeTcTBYIOWAA MHpopmaLus

=» «Ilepexon ¢ nopkmouenns Ethernet va mogxmouenne Wi-Fi» Ha cTp. 80

= «[lepexon c nonkmodenus Wi-Fi Ha nonkmodenne Ethernet» Ha crp. 81

Mepexop c nogknioueHnn Ethernet Ha nogknioueHne Wi-Fi

lNMepexopn Ha noagkno4yeHne Wi-Fi Ha naHenn ynpaBneHua
[Tepeitpute ¢ mopkmroyenus Ethernet Ha mopgxmouenne Wi-Fi Ha maHenu ynpasneHus npuntepa. ViameHnenue

crroco6a MOFKIIOYeH s [0 CYTY He OT/IMYAeTCs OT HACTPOliKy mopkodennss Wi-Fi. CM. pasgen B aToM
PYKOBOJICTBE, MTOCBAIIEHHbII HacTpoliKaM HopakmoueHns Wi-Fi Ha maHenu ympasieHns IpUHTepa.

CooTtBeTcTBYIOWAA MHpopMmauua

= «[lopmkmouenne kK 6ecipoBofHOI 1okanbHoit cetn (Wi-Fi)» Ha cTp. 25
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MpunoxeHue.

Mepexon Ha nogknioueHume no Wi-Fi c nomowbio Web Config
Vsmenute nopxmodenue o Ethernet Ha mogxmouenue mo Wi-Fi ¢ nomosio Web Config.

1. Boiipure B Web Config 1 Boi6epute Bkaanky Cerb > Wi-Fi.

[Tpu ycTaHOBKE MapoOIA afMMHUCTPATOpa BLIIIOTHUTE BXOJ, KaK alMUHICTPATOP, BBEMA MM [O/Ib30BaTe/A 1
Hapob.

2. Haxwmure YcranoBka.

3. Bwi6epure SSID nyist TOYKM OCTYIIA U BBEUTE NAPOIb.

Ecmu tpe6yempiit SSID He otobpakaercs, Boibepute Beectn SSID n BBepmte SSID.
4. Haxwmure Cnegyrommi.
5. IIpountaitte orobparkaemoe coobienne u wenkuure OK.

6. Ortxmounre kabens Ethernet ot mpuuTepa.

Ipumeuanue:
Mosxcro maxie usmeHumo memoo nooxknouerus 8 Epson Device Admin.IIo0po6Huvie c8edeHust cm. 8 pykosodcmee unu 8
cnpaske Epson Device Admin.

CooTBeTcTBYIOWAA MHpopmaLus

= «Jocryn k npunoxkernio Web Config» Ha ctp. 27
= «Epson Device Admin» Ha cTp. 75

Mepexop c nogknioueHna Wi-Fi Ha nogknioueHune Ethernet

N3meHeHMe ceTeBOro NoAKMIOUYEHNA Ha Ethernet c nanenn ynpaBneHunA

BeimonHMTE IpUBEIEHHBIE HIDKE IECTBUSA, YTOOBI U3MEHUTD ceTeBoe nonkmodenne ¢ Wi-Fi na Ethernet ¢
ITOMOIIIBIO TIAHEIN YTIPaB/IeHMN L.

1. Bei6epure Hacrp. Ha Ha4aIbHOM 3KpaHe.
2. Boibepure O6uiue napamerpsi > Hactpoiiku cetu > Hacrpoiika nposogHoii IBC.
3. Haxmure 3amyck HacTpOMKM.

4. TlpoBepbre coobleHNe, 3aTEM 3aKPOIITE STOT IKPaH.

3KpaH ABTOMATNYIECKM 3aKPOETCA 110 ICTEYEHUM OIIPpEEIEHHOIO BpEMEH.

5. TlopxmounTe IpUHTEP K MapLIPYTU3aTOPY ¢ IToMolnbio Kabesns Ethernet.

CooTtBeTtcTBYIOLAA MHoOpMaLuA

= «[logxmouenne k Ethernet» Ha cTp. 25
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MpunoxeHue.

Mepexon Ha nogknioueHune Ethernet c nomowbio Web Config

[Tepexnouenne ¢ nopkmodenns Wi-Fi Ha nogkmouenne Ethernet ¢ momorpio Web Config.

1. Boiipure B Web Config 1 Boi6epute Bkaanky Cerb > Wi-Fi.

HpI/I YCTAaHOBKE ITApOJId afMMHNCTPATOPA BbIIIO/THUTE BXO KaK aflMMHUCTPATOP, BBENA VIMA I10/Ib30BATEIIA U

Hapob.

2. Haxmure Orxnrounts Wi-Fi.

3. Ilpourure coobieHnne, satem Bribepute OK.

4. TlopkmounTe IPUHTEP U KOHIIEHTPATOp (KOMMYTATOP JIOKa/nbHOU ceTn) Kabenem Ethernet.

IIpumeuanue:

Mosxcro maxe usmeHumv memoo nooknouernus 8 Epson Device Admin.IIo0po6Huie c8edeHus cm. 8 pykosoocmee unu 6
cnpasxe Epson Device Admin.

CooTtBeTtcTBYIOULAA nHPopMaLuA

= «Jloctyn k npunoxennio Web Config» Ha cp. 27

= «Epson Device Admin» Ha cTp. 75

Wcnonb3oBaHue nopTa NnpuHTepa

HPI/IHTep UCIIONb3YET C}'ICI[YIOI.LU/HZ IIOpT. IShv/i IIOPThI JO/IDKHBI ObIThH pn HeOéXOJII/IMOCTI/I Ppa3pelIeHbl CETEBBIM

aIMVHVCTPATOPOM.
OTnpaButenb UAcnonb3oBaHune Monyuatennb MpoTokon Homep nopra
(knueHT) (cepBep)
MpwnHTep OTnpaBKa 31eKTPOHHO NoYTbl (ecnn SMTP-cepBep SMTP (TCP) 25
oTnpaBKa yBefoMJIEHWI MO
3NEKTPOHHO MOYTE BbINONHAETCA C SMTP SSL/TLS 465
npuHTepa) (TCP)
SMTP STARTTLS 587
(TCP)
MoaknioueHne POP nepeg SMTP (ecnn POP-cepsep POP3 (TCP) 110
OoTnpaBKa yBeAoM/IEHNI MO
3/1eKTPOHHOM NouyTe BbIMOSIHAETCA C
npuHTEpa)
Ynpaenexnne WSD KnuneHtckumn WSD (TCP) 5357
KomnbloTep
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MpunoxeHue.
OTnpaButenb Ucnonb3oBaHue Monyuatennb MpoTokon Homep nopra
(knneHT) (cepBep)
KnuneHTckun Otnpagka ¢darina (ecnu neyatb yepes MpuHTep FTP (TCP) 20
KOMMbloTep FTP BblinonHAeTCA C NpUHTEpPA)
21
O6Hapy»eHve NprHTepa 13 MpuHTep ENPC (UDP) 3289
npunoxeHua (Hanpumep, EpsonNet
Config) n gpaiiBepa npuHTepa.
C6op 1 HacTpoiKa aaHHbIX MIB 13 MpuHTep SNMP (UDP) 161
npunoxeHuns (Hanpumep, EpsonNet
Config) n ppaiiBepa npuHTepa.
Mepecbinka gaHHbix LPR MpuHTep LPR (TCP) 515
Mepecbinka gaHHbIX RAW MpuHTep RAW (nopt 9100) 9100
(TCP)
MepeHanpasneHne aaHHbIX AirPrint MpuHTep IPP/IPPS (TCP) 631
(maHHbIX neyvatw IPP/IPPS)
Mowuck npuHtepa WSD MpuHTep WS-Discovery 3702

(UDP)
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HacTtponkmn 6e3onacHOCTU 1 npeAoTBpaLLeHne
ornacHbIX CUTyauun

Ecny nprHTep MOAK/IIOUEH K CETI, MO>KHO ITOTY4NTh K HEMY HOCTYII M3 YAJIEHHOIO MeCTOHOMOKeHus1. Kpome
TOTO, CPa3y HECKOIBKO ITO/Tb30BAaTeNell CMOTYT COBMECTHO MCIIONB30BATh STOT IIPUHTEP, ITO IIO3BOISET

MOBBICUTD 3 PeKTUBHOCTD U YR0O6CTBO paboTsl. OFHAKO YBENMMIMBAIOTCS TaKye PUCKM, KaK HE3aKOHHBIN HOCTYII,
HeJlera/IbHOE MCIIONb30BaHMe U B3/IOM HaHHbIX. [Ipy 1CII0/Ib30BaHMY IPUHTEPA B Cpefie, I/ie eCTh JOCTYII K
VIHTepHeTY, pUCKM pacTyT elie 6oblle.

Ecnmu IIPYHTEPDI HE 3AIUINEHDI OT JOCTYIIa MU3BHE, MOJXXHO 6Y,I_I€T TIIOTYYNUTDb JOCTYII K STOMY IPUMHTEDPY U3
MHTepHeTa " IIPOCMOTPETD JKYPHAJIbI 3a}IaHI/[IZ I1e9aTy, KOTOPbIE€ XpPaHATCA HA IPUHTEPE.

Bo nsbexanne atnx PUCKOB ITPUHTEPDI EpSOH OCHalI€HbI PA3IMYHBIMI TEXHOTOTMAMN 6€30I1aCHOCTIL.

HacTpoiiTe mpusTep B COOTBETCTBMH C TPeOOBAHMSMY YCIOBUII OKPY>KAIOLIiell Cpefibl, KOTOpbIe ObIIn
copMupoBaHbI Ha OCHOBe MH(POpManNH, YKa3aHHOI K/IMEHTOM.

HasBaHune

Tun dpyHKUUN

Yr1o onpepenatb

Yrto npepoTBpawaTh

CoeanHeHns SSL/TLS

Mpwn poctyne K cepsepy
Epson c npuHTepa, Hanpumep
npwn obpaLyeHnm ¢
KOMrbioTepa Yepes Beb-
6pay3sep nnv npu
O6HOBMIEHUNN BCTPOEHHOIO
nporpaMmmHoro
obecneyeHus, BCe JaHHble,
nepegaBaemMble MO KaHany
cBA3n, WndpyroTca ¢
nomolLbto npotokona SSL/
TLS.

Monyuwnte ceptTudukar,
NOAMMUCAHHBIV LIEHTPOM
ceptudpukauyun (LC), a 3atem
MMMOPTUPYWiTe ero B
NPUHTEP.

Ceptudukart, noanvcaHHbIN
LC, obecneunBaeT
NPO3paYHOCTb NpoLiecca
naeHTndbUKaunm Ha
NPUHTEPE N He NO3BONAEeT
BblAaBaTb cebs 3a apyroe
NNLO UK Nony4yaTb
HECAHKLMOHMPOBAHHbIN
poctyn. Kpome TOro, AaHHble,
nepegasaemble No
npotokony SSL/TLS,
ABNAIOTCA 3aLLMLLEHHBIMM,
YTO NPENATCTBYET yTeuke
ZaHHbIX O meyatn n
HacTpolike.

YnpasneHue
npoToKosamMu

MNo3BonAeT ynpasnAatb
npoTokonamu n ciy>kdamu,
KOTOpble UCNOb3ytoTCA AnA
CBA3W MEXAY NPUHTEPaMK 1
KOMMbloTepamu, a Takxe
BKJIIOYAET 1 OTKNIoYaeT
COOTBeTCTBYOWME GYHKUNN.

MpoTokon unu cnyx6a,
KoTopas NpuUMeHAeTCA K
byHKUMAM, MOTYT ObITb
OTAE/NbHO BKJIIOYEHbBI U
OTKJIIOYUEHDI.

CHWXeHne puckos
6e30nacHOCTU, KOTOPble
MOTYT BO3HUKHYTb
BCNefCTBYE
HernpeaHamMepeHHOro
MCMONb30BaHWA, NyTemM
npenoTBpaLleHns JocTyna
nonb3oBaTesiel K HEHY>KHbIM
byHKUMAM.

IPsec/¢unbrpayus IP

Bbl MOXeTe HacTpouTb
oTceveHune n punbTpaumo
[aHHbIX, KOTOpble MOCTynalT
OT onpejeneHHoro KnneHTa
W NMEIOT ONpPeAeNneHHbIN
Tmn. Tak Kak IPsec 3awuuiaet
NaHHble B IP-nakeTax
(undppoBaHme N NpoBepKa
NOANVHHOCTYN), MOXXHO
6e30MacHo NCMosb30oBaTb
He3allMLLEHHbIA MPOTOKON.

Co3panTe 6a30BYIO NOMUTUKY
W VHAVBWAYaNbHYI0
MONIUTKKY, YTOObI 3aAaTb
KJIMEHT WIIN TUN JaHHBbIX,
KOTOpble MOryT nepeAaBaTbCA
Ha NpuHTEp.

O6ecneuybTe 3aWuUTy OT
HeaBTOPW30BaHHOIO
AOCTYNa, a TakKe B37IoMa U1
nepexsaTa AaHHbIX BO BpemsA
CBA3Y C MPVIHTEPOM.
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PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTMN AnAa npeanpunAaTva

HasBaHue Tun dpyHKUUN Yr1o onpepenatb Yro npepgoTBpawiatb

IEEE 802.1X MNo3BonAet nogknoyaTbCA HacTtporika npoBepku 3awmra ot
TONbKO MONb30BaTeN!o, NOAJIMHHOCTY Ha cepBepe HeCaHKLMOHNPOBAHHOIO
KOTOPbIN NpoLLen NPOBEPKY RADIUS (cepBep npoBepkun [OCTyna K NpUHTEpY 1 ero
noanuHHocTt B cetn Wi-Fi n MOANIMHHOCTN). HeLeneBoro NCNoJsib30BaHKA.

Ethernet. Mo3Bonser
MCMoJb30BaTb MPUHTEP
TOJIbKO aBTOPV30BaHHOMY
nonb3oBaTenio.

CooTtBeTcTBYIOWAA MHpopMmauua

= «Cas3b ¢ npunTepoM uepes SSL/TLS» Ha cTp. 86

= «Ynpas/ieHue UCIONb30BaHEM TIPOTOKO/IOB» Ha CTP. 95

= «[llndppoBaHHBIT KAHAN CBA3M C UCTIONb30BaHMeM 1Psec/bunbrpaunu IP» Ha cTp. 100

= «[lonxmouenne npunrepa K cetu IEEE802.1X» Ha crp. 112

Hactpoukun ¢pyHKLMI1 6e3onacHOCTM

ITpu nactpoiixe IPsec/punprparpu IP nnu IEEE802.1X pekomenpyeTcst oTKpbiTh Web Config ¢ ncnonbp3oBanmneMm
SSL/TLS ps mepefayyt [aHHBIX [0 HACTPOIIKAM, YTOOBI CHU3UTD PUCKM 6€30IaCHOCTH, TaKyie KaK B3/IOM WK
IepexBaT JaHHBIX.

Kpowme Toro, moxxao ucnonb3oBatb Web Config mocpencTBoM IOAK/IIOUEHN IIPUHTEpa HAPSAMYIO K KOMIIBIOTEPY
yepes kabenb Ethernet c mocnenytomum BBofom IP-afpeca B Be6-6paysep. IIpuHTep MOXKeT OBITH MOAKITIOYEH K
6e30I1acHOI cpefie IIOCTIe 3aBepIIeHNs HacTpoeK 6e30I1acHOCTH.

CBA3b C NnpuHTEepOM yepes SSL/TLS

Ecnu ceprudukar cepBepa 3aaH ¢ ucronp3oBanueM npotokonoB SSL/TLS, Bbt MoxkeTe mndpoBath KaHas CBA3K
MeX/ly KOMIIbIOTepaMy. JTO C/lefiyeT IPUMEHATD B CITy4asiX, KOrjja HeoOXOMMO NPefOTBPATUTD YA/IEHHBII U
HeaBTOPM30BAHHBIN JOCTYIL

O undppoBom cepTudPmkare

A Cepruduxkar, mognucanusii 1]C

310 ceprudukart, nognucannsiit LC (yertpom ceprudukanyn).Ero MOXHO OMY4nTh, YTOOBI OTIPABUTD B
LEeHTp cepTuGUKann.IToT cepTUMKAT MIOATBEPXK/AET IPUCYTCTBIE IPUHTEPA U UCIIOIb3YEeTCS IS
coenunennst SSL/TLS, mo3Bosnss obecneunTts 6€30IaCHOCTD Iepefady JaHHBIX.

Ins coepunenus SSL/TLS oH ucnonbsyercs Kak cepTndUKar cepsepa.

Ins IPsec/dunbrpanym IP wan cesasu IEEE802.1x oH ucIonb3yeTcs Kak cepTuUKaT KIMeHTa.
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A Cepruduxkar LIC

1ot ceprudumkar npunamrexut tnenu Ceprudukar, nognucanubiii IIC 1 HaspIBaeTCS TAKKe
npoMexxyTouHsiM ceprudukarom IIC.OH ucnonp3yercs: Be6-6pay3epoMm [is IOATBEPXKAEHNS Iy TH
cepruduKara IpuHTepa IPU JOCTYIIE K CepBepy TpeTbell CTOPOHbI MK K cpeacTBy Web Config.

Ins cepruduxara [IC HeoOXOAMMO yCTAaHOBUTD MOMEHT HOATBEPXK/EHNS Ty TH cepTuduKaTa cepsepa mpu
focTyre ¢ npuHTepa.llis npuHTepa He0OXOAMMO YCTAHOBUTD ISl OATBepKaeHus myTn Ceprudukar,
nopmucanHbiit LIC ms coemmuenus SSL/TLS.

Ceptnduxar LIC npuHTEpa MOXXHO IIOTYYUTD B LIEHTPE CePTU(UKALNY, BBIITYCTUBIIEM 3TOT CEPTU(UKAT.

Kpowme Toro, ceprudukar LIC 11 HonTBep>KAeHM cepBepa TpeTbell CTOPOHBI MOXKHO IIOTTYYUTbh B LIEHTpe
ceprudukauny, spinycrusieM Ceprugukart, nogmicannsit IJC gpyroro cepsepa.

(d CamomnopmnycaHHbI cepTuduKar

ITOT cepTUMKAT IPUHTEP IOAIUCHIBAET I BBITYCKaeT CaMOCTOSATeNbHO.OH Tak)Ke Ha3bIBaeTCSI KOPHEBBIM
ceptudukaroM.Ilockonbky usnaTensp cepTUUIMpPyeT caMoro cebs, 3STOT BapUaHT He HaJieXKeH U He
[pefoTBpaIaeT BbIgauy ce6st 3a HPYIUX MnL,.

Vicnionb3yiite ero mpy yCTaHOBKe HACTPOeK 6e30IIaCHOCTI M YcTaHOBKe IpocToit ¢Bsidu SSL/TLS 6es
mexannsma Ceprudukat, nopnucannsiit LIC.

ITpu ucnonpsoBanuy fanHoro cepru¢ukara mus csas3u SSL/TLS B Be6-6paysepe MOIyT 0TOOpaskaThCst
CO061IeHNS CHCTEMbI 6€30IIaCHOCTH, IOCKOJIbKY CepTU(IUKAT He 3aperiCTPUPOBAH B
6paysepe.CaMONIOANMCaHHBIN cepTN(UKAT MOXKHO MCIIO/Ib30BATh TOMBKO fis cBsAsu SSL/TLS.

CooTtBeTcTBYIOWAA MHopMmauua

= «[lonyderne u ummopt ceprudukara, nogmcanuoro [[C» Ha cp. 87
= «Vnanenne ceprudukara, nogmucantoro LIC» Ha cTp. 92

= «O6HOBNIEHNE cCaMO3aBepsALIero ceprudukara» Ha cTp. 94

MonyuyeHne n umnopt ceptudpukara, nognnucaHHoro LiC

MonyueHue cepTudpukara, nognucaHHoro LC
Ins mony4enns ceprudukara, nogmicansoro LIC, cozgaiite sanpoc Ha nmopmucanue cepruduxara (CSR) un
OTIIpaBbTe ero B IeHTp cepruduxanumn.Cosparb CSR moxHo ¢ nomoupio Web Config u komibioTepa.

Ins cospanusa CSR u nony4enus ceprudukara, nopnucansoro 1C, npu nomomm Web Config Beinonnute
cnepytomuiye gevictusa.IIpu cosganum CSR ¢ momornsio npunoxenusa Web Config cepruduxar nmeer popmar
PEM/DER.

1. Boitaure B Web Config n Bei6epute Bknanky besomacHocts cetn.[lanee Bei6epure SSL/TLS > Ceptuduxar,
nnn IPsec/®unprpauysa IP > Ceprudukar xnmnenta, win IEEE802.1X > CepTudukar Kiamenra.
He3saBucumo OT BHIOpaHHOTO IapaMeTpa, BbI MOMYIUTE ORUH U TOT 5Ke CepTU(UKAT, KOTOPBIL MOXXHO
UCIIO/Ib30BATh BO BCEX C/TyYasX.

2. Haxwmure Chopmuponats B pasgene CSR.

Otobpaxkaercst crpannia ast cozmanus CSR.
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3. BBeJII/[Te 3HaYCHME V1A Ka>XKIOTO 9JIEMEHTA.

IIpumeuanue:
Jocmynnas Onuna Kno4ua u COKpaweHust pasnu4anmes 6 3asucumocmu om yewmpa cepmuguxayuu. Cosoatime
3anpoc 8 COOMBEMCMBUL C NPABUNAMU KANO020 UeHMPa cepmuduxayu.

4. Haxmure OK.

OTtob6paxkaercst coob1IIeHIEe O 3aBEPIIEHNA.

5. Bei6bepure Bknanky besomacHocTh cetn.[lanee Bei6epute SSL/TLS > Cepruduxkar, unu IPsec/@Punprpamms
IP > Cepruduxkar xnmmenra, win IEEE802.1X > CepTudukar KinmeHra.

6. Haxmure Ha ofgHy 13 KHOIIOK 3arpysku u3 CSR B COOTBETCTBUM C 3aJaHHBIM (JOPMATOM KaX<[JOrO LIEHTpPa
ceprudukanuy nns sarpysku CSR Ha KoMIIbIOTep.

g Baxcno:

He co30dasatime CSR nosmopto,max kax umnopm Cepmuguxam, noonucanuviti LJC moxem okazamocs
HeB03MOMNCHBIM.

7. Ornpasbre CSR B ieHTp ceprudukanuy u noryunre Ceprucuxar, nogmcanusii IC.

Cobmogaitte MeTof, 1 GOpMY OTIIPABKM, YCTAHOB/ICHHBIE KaXX/IBIM LIEHTPOM CepTU(UKALIUIL.

8. Coxpannre nonydennolit Ceprudukart, nogmucanssiit IJC Ha KoMIIbIoTepe, TOAK/IIOYEHHOM K IIPYHTEPY.

[Tpouenypa nonydenus Cepruduxar, nognucanusiit IJC 6yzmeT saBepiiieHa Ipy COXpaHeHUN cepTuduKara
HOTyYaTeneM.
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Mapamempeol Hacmpoliku CSR

EPSON

Status Print Scan'Cops Fax Hetworc

Kty L#ngth
SELITLE frien
- Camman Pame
Cegangabian
PieciP Fillering e gancabional Ung
Blaga: Lacakty
Al StateProdnie
EEEBOLX Gty
B
Chient Coribca

Nistaroil Security Praduct Seoury Device Management Epsan Cpen Plafierm

| ssLLS > Centificate

RES WHELE - THA-F5E -
ErSie

MapameTpbi

Hactpolika n 06bsacHeHuA

[OnnHa Kntoya

Bbi6epuiTe annHy Kntoua ans CSR.

Obuiee nma

[nvHa moxeT coctaBnATb oT 1 go 128 cumsonos.Ecnu 310 IP-agpec, To oH gonxeH
6bITb cTaTUYecKMM.MoxHo BBecTu oT 1 1o 5 IPv4-agpecos, IPv6-anpecos, meH
XOCTa, NOJIHbIX AOMEHHbIX IMEH, pa3fensasn ux 3anaTbIMu.

MepBblii 31EMEHT COXPAHAETCA B OOLLEM VMEHN, @ APYTVe SNIEMEHTbI COXPAHAIOTCA
B NoJ1e NCEBAOHNMA TeMbI CEpTMdUMKaTa.

MNpumep:
IP-agpec npuHTepa: 192.0.2.123, uma npuHtepa: EPSONA1B2C3
Ob6uiee nma: EPSONA1B2C3,EPSONA1B2C3.local, 192.0.2.123

OpraHunsauma/ OpraHnsaunoHHoe
nogpasgeneHune/ HaceneHHbIn NyHKT/
LWrat/MpoBurHumA

MoHo BBecTr 0T 0 8o 64 cumBonoB (OpraHn3aunoHHoe nogpasaeneHme He
MoXeT npesblwatb 55 cumeonos) B ASCII (ot 0x20 go 0x7E).Pasnuyatowmecs
MMeHa MOXXHO OTAENATb 3aMATbIMU.

CrpaHa

BBegmTe KoA CTpaHbl Kak ABY3HauyHOe Yncio no ctaHaapty ISO-3166.

CooTBeTcTBYIOWaA NHopmauua

= Ilonyuenne ceprudukara, nogmucantoro 11C» Ha crp. 87
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UmnopTt cepTudumkara, nognucaHHoro L|C

Vmmoprupyiite nonydenssit Cepruduxar, nogmucannblit [IC Ha npuHTEp.

g Basxcno:

[ Ybeoumecw, umo dama u epems npunmepa ycmaroeneruvt npasunvto.Cepmugpuxam moxem Ovimb
HedeticmeumenvHIM.

[ Mmnopmupytime cepmuguxam eOuHo#ovt 6 cnyuae, ecnu oH 0ot co3dar 6 Web Config.

1. Boiipure B Web Config 1 Boibeprte Bxnanky BesomacHocTs cetn.[lanee soibepure SSL/TLS > Cepruduxkar,
nnn IPsec/@unprpanysa IP > Ceprudukar xnmuenra, win IEEE802.1X > CepTudukar KiameHra.

2. Haxwmunre mmopT
OtobpakaeTcs cTpaHUIIA UMIIOPTa CepTudUKaTa.

3. BBepuTe 3HauYeHMe /I KAXKAOTO 9meMeHTa. Eciu 151 focTyma K mpuHTepy MCHONb3yeTcs: Be6-Opaysep, To Ipu
nposepke yTn ceprudukara ycraHosute Cepruduxar IIC 1 u Ceprudpuxar IIC 2.

Ob6s3aTenbHble HACTPOMKY PAa3IMYAIOTCA B 3aBUCKMOCTH OT hopmara aitna ceprudukara u OT TOTO, riie ObIT
cospaH CSR.BBequTe 3HaueHMs HEOOXOAMMBIX ITaPaMETPOB B COOTBETCTBUM CO CTIEAYIOLIVIMU YKa3aHUAMM.

d Cepruduxar popmara PEM/DER nonyuen us Web Config.
(J 3akphIThIil KTIOY: He HACTPANBAIITe, TIOCKOIBKY IPUHTEP COAEP>KUT CEKPETHBIN KITIOU.
1 ITapons: He HacTpanBaiiTe.

1 Cepruduxar IIC 1/Ceprudpuxar IIC 2: Heobs13aTe1bHO

d Cepruduxar popmara PEM/DER nonyden ot komnbioTepa
(J 3akpbIThIii K/II0Y: YCTAaHOBUTE.
1 ITapons: He HacTpanBaiiTe.

[ Cepruduxar IIC 1/Ceprudpuxar I[C 2: Heobs13aTe1bHO
d Cepruduxar popmara PKCS#12 nonyden ot komibrorepa

(J 3akpsIThIil KII0Y: He HACTPaNBaJiTe.
(1 ITapons: HeoOs13aTENBHO.

1 Cepruduxar IIC 1/Ceprudpuxar IIC 2: He HacTpanBaiiTe.

4. Haxwmure OK.
OtobpakaeTcs cooOlieHNe O 3aBepIICHNN.

Ilpumeuanue:
Haxcmume Iloomeepoumv 07 nposepku uHdopmayuu o cepmugduxame.

CooTtBeTtcTBYIOULaA nHopMmaLua

= «Jlocryn k npunoxkennio Web Config» na crp. 27

= «[TapaMeTpbl HACTPOIIKYK UMIIOpTA cepTuduKara, mogmucansoro LIC» Ha cTp. 91
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Mapamempel Hacmpoliku umnopma cepmugukama, noonucaiHozo LjC

EPSON

Stahus Print Scan'Copy Fax

Progaco

Rzt

200 Caifizad
SELTLES

F3eciP Fillerng
sElagic
s Chnt Criicile
EEE30L1XE
Bl
siChent Corilcaie

Hetworic Histaroik Secuiity Praduct Seoury Dievice Management Epsan Cpen Plafiem

| ssLLs > certificate

Srnr CarsBcale Cerficane (PEM/DER) [=]
B

Frivate Ky [T

Passwond

G Carbfizade 1 Broase

,.L -
A Carchesip [

Hole s recommended 19 communicate wa HTTPS for imgoning a cerfcale

MapameTpbi

Hactpolika n 06bsacHeHuA

KNneHTa

CepTtndukat cepeepa unu Ceptnoukat | BblbepuTe popmat cepTudukara.

Ona coegnHeHna SSL/TLS otobpaxaeTtca CepTudumkar cepsepa.

Ona IPsec/dunbrpauun IP unn IEEE802.1x oTobparkaeTca CepTUdMKaT KNMeHTa.

3aKpbITbI KoY

Ecnu nonyueH ceptudukat B popmate PEM/DER ¢ nomoLybio 3anpoca CSR,
CO3[,aHHOTO Ha KOMMbloTepe, HeO6XOAMMO YKasaTb dalfl CEKPETHOTO KNioua,
KOTOPbIi COOTBETCTBYET cepTUDMKATY.

MNaponb

Ecnn popmar storo dpaina — CepTudukar ¢ 3akpbiTbim Kntrouom (PKCS#12),
BBEAWTE Naponb AnA Widpa CEKPETHOTO KoYa, NPefoCTaBieHHbI BaM BMeCTe C
3TUM CepTUDMKATOM.

Ceptuoumkat LIC 1

Ecnu dopmart atoro ceptudpukata — Ceprudukar (PEM/DER), umnoptupyiite
ceptudukar LIC, koTopbiii BbigaeT CepTudunkart, noanucarHbin LIC, ncnonbsyembii
Kak cepTnduKaT cepBepa.Ykaxute paiin, ecnv Heobxoanmo.

Ceptuoukar LIC 2

Ecnu dopmart atoro ceptudpukata — Ceprudukar (PEM/DER), umnoptupyiite
ceptudukat LIC, koTopbiii BblgaeT ceptuukaT Ceptudumkat LIC 1.YkaxunTe dain,
ecnn Heobxoanmo.

CooTtBeTcTBYIOWAA MHpopMaLua

= «Vmnopr ceprudukara, nogmucanroro L{C» Ha cTp. 90
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YnaneHune ceptudpukara, nognucatHoro LiC

MMHOPTI/IPOBaHHbIﬁ CepTI/I(l)I/IKaT MOJXHO Ya/INTh, €CIIN CPOK I[eﬁCTBI/IFI CepTI/I(l)I/IKaTa JICTEK MJIN KOI'la HET
HeO6XOI[I/IMOCTI/I IHI/I(i)pOBaTI) COCIMHEHIE.

g Baxncno:

Hes03M03#HO n08MOPHO UMNOPMUPOBAb YOaneHHbLl ceprnuduram, ecnu ox 6Lt nonyHer ¢ nomoubio CSR u3
npunosxcerus Web Config.B smom cnyuae cosoaiime CSR 3aH060 u nosmopHo nonyuume cepmuguxam.

1. Boiigute B Web Config 1 Boibeprnte Bkanky BesomacHocts cetu.[lanee Boibepurte SSL/TLS > Cepruduxkar,
i IPsec/®@unprpanms IP > Ceprudukar xnmuenra, wiu IEEE802.1X > CeprudgukaT KimneHTa.

2. Haxwmure Yganurp.

3. B oTo6parkaeMoM cooObleHN TOATBEPANTE yAaneH)e cepTuduKara.

Hactpounka Ceptnéukar LiC

I[Tpu ycranoBke Cepruduxar LIC moxxHo mpoBeputs myThb K ceptudukary LIC cepBepa, K KoTopomy obpariaercs
MPUHTEP.ITO MOXKET IPEFOTBPATUTD MOLIEHHUYECTBO, CBSI3aHHOE C BbIfjayeil cebs 3a [pyrux JIuil.

Ceprudukar LIC MOXXHO IONTY4INTD B IIeHTpe cepTuduKanyy, BpiryctusiieM Ceptudukat, nognucanssiit LIC.

CooTBeTcTBYOWaA NHPopMaLuua

= «Jocryn k npunokeruto Web Config» Ha ctp. 27
= «[TapameTpbi HacTpoitku CSR» Ha cTp. 89

= «VImmnopt ceprudukara, nogmucantoro L{C» Ha cTp. 90

Umnopt Ceptudmkar LiC
Vmnoprupyitre Cepruduxar IC Ha npunTep.
1. Boitgure B Web Config u Bri6epute Bknanky besomacHocts cetn > Cepruduxar IIC.

2. Haxwmunre ViMnopr.
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3. Vkaxwnre Cepruduxar LIC, KOTOpbIil HEOOXOANMO UMIIOPTUPOBATH.

EPSON
Stalus Print Scan'Copy Fax Hebwork itk Sacurity Pradud Secrity Device Management Epsan Open Plaffierm
Prosacs -
- | ca centificate
CA Cerbhicale
Raot Carbfizade Upssase -
S5LTLE A Tt Brorwrse

-Tre Habe 1§ insmesded ia communicals v MTTRS ied imganing 8 oebcle

sCilcate
FaeriP Fillering

sEuasic

M T T P
EEES0R1X

H=TEo

sClient Corilcate

4. Haxmure OK.

ITocrne 3aBeplIeHNMsT MUMIIOPTA BBl BepHeTech Ha kpaH Ceprudmxkar I[C, roe 6ymeT oTobpaxaTbes
umnoptrposannbiii Ceprudukar LIC.

Ynanenue Ceptndukar LIC
MoxkHo ygamuTb umnopruposansiii Cepruduxar 11C.

1. Boitgure B Web Config u Bbi6epute Bknanky besomacHocts cetn > Cepruduxar IIC.
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2. Ilenxuure Ymamutp psigom ¢ Ceptuduxar LIC, KOTOpPbIt HEOOXOFUMO YAATUTD.

EPSON
Stabus Prini Scan'Copy Fan Hebaoric Hirharoik Security Fradud Seoerity Do Wanapement Epsan Cpen Plafierm
Profscs ch
roscst | ca centificate
Rt Cardficaie Ui
" Chick [ edoot Mietwork] 1o apply imparing of delsing e cerificale fo e communicaiion immedatels
SALTLS Tha 5e®ng may b appiied B e communicalion afer oiher selngs 3w changed of Ba Sevice 13 estated

sBlazs

sComilicate
FaaciP Fillerng

sElagic

s Chisrd Cpricite
EEES0E1X

B

s Cligent Coriboaie -]

dadoaannna

Reboot Network

3. B orobpaxxaeMoM cOOOIIeHN TOATBEPAUTE ylaeHne cepTuduKaTa.

4. Illenxuure Ilepesarpyska ceTu u yoenuTech, 4To yaaneHHbI cepTrukar [IC oTcyTCTByeT Ha 0OHOBNIEHHOM
9KpaHe.

CooTtBeTcTBYIOWAA MHpopMmauua

= «Jloctyn k npunoxernio Web Config» Ha ctp. 27

O6HoBNeHne camo3aBepALLero ceptuduKara

[Tockonbky CaMOIIOAMMCAaHHBI CepTU(UKAT BBITYIIEH IPYHTEPOM, €T0 MOKHO OOHOBUTD IIPY ICTEYEHNUY CPOKA
JEICTBUSA WY IIPY USMEHEHUM COOTBETCTBYIOIIETO COTEPKIMOTO.

1. Boitgure B Web Config n Bri6epure Bknaaky besomacHocts cetn tab > SSL/TLS > Ceprudmxkar.
2. Haxmute OGHOBUTD.

3. Bsegure OOmee nms.

Mosxno BBecTu Jo 5 IPv4-afpecos, IPv6-agpecos, MMeH X0CTa, IIOTHBIX JJOMEHHBIX MMEH J/IMHOM OoT 1 1o 128
CHMMBOJIOB, pasfie/isis UX 3arsATbiMu. [lepBblit TapaMeTp coxpaHsaeTcs B 001eM MMeHN, a pyrue apaMeTpsl
COXPAHSIIOTCSI B IOJIE TICEBJOHMMA TeMBI CepTUdUKaTA.

ITpumep:
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IP-agpec mpunTepa: 192.0.2.123, umsa npunrtepa: EPSONA1B2C3
Oo6mee nma: EPSONA1B2C3,EPSONA1B2C3.1ocal,192.0.2.123

4. Ykaxxure CpOK JieiicTBUA cepTuduKara.

5. Haxmure Cnegyrommi.

OTtobparkaeTcst 3aIIpOC TOATBEPXKAEHNS.

6. Haxmure OK.
Hacrporiku npuHTEpa 0OHOBIIEHBI.

Ipumeuanue:
Cepmudguxam moxHo nposepumv Ha éxnaoke besonacnocmo cemu > SSL/TLS > Cepmuduxam > Camonoonucannolii
cepmudurxam, wenxrys Ilodomeepoumo.

CooTtBeTcTBYIOWAA MHPopmauua

= «Jocryn k npunoxkerunto Web Config» Ha ctp. 27

yn paB/ieéHne ncnoJjib3oBaHnem npoToKoJ/ioB

MoxxHo I1€49aTaTb, MCIIO/Ib3Yys pa3/IMM9HbIC CIIOCOOBI U IIPOTOKOJIBI.

OI‘paHI/I‘-II/IBaH VICIIO/Ib30BaHVI€ OIIPENE/IEHHbIX c1r10co60B 1eyaT u KOHTPOINPYA JOCTYITHbIE (bYHKLU/II/I, BbI
MOJKETE CHU3UTD BEPOATHOCTD BOSHUKHOBEHNA HENIPEABUIEHHBIX YTPO3 6e30IacHOCTM.

YnpaBrneHune npoToKonamm

HacTtpoiiTe mapameTpbl IpOTOKOJIOB.

1. Boiipure B Web Config 1 Boibeprte Bxanky BesomacHocTs cetu > IIpoTokon.
2. BpinmomHMUTE HACTPONIKY KaXKIOTO /IEMEHTA.

3. Haxwmure Cnegyromii.

4. Haxmure OK.

Hacrporiku 6ygyT npuMeHeHbl Ha IIpUHTEpe.

npOTOKOﬂbI, KOTOpPbI€ MOXXHO BKJZTOYNTDb N BbIKNMIO4YANTD

MpoTokon OnuncaHne

MapameTpbl Bonjour MoHo yKa3aTb, cnegyeT nm ncnonb3osatb Bonjour.Bonjour ncnonb3yetca gna noncka
YCTPOWCTB, NeyaTtu 1 np.

MNapameTpbl SLP MOo>KHO BKMOUNTb MM OTKNIOUNTL dyHKUKMIo SLP.SLP ncnonbsyetca ana ckaHnpoBaHus no
TexHonorum push n ceteBoro novicka B EpsonNet Config.
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MpoTokon

OnucaHume

MNapametpbl WSD

MoHo BKNOUNTb Unu oTKNoUMTb GyHKUMo WSD.Ecnn dyHKUMA BKNOYEHa, MOXHO
no6asnATb yctporictea WSD v neuvatatb € ucnonb3osaHvem nopta WSD.

MapameTpbl LLTD

MOoXHO BKMOUNTb MK OTKNIOUUTb dyHKUKMIo LLTD.Ecnn dyHKUMA BKNOUeHa, OHa
oTobpaxkaeTca Ha kapTe cetn Windows.

MNapameTpbl LLMNR

MoHo BKNOUNTb nnn oTKNoUnTb GyHKUMIo LLMNR.Ecnn ¢yHKUmMA BKtoYeHa, MOXHO
pa3peLatb MMeHa 6e3 ncnonb3oBaHus NetBIOS, faxe ecniv HEBO3MOXKHO 1cnonb3oBaTtb DNS.

MapameTpbl LPR

MoxHo yKa3aTb, pa3pelumnTb unm 3anpetTutb neyatb yepes LPR.Ecnn napametp BKoyeH,
MOXHO neuvataTb Yepes nopt LPR.

MNapameTpbl
RAW(MopT19100)

MoHo yKa3aTb, cnefiyeT nu paspeLwnTb neyaTb yepes nopt RAW (nopt 9100).Ecnv napametp
BKJIIOUEH, MOXHO MeyaTaTb yepes nopt RAW (nopt 9100).

MapameTtpbl IPP

MoxHo yKa3aTb, cneflyet nu paspeLwmnTb neyatb yepes IPP.Ecnn napameTp BKIIIOUEH, MOXHO
nevyartartb yepes VIHTepHeT.

HacTtpoikn FTP

MoxHo yKa3aTb, pa3pelmnTb uav 3anpetutb neyatb yepes FTP.Ecnu napameTp BKOYEH,
MOXHO neyvataTtb Yepe3 FTP-cepsep.

MapameTpbl SNMPv1/v2c

MoxHo yKa3aTb, cneflyeT N BKYUTb Unn Bbiknountb SNMPv1/v2c.2ToT npoTtokon
Mcnonb3yeTca AnA HAaCTPOMKMN YCTPONCTB, UX MOHUTOPWHIA 1 T. A.

Hactpoikn SNMPv3

MoxHo yKa3aTb, cneflyeT I BKIOUMTb uau Bbikniountb SNMPv3.31oT npoTokon
ncnonb3yeTca AnA HaCTPOMKM LWNPPOBAHHBIX YCTPONCTB, UX MOHUTOPWHIa 1 Np.
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DneMeHTbl HaCTPOMKN NPOTOKONOB

EPSON
Etabus Print Bcan'Copy Fax bk Histardik Secuiity Pradud Seoerity Dhervic Wanagement Epson Gpen Plaferm
P -
N Protocol
CA Carbhcale

Raot Carbfizade Upssase
HStE W iea S d B SRt b Thié DinaSR WMl uidd o0 o8 prslaos] and e Batpins Nima, chings Tie Dévide Flima in B Fdbwilh Silng

SELUTLE Pt Pl 18 chingi Tob LSE3Ban udid 50 B 5sh pelnsal, chinge Ein O REtwark Semngs
:::::r.a Beniour SeEng
CHTTEY (TR
p’::::'"""'“ Bonjour Hame EPEO8 !
[ Benjoul Seedce Hisna PS8 L% 10000F
EEE30R1X .
- T e — [ =]
sChient Corilcate SLP Seliegs
<] Enatde SLP
WD Semngl
| Dnasle Wik
Prinkng Timaoid (sec] e
Scanning Timsoet (sec) =]
Curetcdt Hame BRSO
Locadion

LLTD Selings
| Enatde LLTD
el FarmH EPSOH

LLUNA Seilings
<l Enatde LLMNR

LPR Seings
| M LFR Poet Printing
Prinbng Temeoul [3ec] a0

ITapamerpst Bonjour

Mapametpbi 3HauyeHMe N onncaHne NapameTpos

Wcnonb3osatb Bonjour Bbi6epuiTe 3TOT NapameTp AnA Noucka nim NCnonb3oBaHWsA
YCTPOWCTB C nomoLbto Bonjour.

Mma Bonjour OTobpaxaeT umsa Bonjour.

Cny»xebHoe nmsa Bonjour OTobpaxaeT uma cny6bl Bonjour.

Pacnonoxerne OTob6paxaeT nma mectononoxeHvs Bonjour.
MpriopuTeTHLIN NPOTOKON BbibepurTe NpoTOKON BbICLIEro MpUopuUTeTa AS1A NeYaT C Uc-

nonb3osBaHmem Bonjour.

Wide-Area Bonjour YcTaHOBWTE, HEOOXOAUMO N UCNonb3oBaTh pexum Wide-
Area Bonjour.

ITapameTpnt SLP
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MapameTpbl

3HauyeHve 1 onnucaHne napameTpoB

Bkntountb SLP

BbibepuTe 3TOT NapameTp Ana BKkaodeHna GyHkumm SLP.

JTOT NapameTp ncnonb3yetca, Hanpumep, yHKLUMen noncka
B cetn EpsonNet Config.

ITapameTpsr WSD

MapameTpbli

3HauyeHve 1 onnucaHne napameTpoB

Bkntountb WSD

BbibepuTe ana BknoueHnA JobaBneHnA yCTponcTs ¢ no-
moLpbto WSD, a Takke neyatu 1 CKaHMPOBaHMA C NopTa
WSD.

Bpems oxugaHua nevatn (c.)

BBegunTe 3HaUeHWe BpeMeH OXMaaHnA CBS3N AN neyatu
WSD ot 3 go 3600 cekyHa.

Mma yctponctsa

OtobparkaeT umsa yctporictea WSD.

PacnonoxeHue OTob6pakaeT nmsa mectonosnoxerusa WSD.
[Tapametper LLTD
MapameTpbli 3HauyeHMe 1 onucaHne NnapameTpoB

Bkntountb LLTD

BbibepuTe 3TOT NapameTp ana BkaoyeHus LLTD. MpuHTep
oTobpaxaetca Ha KapTe cetn Windows.

Wma ycTponctea

OtobparkaeT nmsa yctporictea LLTD.

ITapameTrpst LLMNR

MapameTpbli

3HauyeHve n onnucaHne napameTpoB

Bkntountb LLMNR

BblbepuTe 3TOT NapameTp ana BknodeHnsa LLMNR. MoxHo
pa3peLaTb nMeHa 6e3 ncnonb3zoBaHus NetBIOS, naxe ecnm
HEeBO3MOXHO ncnonb3osatb DNS.

ITapameTpnr LPR

MapameTpbl

3HauyeHve 1 onnucaHne napameTpoB

Paspewntb nevatb yepes nopt LPR

BbibepuTe, UTOOBI pa3pewnTb NevyaTb ¢ nopTa LPR.

Bpems oxupgaHua neyatn (c.)

BBeauTte 3HaueHne BpemeHn oxkmaaHma gna nevatn LPR ot 0
10 3600 cekyHg. Ecnu HeT Heo6xoAMMOCTY NCNONb30BaTh
BpemA oxuaaHua, seegute 0.

[Tapamerpsr RAW (ITopT9100)

MapameTpbl

3HaueHMe U OnrcaHne NapaMeTpoB

Pazpewntb neyatb B popmate RAW(MopT9100)

BbibepuTe ans BKNoueHUsi nevaTtn ¢ nopta RAW (nopt 9100).
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MapameTpbl

3HauyeHve 1 onnucaHne napameTpoB

Bpemsa oxungarHua neyatu (c.)

BeeguTte 3HaueHne BpemeHn oxkmagaHua gna neyatn RAW
(nopT 9100) oT 0 go 3600 cekyHA. Ecnn HeT HeobXxoaNMOCTU
NCNonb30BaTb Bpema oxxmaaHus, seegute 0.

[TapameTpn! IPP

MapameTpbli

3HauyeHve 1 onnucaHne napameTpoB

Bkntounts IPP

BblbepuTe, utobbI BKAOUNTL CBA3b IPP. OTOOpakatoTca ToNb-
KO NpuHTepbI, nogaepxusatoLne IPP.

PaspelnTb He3aWKLEHHYIO CBA3b

BbibepuTte PaspelueHo, utobbl NpyHTEP NoaaepKuBan
CBA3b 6e3 NpumeHeHnA mep 6e3onacHocTy (IPP).

Bpemsa oxungarma ceasum (c.)

BBeawuTe 3HaueHne BpemeHn oxknaaHma gna nevatum IPP ot 0
10 3600 cekyHA.

URL (ceTb)

OTto6paxaet URL-agpeca IPP (http u https), ecnu npuHTep
nogkntoueH K cetn. URL-agpec npeacraBnsieT cobor coyera-
Hue IP-agpeca NnpuHTepa, HOMepa NopTa N UMEHN NPUHTEPaA
IPP.

URL (Wi-Fi Direct)

OtobpakaeT URL-appeca IPP (http u https), ecnu npuHTep
noakntoueH yepes Wi-Fi Direct. URL-agpec npeactaBnset co-
6011 coueTaHue IP-agpeca npuHTEpPA, HOMEpPa NopTa U Ume-
HW npuHTepa IPP.

MmA npuHTepa

OTtobparkaeT uma npuHTepa IPP.

PacnonoxeHue OTob6parkaeT mectononoxeHue IPP.
Hactpoitku FTP
MapameTpbli 3HauyeHMe 1 onucaHne NnapameTpoB

Bkntountb cepsep FTP

BblbepuTe, utobbI BKAOUNTL NevyaTb FTP. OTobpaxatoTca
TOJSIbKO MPUHTEpPbI, NOAAEPXMBaloLMe neyatb yepes FTP.

Bpems oxuaaHua ceasu (c.)

BBeauTte 3HaueHne BpemeHn oxkmaaHma gna ceasm no FTP ot
0 no 3600 cekyHa. Ecnu HeT Heo6x0AMMOCTY NCNONb30BaTh
BpemA oxxuaaHua, seegute 0.

[Tapamerpnt SNMPv1/v2c
MapameTpbi 3HauyeHMe 1 onucaHne napameTpos
Bkntounts SNMPv1/v2c BbibepuTe 3TOT NapameTp ansa BkaoueHns SNMPv1/v2c.

MNonHomouuna goctyna

YctaHOBMTE NpaBa JOCTYNa, eCAN BKIOYEH NapameTp
SNMPv1/v2c. Bbibepute Tonbko AnA uteHua unv YreHume/
3anuchb.

Mma coobLectBa (TONbKO ANA YTeHUs)

Beegute o1 0 go 32 cumeonos B kogunpoke ASCII (cumBonbl
c kogamu o1 0x20 po Ox7E).

Mma coobuyecTBa (UTeHne/3annch)

Beegute o1 0 fo 32 cumBosnos B Koguposke ASCII (cumBonbl
c kogamu ot 0x20 no Ox7E).
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Hactpoitku SNMPv3
MapameTpbi 3HayeHune n onncaHne napameTpos
Bkntounts SNMPv3 Mpotokon SNMPv3 BKNtoUeH, eCnm yCTaHOBNEH GNaXkoK.
Mms nonb3oBatens Beeaute ot 1 10 32 1-6aNTOBbLIX CUMBOJIOB.

HacTtpoiiku ayTeHTUdMKaLmmn

Anroputm Bbi6epriTe anropntm npoBepkn nognnuHHocTn SNMPv3.

Maponb Beeaute naponb ana nposepku noganHHocT SNMPv3.

Beegute o1 8 o 32 cumeonos B koguposke ASCII (cumBornbl
¢ kogamu ot 0x20 go Ox7E). Ecnm He HY>KHO yKa3biBaTb 3TO
3HaYeHue, oCcTaBbTe Mose NycTbiM.

MoaTBepxaeHve napons MoaTBepauTe BbIOpaHHbLIN Naponb.

HacTpolikn wndpoBaHua

Anroputm BblbepuTte anroputm windposaHus gna SNMPv3.

Maponb Beegunte naponb anda wudposaHua SNMPv3.

Beegute ot 8 go 32 cumsonos B koguposke ASCII (cumBonbi
¢ kogamu ot 0x20 go 0x7E). Ecnm He HY>KHO yKa3biBaTb 3TO
3HayeHue, ocTaBbTe Nosne NyCTbiM.

MoaTeepxaeHne napons MoaTBepauTe BbIGPaHHbIV Napob.

KoHTekcTHOE nmsa BBeauTe He 6bonee 32 cmBonoB B koanpoeke Unicode
(UTF-8). Ecnn He Hy>KHO YKa3biBaTb 3TO 3HaYeHne, OCTaBbTe
none nyctbiM. Konnyectso cMBOJIOB A/1A BBOAA 3aBUCUT OT
A3blKa.

LLndpoBaHHbIN KaHaN CBA3U C NCNOJIb30BaHNEM
IPsec/punvrpauun IP

CBepeHuns o IPsec/Ounbrpauus IP

MoykHO opraHusoBarh GuIbTpanmio Tpaduka Ha ocHoBe IP-afpecos, cy>x6 1 MOPTOB, MCIIONb3yeMBIX (PYHKIIVE
IPsec/punbrpanun IPIIpuHTEp MOXXHO HACTPOUTD HA IIpUeM WV OIOKMPOBKY OIIpefie/IeHHbIX KIMEHTOB U
IaHHBIX, 00befHss pasHble GunbTpel. Kpome TOro, ypoBeHDb 6€30I1aCHOCTI MOXKHO TIOBBICUTD, MCIIONIb3Ys
npoTokon IPsec.

Ilpumeuanue:
Komnvromepot, pabomaroujue noo ynpasneruem Windows Vista u 6onee no3onux eepcuii unu Windows Server 2008 u
6onee no30Hux sepcuii, noddepicusarom pabomy c npomoxonom IPsec.

HaCTpOﬁIKa MOJINTUKN MO YMOJTHaHNIO

HacrporiTe mOMMTUKY 110 YMOTYaHMIO (feiiCTBMA IO yMOT4YaHuIo) Ay punbrpanym Tpaduxa.llomruka mo
YMOTYaHUIO PACIIPOCTPaHAETCS Ha KaXKIOTO T0/Ib30BaTeNs UM TPYIIIY MONb30BaTeell, UMEIOIYIo MOAKII0YeHN e
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PyKOBOACTBO AAMUHNCTPATOPa

PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnAa npeanpuAaTuvA

K npuHTepy.HacTpoiite rpynnoByo HOMUTHKY fiisg 60jiee TOYHOTO KOHTPO/IA HaJl II0/Ib30BATEIAMMI M TPYIIIaMU
MO/b30BaTeNen.

1. Boitgure B Web Config u Bei6epute Bknanky besomacHocTh cetn > IPsec/®@unbrpamys IP > OcHoBHbIe.
2. BsenguTe 3HaUeHMeE A/ KaXK[OTO S7IEMEHTA.

3. Haxmure Cnegyrommii.

OrobpakaeTcs 3apocC MOATBEP>KACHUA.

4. Haxmure OK.

Hacrporiku npuHTEpa 0OHOBIIEHBI.

CooTtBeTcTBYIOUasA nHpopmauus

= «[ocryn k npunokernto Web Config» Ha ctp. 27

= «JlapameTpbl HaCTPOJiKK B pasiene CTaHfapTHAS MOMUTHKa» Ha cTp. 101

MapameTpbl HacTpolikK B pasgene CTaHAapTHasA NOANTUKA

CraHgapTHas NIOMNTHKA

MapameTpbl HacTpoikun n onncanmne

IPsec/®unbTpaums IP OyHkumio IPsec/dunbrpauuio IP MOXHO BKIOUMTD UK BbIKIOYNTD.

d Vipasnenue gocrynom

Hactpoitre cioco6 ynpasnenns Tpaduxom IP-makeros.

MapameTpbl HacTpoikun n onncanmne

PaspewnTs poctyn BbibepuTe 3TOT NapameTp, YTOObl Pa3peLLnTb MPOXOXKAEHNE HACTPOEHHbIX IP-nakeToB.
3anpetuTb gocTyn BblbepunTe 3TOT NapameTp, YTOObI 3aNPEeTUTb NPOXOXKAEHNE HACTPOEHHDbIX IP-NakeToB.
IPsec BbibepunTe 3TOT NapameTp, 4ToObl 3aNpPeTTb MPOXOXKAEHNE HACTPOEHHbIX NakeToB IPsec.
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PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnAa npeanpuAaTuvA

A Bepcusa IKE

Bei6epute snavenus IKEv1 i IKEv2 nns napamerpa Bepcus IKE. Beibepute ofHO 13 3HaueHuUIt B
COOTBETCTBUM C YCTPOMCTBOM, K KOTOPOMY IOJK/IIOYEH IIPUHTEP.

1 IKEv1

ITpu Be6Ope 3Hauenns IKEv] mia napamerpa Bepcns IKE oto6pakaoTcs cefyomye S1eMeHThL.

MapameTpbl HacTpoikun n onncanmne

MeTop ayTeHTUdUKaumn BbibepuTe nyHKT CepTudmKat ans nosyyeHusa n nMnopTa ceptrdmrKaTa, NoanMcaHHOro
LcC.

MpepBapuTenbHbI Koy Mpwu BbIGOpE 3HaueHnA MpeaBapuTenbHbI KNOY An1a napametpa Metop
ayTeHTUdUMKaLUmM BBeLMTE NPeaBapUTENIbHO 3alaHHbIN KNoY AnuHoi ot 1 go 127
CMIMBOJIOB.

MoptBepanTb MofTBepanTe BbIOPaHHbIN Kitou.

MpenBapuTenbHbIN KoY

1 IKEv2

ITpu Be6Ope 3HaueHnsa IKEv2 g napamerpa Bepcnsa IKE otobpaskaoTcs cefyolye S1eMeHThL.

MapameTpbl HacTpoiikn n onucaHue

JlokanbHo MeTtop BbibepuTe nyHKT CepTudmKar ansa nonyyeHvsa n nMmnopTa ceptndurkara,
ayTeHTUdMKauum nognucanHoro LC.
Tvn ID Mpw Bbibope 3HaueHus MpegBapuTenbHbIN KoY A5 napameTpa Metopg

ayTeHTUGUKaLUMM BbibeprTe TUN NAEHTUPMKATOPA NPUHTEPa.

ID BeeauTte ngeHTMdUKaTOP NPUHTEPA, KOTOPLIN COOTBETCTBYET BbIOPAHHOMY
My naeHTndnKaTopa.

B KauecTBe nepBoOro CMMBOJa HeNb3A NCNOMb30BaTb CUMBONbI @, # 1 =.

OTnuuntenbHoe nmsa Beegute ot 1 fo 255 1-6antosbix cumeonos ASCII (c
kogamu ot 0x20 go 0x7E). B cTpoke fonxeH NpucyTcTBOBaTb CMMBON =.

IP-agpec Ykaxute IP-agpec B popmarte IPv4 nnu IPve.

FQDN Beepute cTpoky anvHom ot 1 4o 255 cumsonos. MoXHO ncnosnb3oBaTtb
cumBonbl oT A o Z, ot a fo z, ot 0 fo 9, peduc (-) n Touky (.).

Appec an. noutbl Beegute ot 1 go 255 1-6aintoBbix cmeonos ASCII (c kogamm
o1 0x20 go 0x7E). B cTpoke gonxeH NpucyTCTBOBaTb CMBOJ @.

ID knioua Beeaute ot 1 go 255 1-6antosbix cumsonos ASCII (c kogamu ot 0x20

no 0x7E).
MpepBapuTenbHbIN Mpwu BbIGOpE 3HaueHUs MpeaBapuTenbHbIN KNtOY A51A napametpa Metop
Koy ayTeHTUGUMKaLMM BBeANTE NpeABapUTENbHO 3aflaHHbIV KTloY AnnHou oT 1 go

127 cuMBONOB.

NopTtBepguTb MoaTBepaunTe BbIOPAHHLIN KoY.
MpenBapuTenbHbIN
Koy
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MapameTpbl

Hactpoiiku n onucanve

YnaneHHo MeTop,

Bbibepute nyHKT CepTudmKaTt ans nosayyeHns n MMnopTa ceptudrkara,

ayTeHTndMKaumm nognucanHoro LC.

Tun ID

Ecnv pna napameTpa Metoa ayTeHTudUKaumum 6bino BbIOpaHO 3HaueHve
MpepBapuTenbHbIN KoY, BbibepuTe TUN naeHTUdUKaTOPa ANA YCTPONCTB],
NMOAJIMHHOCTb KOTOPOrO ClieayeT NPoBePUTD.

Beepute ngeHTMdUKaTOp NPUHTEPA, KOTOPbIV COOTBETCTBYET BbIOPAHHOMY
TNy naeHTdMKaTopa.

B kauecTBe nepBOro CMMBOJ1a HeJb3s UCMNOJIb30BaTb CMMBOJIbl @, #n=.

OTnununtenbHoe umsa Beegute ot 1 go 255 1-6antosbix cumeonos ASCII (c
Kogamu ot 0x20 go 0x7E). B cTpoke fonxeH NpncyTCTBOBaTb CUMBON =.

IP-agpec Ykaxute IP-agpec B popmarte IPv4 nnu IPv6.

FQDN Beegute cTpoky anvHom ot 1 o 255 cumsonoB. MoxHO UCNob30BaThb
cumBonbl oT A o Z, oTa go z, o1 0 1o 9, geduc (-) u Touky (.).

Agpec an. noutbl Beegute o1 1 1o 255 1-6ainToBbix cumsonos ASCII (c kogamu
o1 0x20 go 0x7E). B cTpoke goneH NpncyTCTBOBaTb CMBOS @.

ID knoua Beegute ot 1 go 255 1-6anTtosbix cumeonos ASCII (c kogamu ot 0x20
no Ox7E).

KNy

MpenBapuTeNbHbIN Mpwu Bbi6ope 3HaueHUs MpeaBapuUTeNbHbIA KNOY 1A NapameTpa Metop

ayTeHTUUKaLMM BBEANTE NPeABapUTENIbHO 3aZlaHHbI KoY A/IMHON oT 1 go
127 cumBONOB.

MoateepanTb

KoYy

MpenBapuTenbHbIN

MofTBepanTe BbIOPAHHBIN KoY.

1 ®opmMupoBaHue NAKETOB JaHHBIX

HacTpoitte pe>xuM MHKaICynanuy npu Beibope sHaueHnus IPsec /s mapamerpa YipaBiieHye JOCTYIIOM.

MapameTpbl

Hactpownku v onucaHue

Pexkum nepepaun

Bbi6epuiTe 3TOT NYHKT, CNIN NPUHTEP NCNOosb3yeTcA B pamkax oagHow JIBC. IP-nakeTbl 4-ro
nnn 6osee BbICOKOTO YPOBHA WNGPYIOTCA.

TyHHENbHbIN peXxnm

BbibepunTe 3TOT NapameTp, ecniv NPUHTEP UCMONb3yeTcA B CETU C BbIxoAoM B VIHTepHeT,
Hanpumep IPsec — VPN. 3aronoBok v faHHble IP-nakeToB WundpytoTca.

YpaneHHbi wnto3(TyHHenbHbIN pexxum) Mpu Bbibope 3HaueHVA TYHHENbHbIN peXum
ans napametpa @opmupoBaHue NAaKeTOB AaHHbIX BBEAUTE aApec LWo3a ANTMHON OT 1
0o 39 cumBONOB.

(1 ITpoTokon 6e3omacHOCTH

Ecnu Boibpano 3HaueHne IPsec 11 mapamMeTpa YpapneHue JOCTYIOM, BbibeplTe HY>KHbII ITapaMeTp.

MapameTpbl HacTpoiikun n onncaHmne

ESP BblbepurTe 3TOT NYHKT Ans obecneyeHns LeNOCTHOCTH, ayTeHTUdMKaLMKU 1 WindpoBaHUA
IaHHbIX.

AH BbibepuTe 3TOT NYHKT AnA obecneyeHna LENOCTHOCTY 1 ayTeHTUdMKaLUM JaHHbIX. [laxe
ecnv wndpoBaHMe AaHHbIX 3anpeLLeHo, MOXHO NCMoNb30BaTb NPoToKon IPsec.
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(A Hacrpoiiku anrropurma

PexomeHpyercs BoIOMpaTh 3HadeHye JIx00011 /11 BCcex TapaMeTpoB WM 3HaYeHMe, OTIn4Hoe oT JI1060ii, 1/t
KaXgoro napamerpa. Ecu [/ HeKOTOpBIX ITapaMeTpoB BbIOpaTh JI1060ii, a 47151 0OCTa/lIbHbIX IIapaMeTpOB
BapyMaHT, OT/IMYHBI OT JIF000Ii, YCTPOIICTBO MOXKET He IOAAEPXKMBATh CBA3b: 9TO 3aBUCUT OT LPYTOrO
YCTpOIICTBA, Ay TEHTU(PUKALNIO KOTOPOTO BbI XOTUTE BBIIIOTHNUTD.

MapameTpbl HacTpoiiku n onucaHue

IKE lWndposaHune Bbi6epuiTe anroputm windposarua ans IKE.

DnemMeHTbl MOTYT pasinyaTbCaA B 3aBUCMMOCTN OT Bepcuum IKE.

AyTeHTnduKauma BbibepuTe anropntm npoBepKkn noganHHocTn ans IKE.

O6MmeH Kntoyamm BbibepuTte anropntm obmeHa Kntoyamu ans IKE.

SnemeHTbl MOTYT pa3nnyaTbca B 3aBncMmocTtm ot Bepcun IKE.

ESP LWndposaHue BbibepuTe anroputm WwndpposaHmsa ansa ESP.

370 foCTynHo, ecnu Ans napametpa ESP Bbi6paHo 3HaueHue NMpoTokon
6e3onacHocTL.

AyTeHTndnKauma Bbi6epriTe anroputm NpPoBepKM NOANNHHOCTM Ansa ESP.

3T0 focTynHo, ecnu Ansa napameTtpa ESP BobibpaHo 3HaueHre MpoTokon
6e3onacHoCTU.

AH AyTeHTnduKauma BbibepuTte anroputm wndposaHua ana AH.

370 pocTynHo, ecnu fna napametpa AH BbibpaHo 3HaueHve MpoTokon
6e3onacHocTh.

CooTBeTcTBYIOWaA NHopMaLuA

= «HacTpoiiKa MOMTUTHUKY TI0 YMOTIaH!IO» HA cTp. 100

A
HaCTpOVI Ka NTONINTUKN rpynn
Ipynmnosas monMuTUKa — 3TO OfIHO M/IM HECKOIbKO IPaBUJI, KOTOpbIe IPMMEHMMBI K 110/1b30BaTe/I0 VI TPyIIIIe
nonb3oparerneil.IlpunTtep ynpasnser IP-makeTaMu, KOTOpble COOTBETCTBYIOT HACTPOEHHOI
nonutuke. Ayrentudukanus IP-nmakeToB BBIIONHSETCS CHAYaIa B COOTBETCTBUM C TPYIIIOBOT IIOIUTUKOI C 1 IO
10, masee mpUMeHsAeTCs MOIUTUKA II0 YMOTYAHUIO.
1. Boiigure B Web Config n Boibepute Bxanky BesomacHocts cetu > IPsec/®@unprpanus IP > OcHoBHbIe.
2. IlenxHure BKIAfIKy C HOMEPOM, KOTOPYIO HEOOXOAMMO HACTPOUTb.

3. BBegure 3HaueHMe /IS KaXKAOTO JIeMEHTA.

4. Haxmure Cnegyrommi.

OtobpaskaeTcs 3apocC MOATBEP>KACHMUA.

5. Haxwmure OK.

Hacrporiku npuHTepa 0OHOBIIEHBI.
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PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnA npeanpunAaTva

CooTBeTcTBYIOWAA MHpopmaLus

= «Jlocryn k npunoxkennio Web Config» na crp. 27

= «[TapameTpbl HACTPOIIKK B pasfiesie [pynmnosas monmutnka» Ha ctp. 105

MapameTtpbl HacTponku B pasgene Npynnosasa nonntuka

MapameTpbl HacTpoikun n onncanmne
BkntouunTb 3Ty Mpynnosyto lpynnoByto NOAUTUKY MOXHO BKIOUNTb U BbIKMIOUNTb.
NOANTUKY

VYnpasnenue focTynom

Hactpoiite cioco6 ynpasnenns tpadukom IP-rakeTos.

MapameTpbl HacTpoiikun n onncaHmne

Paspewnts poctyn BbibepunTe 3TOT NapamMeTp, YTOObl Pa3peLLUTb MPOXOXKAEHNE HACTPOEHHbIX IP-nakeToB.
3anpeTtnTb goCcTyn BbibepuTe 3TOT NapameTp, YTo6bl 3aNpPeTUTb NPOXOXKAEHMEe HaCTPOEHHbIX |P-nakeToB..
IPsec BbibepunTe 3TOT NapameTp, 4ToObl 3aNpPeTTb MPOXOXAEHNE HaCTPOEHHbIX NakeToB IPsec.

JlokanbHblii afpec (IpMHTEP)

Bri6epure anpec IPv4 vy IPv6, cooTBeTCTBYIOMMII BalieMy ceTeBOMY OKpyKeHuio. Eciy IP-agpec HasHavaeTcs
aBTOMAaTYeCKM, MO>XKHO BBIOpaTh ItapaMeTp VICoNb3oBaTh MOTyYeHHbIIT aBTOMaTIYecKu agpec IPv4.

Ipumeuanue:

Ecnu adpec IPv6 npucsausaemcsi asmomamutecku, coeduHerue moxem Ovimv Hedocmynuo. Hacmpotime cmamuueckuil
adpec IPv6.

Vnanennstit agpec(ysen)

Beenute IP-aipec ycTpoiicTBa [1d KOHTponA gocryna. [Inmna IP-agpeca He o/mkHa mpeBpIIaTh 43 CMBOIA.
Ecnu IP-anpec He BBefleH, KOHTPOIUPYIOTCS BCe afipeca.

IIpumeuanue:

Ecnu IP-adpec npuceausaemcst asmomamuuecku (Hanpumep, cepeepom DHCP), mo coedurerue moxcem Ovimp
nedocmynro. Hacmpotime cmamuueckuii IP-adpec.

Crnioco6 BbI6Opa mopta

Bri6epure criocob ykazaHus MOpTOB.

1 VM cmy>x6n1

Ecnu Boibpano 3HaueHve VIMa cayx0pI 151 mapamMeTpa Crnoco6 BeiGopa mopTa, BbIOepuTe HY KHBIIT
mapameTp.
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([ IIporokon nepenaun

PaCI.I.IIIIPEHHbIe HaCTpOﬁKM 6e3onacHoOCTN AnAa npeanpuAaTuvA

HacTpoitTe pe>kuM MHKAIICYIALUY IpU BeiOope sHaueHus1 Homep mopTa a1 napamerpa Crioco6 Bpi6opa

nopra.

MapameTpbl

HacTpoiiku n onncaHmne

JTro6oii npoToKon

BblbepunTe 3TOT NapamMeTp Af1A ynpaBieHUs BCEMU TUMaMK MPOTOKOJIOB.

TCP BblbepunTe 3TOT NapameTp AnA ynpasieHus ogHOaAPeCHbIMU AaHHbIMU.

UDP BbibepunTe 3TOT NapameTp A1A ynpasieHnA AaHHbIMU NPY WPOKOBeLLaTeNbHOM 1
MHOroafipecHo paccbifke.

ICMPv4 BblbepunTe 3TOT NapamMeTp A5 KOHTPOS BbIMOJIHEHUA KOMaHAbI ping.

[ JIoxa/nbHBIT TOPT

ITpu BeI6Ope HoMep

nopra 11 Cinoco6 Ber6opa mopra 1 TCP min UDP s IIpoTokon mepegadun

HeoOXORMMO Yepes 3aIsATYI0 BBECTU HOMepa [TOPTOB [i/Is1 YIIPaB/IeHVsI BXOASALUIMMH TaKeTaMu. Beexure
MakcuMyM 10 HOMEpOB IOPTOB.

IIpumep: 20,80,119,5220

Ecnm nomep mopra He BBESEH, KOHTPOIMPYIOTCSA BCE MOPTHI.

[d YmameHHBIIT TOPT

[Tpu Bet60pe Homep

nopTa 17151 Croco6 Ber6opa nopra u TCP umn UDP ns IIpoTokon mepegaun

HeoOXOMMO Yepes 3alATYI0 BBECTU HOMepa OPTOB [i/Isl YIPaB/IeHNs MCXOAAIMMM IlakeTaMu. Beeaure
MakcuMyM 10 HOMEpOB ITOPTOB.

Tpumep: 25,80,143,5220

Ecnn HOMEDP ITOPTa HE BBEJCH, KOHTPO/IMPYIOTCA BCE IIOPTHI.

Bepcusa IKE

Bri6epute 3nadenus IKEv1 miu IKEv2 nns napamerpa Bepcust IKE. Beibepure ofHO 13 3HaueHMIt B
COOTBETCTBUM C YCTPOMCTBOM, K KOTOPOMY ITOJK/IIOUEH IIPUHTEP.

4 IKEvl

ITpu Be160pe sHauenus IKEv1 aa napamerpa Bepcusa IKE oTo6paskaioTcst cleyrolye 9/1eMeHTBL.

MapameTpbl

Hactpoiiku n onncaHme

MeTop ayTeHTUdUKaumn

Ecnu BbibpaHo 3HaueHue IPsec ans napameTpa YnpaBneHue ocTynom, sbibeprite
HYXHbI NapameTp. Micnonb3yemblin cepTudrKaT COOTBETCTBYET MNONIUTMKE MO YMOMUYaHUIO.

MpenBapuTenbHbIN KoY

Mpw BbiIbOpE 3HaueHus MpeaBapuTenbHbIN KNOY Ans napametpa Metopg,
ayTeHTUMKaLM BBeaMTE NPeABapUTESIbHO 3aaHHbIN KoY AnvHon ot 1 go 127
CMMBOJIOB.

MNMoptBepanTb
MpenBapuTenbHbIN KoY

MofTBepanTe BbIOPAHHBIN KoY.
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A IKEv2

ITpu BeI60pe sHauenus IKEv2 g napamerpa Bepcnsa IKE oTo6pakaioTcst clIefyIome 9/1eMEeHTBL.

MapameTpbl HacTpoiiku n onucaHue
JlokanbHO Metog Ecnu BbibpaHo 3HaueHue IPsec ans napameTpa YnpaBneHue 4oCTynom,
ayTeHTUdMKauum Bbl6epuTe HYKHbI NapameTp. Micnonb3yemblil cepTudmKaTt coOoTBeTCTBYET

NONINTUKE NO yMONYaHwuio.

Tvn ID Mpw Bbibope 3HaueHus MpegBapuTenbHbIN KNOY A5 napameTpa Metopg
ayTeHTUPUMKaLUMM BbibeprTe TUN NAEHTUPMKATOPA NPUHTEPa.

ID BeefuTe ngeHTUdMKaTOp NPUHTEPA, KOTOPbIV COOTBETCTBYET BbIOPAHHOMY
T™Mny naeHtTnduKaTopa.

B KauecTBe nepBoro CMMBOJa HeNb3A NCNOMb30BaTb CUMBONbI @, # 1 =.

OTnununtenbHoe ums Beegute ot 1 fo 255 1-6antosbix cumeonos ASCII (c
kogamu ot 0x20 go 0x7E). B cTpoke fonxeH npucyTcTBOBaTb CMMBON =.

IP-agpec Ykaxurte IP-agpec B popmare IPv4 nnu IPve.

FQDN Beepgute cTpoky agnvHom ot 1 4o 255 cumsonoB. MoXHO ncnosnb3oBaTtb
cumBonbl oT A o Z, ot a fo z, o1 0 fo 9, peduc (-) 1 Touky (.).

Appec an. noutbl Beegute ot 1 go 255 1-6aintoBbix cmeonos ASCII (c kogamu
o1 0x20 no 0x7E). B cTpoke gonxeH NpucyTCTBOBaTb CUMBOS @.

ID knwoua Beeaute ot 1 go 255 1-6antosbix cumsonos ASCII (c kogamu ot 0x20

no 0x7E).
MpenBapuTenbHbIN Mpwu BbIObOpE 3HaueHUs MpeaBapuTenbHbI KNtoY 1A napametpa Metop
Koy ayTeHTUGUMKaLMM BBeANTE NpeABapUTENIbHO 3aflaHHbIV KNtoY AnnHoM oT 1 ao

127 cMuMBONOB.

MoateBepanTb MoaTBepauTe BolIOpPaHHbIN KoY.
MpenBapuTeNbHbIN
Koy
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MapameTpbl

Hactpoiiku n onucanve

YnaneHHo MeTop,

Ecnu BbI6paHo 3HaueHue IPsec ana napameTpa YnpaBneHue f0CTYNom,

ayTeHTudMKaumm BblbepuTe HyHblii NapameTp. Vicnonb3yemblii cepTudmKkaT COOTBETCTBYET

NONNTUKE NO yMONYaHUIO.

Tun ID

Ecnu ana napameTpa Metop ayTeHTudUKaumm 6bisio BbI6paHO 3HaueHne
MpepBapuTenbHbIN KoY, BbibepuTe TUN naeHTUdUKaTOPa ANA YCTPONCTBA,
NOAJIMHHOCTb KOTOPOrO ClieayeT NPoBEPUTD.

BeeauTe ngeHTMOUKATOP NPUHTEPA, KOTOPbI COOTBETCTBYET BbIOPAaHHOMY
TNy naeHTndmKaTopa.

B kauecTBe rnepBoOro CMMBOJIa Heflb3A UCMOIb30BaTb CUMBOJIbI @, # N =.

OTnununtenbHoe nmsa Beegute ot 1 go 255 1-6antosbix cumeonos ASCII (c
Kogamu ot 0x20 go 0x7E). B cTpoke fomxeH NpucyTCTBOBaTb CUMBON =.

IP-appec Ykaxute IP-agpec B popmarte IPv4 unu IPv6.

FQDN Beegute cTpoky anvHom ot 1 4o 255 cumonoB. MoXHO UCnonb30BaThb
cumBonbl oT A 1o Z, oT a o z, o1 0 o 9, peduic (-) n Touky (.).

Appec an. noutbl Beegute ot 1 go 255 1-6aintoBbix cumeonos ASCII (c kogamun
o1 0x20 go 0x7E). B cTpoke goneH NpncyTCTBOBaTb CMBOS @.

ID knoua Beegute ot 1 go 255 1-6anTtoBbix cumeonos ASCII (c kogamu ot 0x20
no Ox7E).

KNy

MpenBapuTenbHbI Mpwu BblbOpE 3HaueHus MpeaBapuTenbHbI KNOY 418 napametpa Metop

ayTeHTUGUMKaLMM BBeANTe NpeABapUTENIbHO 3aflaHHbIV KNoY AnMHoN oT 1 go
127 cMuMBONOB.

MoateepanTb

Knoy

MpenBapuTeNbHbIN

MofTBepanTe BbIOPaHHBIN KoY.

(DOPMI/IPOBaHI/Ie IMAKE€TOB JaHHbBIX

Hacrporite pexkxuM MHKanCyAnuy npu Beibope sHadenus IPsec jyia mapameTpa YnpasiieHue JOCTYIIOM.

MapameTpbli

Hactpownku v onucaHue

Pexxnum nepepaun

BbibepunTe 3TOT NYHKT, eCivi IPUHTEp MCnonb3yeTca B pamkax ogHol JIBC. IP-nakeTbl 4-ro
unu 6onee BbICOKOTO YPOBHSA WNdpPYIOTCA.

TYHHENbHbIN peXxnm

BblbepurTe 3TOT NapameTp, eCivi NPUHTEP UCMONb3YeTCsA B CETY C BbIxoaoM B VIHTepHeT,
Hanpumep IPsec — VPN. 3aronoBok v faHHble IP-nakeToB WundpytoTca.

YpaneHHbii wnio3(TyHHenbHbINM pexxum) Mpu Bbibope 3HaueHVA TYHHENbHbIN peXxum
ana napametpa @opmupoBaHue NakeToB AaHHbIX BBEAUTE aApec LWo3a ANMHOM OT 1
10 39 cnmBONOB.

IIporokon 6e30macHOCT

Ecmu Boi6pano 3HaueHye IPsec 11 mapaMeTpa YpapineHue JOCTYIOM, BbIOepITe HY>KHbI ITapaMeTp.

MapameTpbl HacTponkun n onncanne

ESP BbibepurTe 3TOT NYHKT AnA obecneyeHnsa LeNOCTHOCTH, ayTeHTUdMKaLmmn n windpoBaHua
JOaHHbIX.

AH BblbepuTe 3TOT NYHKT Ans obecneyeHra LeNOCTHOCTY U ayTeHTUMKALMN AaHHbIX. [axe
ecnu windpoBaHUe AaHHbIX 3anpeLLeHo, MOXKHO KCMonb30BaTh NpoTokon IPsec.
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HacTtpoiikn anropurma

Pexomenpayetcs BbiOMpath 3HadeH1e JII00011 /151 BCcex mapaMeTpoB WM 3HaUeHNe, OT/INYHOe oT JI1060ii, A7t
Ka)X/J0ro IapaMeTpa. Ec/u /11 HeKOTOpbIX ITapaMeTpoB BelOpath JI1060ii, a /11 OCTaIbHBIX IIapaMeTPOB
BapMaHT, OTINYHBII OT JIF060i1, yCTPOJICTBO MOXKET He IOJJep>KUBATh CBA3b: 9TO 3aBUCUT OT LPYTOTO
YCTPOJICTBa, ay TEHTU(PUKAIVIO KOTOPOTO BBl XOTUTE BBIIIOTHUTD.

MapameTpbl HacTponku n onncaumne
IKE LWndpposaHme BbibepuTe anroputm wudposaHna ana IKE.
SnemeHTbl MOTYT pa3finyaTbcA B 3aBUCMMOCTM OT Bepcun IKE.
AyTeHTndUKauma BbibepuTe anroputm NpoBepKu nog/iMHHocTh ans IKE.
O6MmeH Kntoyamm BbibepuTte anroputm obmeHa Kntoyamu ans IKE.
SnemMeHTbl MOryT pa3fninyaTbca B 3aBUCUMOCTY OT Bepcun IKE.
ESP LWndposaHue Bbi6epuite anroputm windposaHua ana ESP.
370 gocTynHo, ecnu Ans napametpa ESP BbibpaHo 3HaueHre MpoTokon
6e3onacHoCTU.
AyTeHTndUKauma BblbepuTe anropntm NpoBepKu NoaMHHOCTK ana ESP.
370 pocTynHo, ecnu fna napametpa ESP BbibpaHo 3HaueHre MpoTokon
6esonacHocTh.
AH AyTeHTndUKauma BbibepuTe anroputm wndposaHus ana AH.
370 focTynHo, ecnu Ans napametpa AH BbibpaHo 3HaueHne MpoTokon
6e3onacHocTL.

CooTtBeTcTBYIOUAA MHPoOpMaLuA

= «HacTpoiika IOMMTUKY TPyNI» Ha CTp. 104

= «Kom6unuposanue JlokanbHblit anpec (mpuHTep) 1 YaaneHHsiit anpec(ysen) B [pynnosas nonutuka» Ha
crp. 109

= «CchUIKYM Ha HasBaHe CITy>KObI B TPYIIIOBOI MOMUTHKe» HA CTp. 110

Komb6uHuposBaHue JlokanbHbin agpec (npuHTep) n YaaneHHbin agpec(ysen) B
pynnoBas nonntmka

HacTtponka JlokanbHbiil agpec (npuHTep)
IPv4 IPv6™2 Jio6ble apgpeca™3
Hactpoiika 1Pv4*1 v - v
YaaneHHbIn
appec(ysen) IPv6*1*2 - v/ v/
MycTtoe none v v v

*1MNpu BoiGOpe IPsec ana napameTpa YnpassiieHUe AOCTYNOM, [yIMHY NpedrKca yKaszaTb HEBO3MOXKHO.

*2Mpw Boibope IPsec anis napameTpa YnpaBneHune AOCTYNOM, MOXHO Bbi6paTb agpec foKanbHOro KaHana (fe80::), Ho rpynnosas
nonuTtrka byaert oTknloueHa.

*3Kpome agpecoB nokanbHOro KaHana IPvé.
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CcbInKu Ha Ha3BaHMe CYXK6bl B rpynnoBoi NOANTNKe

Ilpumeuanue:

Hedocmynnuie cnyxboi 0mobpaxcaromcs, Ho He MO2ym 6vimb 8bl0PaHbL.

HasBaHue Tun npotokona Homep Homep KoHTponupyembie pyHKLMN
CNyXK6bi JIOKaJIbHOTO yAa/NeHHOro
nopra noprta

Tio6oin — — — Bce cnyx6bl

ENPC UDP 3289 Jlo6oi nopT Mownck NpuHTepa 13 NPUNoKeHnin,
Takmx Kak Epson Device Admin n
ApanBep NpuHTepa

SNMP UDP 161 Jlroboi nopT MonyyeHne gaHHbIX N HACTPOWMKa
KOHOUrypauum agMUHUCTPATABHON
6a3bl AaHHbIX (MIB) 13 npunoxeHuin,
Takmx Kak Epson Device Admin n
ApanBep NpuHTepa

LPR TCP 515 Jloboi nopt MNepecbinka gaHHbIX LPR

RAW (nopt9100) TCP 9100 Jloboi nopt Mepecbinka gaHHbix RAW

IPP/IPPS TCP 631 Jloboi nopt MNepeHanpaBneHne gaHHbIX NeyaTn
IPP/IPPS

WSD TCP JTro6oii nopt 5357 Ynpasnenne WSD

WS-Discovery ubP 3702 Jio6oir nopT Mownck npuHTepa n3 WSD

[aHHble FTP TCP 20 Jlo6oi nopT Cepsep FTP (nepecbinka gaHHbIX Npu

(nokanbHble) neyatu no FTP)

Ynpasnenue FTP TCP 21 Jlo6oi nopT Cepsep FTP (ynpaBneHune neyatbio No

(nokanbHoe) FTP)

HTTP TCP 80 Jloboi nopt Cepsep HTTP(S) (nepecbinka gaHHbIX

(nokanbHbl) Web Config n WSD)

HTTPS TCP 443 TNio6oii nopT

(nokanbHbIi)

HTTP TCP JTro6oii nopT 80 Knuent HTTP(S) (06HOBnEeHne

(ymaneHHbIN) BCTPOEHHOIo MMKPOMPOrpPamMmmMHOro
obecneyeHna n obHoBNEHNE

HTTPS TCP Jlro6oii nopt 443 KOPHEBbIX cepTndMKaTOB)

(ynaneHHbIn)

Mpumepbl KoHPurypauum IPsec/®@unbrpauns IP

MonyuyeHne Tonbko naketos IPsec.

JlaHHbIT TpUMep HpeAcTaBsgeT COO0Il HACTPOIIKY TONbKO IOJIUTUKM II0 YMOTYAHUIO.

CraHpapTHas HONUTHKA:

1 IPsec/®unprpanus IP: Bkiounts

1 Vinpasnenue gocrymnom: IPsec
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(A Merop ayrenTudukanum: IlpeqBapurenbHbIi K104

(J IIpexBapuTenbHBIN KTIOY: BBeAUTE O 127 CUMBOIOB.

IpynnoBasa monmntuka:

He HacTpamBanrTe.

MonyuyeHne faHHbIX NEYATUN N HaCTPOEK NPUHTEpa

B mpuBeneHHOM IpuMepe paspelraeTcs 0OMeH JaHHBIMU [eYaTy ¥ KOHPUTYpaluy IPUHTepa MeXAY
YKa3aHHBIMM CITY>K6aMu.

CrangapTHad MOMUTHKA:
1 IPsec/®unbrpamus IP: Bkmrounts

1 Ynpasnenue gocrynom: 3anpeTuTh JOCTYI

IpynnmoBast monutuka:

(J Bxmrounts 3Ty IpynnoByio moMUTHUKY: YCTaHOBUTE (IaskoOK.
J Ympasnenue gocrymom: Paspenmurs goctyn

(1 Ymanennsiit agpec(ysen): IP-agpec knmenra

(J Cmoco6 Bpi6opa mopra: Vims cmyx6b1

(J VIma cay»k6sr: ycTaHoBuTe priakox Ha ENPC, SNMP, HTTP (noxanshbiit), HTTPS (moxansubrit) 1 RAW
(mop19100).

MonyyeHne goctyna ToNbKo oT 3apaHHoro IP-agpeca.

10T npuMep obecreunBaeT 3afaHHOMY IP-afipecy mocTym K npuHTEpY.
CraHpapTHas HOTUTHKA:

1 IPsec/®unprpanmsa IP: Bknrountn

J YnpasneHue gocrynom:3anpeTuTh JOCTYII

Ipynnosas monnrtuka:
(J Bxarounth 3Ty IpynnoByro NOMUTHKY: yCTaHOBUTE (IAXKOK.
J Ympasnenue gocrynmom: Paspemmurs goctyn

(J Vmanennsiit agpec(ysen): IP-agpec knmenra afMIUHICTPATOPA.

Ilpumeuanue:
Hesasucumo om Hacmpoex nonumuxu, KaueHm 6yoem umems 603MONCHOCHb HACMPOTIKY U docmyna K npuHmepy.

HacTpounka ceptudpukara ana IPsec/punbrpayum IP
Hactpoiite kmmenTckuit ceprudukar ajst IPsec/punsrparum IP. IToce HacTpoiiku cepTuduKaTa Bbl CMOXKeTe
MCIIONIb30BATh €r0 B KadecTBe crrocoba ayreHTndukauymu as IPsec/dunprpauyn IP. Ecmu Heobxopmmo

HAaCTPOMUTD LIeHTp cepTuduKanyy, nepeiaure x pasgeny Ceprudukar I C.

1. Boiigute B Web Config  Boibepute Bkanky besomacHocts cetu > IPsec/@unprpanus IP > Ceptudnkar
K/IMeHTa.
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2. Vmnoprupyiite ceptudukar B CepTnduKart KIueHTa.

Ecnu BBI yoke MMIIOPTHPOBANU cepTU(MKAT, OIyOIMKOBAHHbII LIeHTpoM cepTudukaruiu, B IEEE 802.1X man
SSL/TLS, MO>XXHO CKOIIMPOBATh 3TOT CepTUDMKAT U UCIONMb30BaTh ero mist IPsec/dunprpariun IP. Ytober
CKONMPOBaTh cepTuduKart, Boibepute ero B ciucke Konuposars us u menkunrte Konup..

EPSON

————————
Status Print Scan'Cops Fax Hetworc Nistaroil Security Praduct Seoury Device Management Epsan Cpen Plafierm

| 1PseciiP Filtering > Client Certificate

o ) Om e following page, make selings on B Ch cerbficale fo iy peer coriloaies
SELTLS A Gyl

Bz Cibara Carbficale

o m m m
FaaciP Fillerng

Elagac

— Copy From Cortficate for S5UTLS. [=] m
EEEBORAX

By
i
CER

Chint Corilcaie

CooTtBeTcTBYIOWAA MHopMmauua

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27

= Ilonyuenne ceprudukara, nogmucantoro 11C» Ha crp. 87

NMopaknioueHne npuHtepa K cetn IEEE802.1X

Hactpoinka cetm IEEE802.1X

ITpn nactpoiike IEEE802.1X Ha mpuHTepe ero MOXKHO UCIIONIb30BaTh B CETU, MMOAKII0YeHHOI K cepBepy RADIUS,
Ha KOMMYTaToOpe JIOKaJTbHOI CETU MY B KaueCTBe TOUKM OCTYIIA.

1. Boitgure B Web Config u Bei6epute Bknanky besomacHoctsb cetn > IEEE802.1X > OcHoBHblIe.

2. BBemure 3HavYeHMeE I KaXKAOTO 371€MEHTA.

Ecnu BBI XOTHTE MCIIONb30BaTh NpuHTep B ceTy Wi-Fi, menkuure Hacrpoiika Wi-Fi u BeiOepure nwiv BBeguTe
SSID.
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IIpumeuanue:
Hacmpotixu cemu mozym cosmecmuo ucnonvsosamocs ons Ethernet u Wi-Fi.

3. Haxwmute Cnegyromi.

OtobpaskaeTcs 3apocC MOATBEP>KACHMA.

4. Haxmure OK.

Hacrpoiiku nmpuHTepa 06HOB/IEHBI.

CooTtBeTcTBYIOULAA MHOpMaLuA

= «Jloctyn k npunoxennio Web Config» Ha ctp. 27
= «[Tapametpni HacTpoiiku cetu IEEE 802.1X» Ha cTp. 113

= «He ypgaeTcst mOMyYnTh JOCTYII K IPUHTEPY WK cKaHepy nocne HacTporiku IEEE802.1X» Ha ctp. 119

MapameTpbl HacTponkn cetn IEEE 802.1X

MapameTpbli HacTpoiiku n onucaHume

IEEE802.1X (npoBoaHasn MOo>HO BKNIOUUTb NN OTKAIOYMTb NapameTpbl cTpaHuLbl (IEEE802.1X > OcHoBHbIe) ansa

NBQ) IEEE802.1X (npoBoaHas ceTb LAN).

IEEE802.1X (Wi-Fi) OTob6parkaeTcs cocTosHme nogkntodeHma IEEE802.1X (Wi-Fi).

Cnoco6 nogksoyeHus OTobpaXkaeT MeTo NOAKIIOUEHNA K TEKYLLEN CETH.

Twun EAP BblbepunTe napameTp Ana metofa ayTeHTUdMKaLUKM Mexay npuHTepom n cepsepom RADIUS.
EAP-TLS Heobxoaumo nonyunTb 1 UMNOPTUPOBAaTL cepTuduKar,

nognucaHHbin LIC.
PEAP-TLS
EAP-TTLS Heob6xoanmo HacTpouTb Naporb.
PEAP/MSCHAPv2

NpeHTndukatop YkaxuTe ngeHtudumkatop (ID) ona ncnonb3osaHua npu ayteHTudrkaumm cepsepa RADIUS.

nonb3oBaTesns
Beeaute ot 1 o 128 1-6anToBbix cumsonos ASCII (c kogamu ot 0x20 go Ox7E).

MNaponb YKaxute naposib Ana ayTeHTMouKaumm npuHTepa.

Beegute oT 1 go 128 1-6aiiToBbix cumeonioB ASCII (c kogamu ot 0x20 go Ox7E). Mpwu
ncnonb3oBaHuu cepeepa Windows B Kauectse cepeepa RADIUS moxkHO BBeCTM Jo 127
CYIMBOJIOB.

MNopaTeepxaeHne naponsa MopTeepauTe BbiGPaHHbIM Napornb.

NoeHtndukatop cepsepa MoxHo yKa3aTb ngeHTrdbuKaTop cepsepa Ana ayTeHTMdUKaLmm C onpepeeHHbIM CepBepoM
RADIUS. AyTteHTndukatop nposepseT Hannuue ID cepsepa B none subject/subjectAltName
cepTuduKata cepepa, KOTopbli NIMbo oTnpasnsaeTca ¢ cepsepa RADIUS, nn6o HeT.
Beeaute ot 0 o 128 1-6anToBbix cumsonos ASCII (c kogamu ot 0x20 go Ox7E).

MNpoBepKa NOANIMHHOCTU MoHo 3apaTb MpoBepPKyY cepTrdUKaTa HE3aBUCKMO OT METOA ayTEHTUPMKALMN.

ceptTudurkaToB Nmnoptupyiite ceptudurkat 8 Ceprudukar LIC.
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MapameTpbl Hactpoiku n onucanune

AHOHUMHOE UMA Mpw Bbibope 3HaueHna PEAP-TLS, EAP-TTLS vnn PEAP/MSCHAPvV2 gna napametpa Tun
EAP MOXHO 3afiaTb aHOHMMHOE MMA BMeCTO naeHT1dMKaTopa nonb3oBaTena Aia nepson
¢da3bl PEAP-ayTeHTUUMKaLMN.

Beeaute o1 0 1o 128 1-6anToBbix cumonoB ASCII (c kogamu ot 0x20 ao 0x7E).

Kpuntorpapuueckas Mo>HO BbI6paTh OAVH 13 YPOBHEN, YKa3aHHbIX HUXKe.
CTOMKOCTb

Bbicokui AES256/3DES

CpegHss AES256/3DES/AES128/RC4

CooTBeTcTBYIOWAA MHpopmaLus

= «Hacrpoiika cetn IEEE802.1X» Ha cTp. 112

HacTponka ceptudukara ana IEEE802.1X
Hacrporite kmnentckuit cepruduxar s IEEE802.1X.ITpu ycranoBke Mo>kHO ucnonb3oBatb EAP-TLS 1 PEAP-
TLS B xauectBe Metopa ayreHTudukaryu IEEE802.1x.Eciu Heo6x0a1Mo HaCTpOUTh cepTuuKaT eHTpa

ceprudukanuy, nepeiifute K pasgeny Cepruduxar IIC.

1. Boiigure B Web Config n Boibepute Bknanky BesomacHocTs cetu > IEEE802.1X > CepTudukar KIueHTa.
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2. VYxaxure cepruduxar B none Cepruduxar KIueHTa.

MO>XHO CKOIIMPOBaTh CepTUIKAT, €C/IN OH OITYONMMKOBAH LIeHTPOM cepTr¢uKarmmu. YTo6bI CKOMMPOBATh
ceptudukar, Boibepute ero B cincke Konuposarp us u menkunure Konmp..

EPSON

Status Print Scan'Cops Fax Hetworc Nistaroil Security Praduct Seoury Device Management Epsan Cpen Plafierm

| 1EEEB02.1X > Client Centificate

SELTLES
-T2,
sCavwlcana

FaeciP Fillerng
Elagac

EEES0T1E
By

O v Tollowing paige, make Songs on B CA cartficale fo varty pesr cerilcates
A Gyl

Cibara Carbficale

Copy Fiom Cartficate for SSL/TLS - m

s

CooTtBeTcTBYIOWAA MHopMmauua

= «Jloctyn k npunoxennio Web Config» Ha cp. 27

= Jlonydenne u uMnopT ceprudukara, nogmucansoro L{C» Ha ctp. 87

NMpoBepka coctoaHunA cetm IEEE 802.1X

Cratyc cetu IEEE 802.1X MO>XHO IIpOBEPUTD, pacledaTaB CTPAaHUIYy COCTOSAHNA CETU.[JONOTHUTEIbHYIO
MHQOPMAIINIO O eYaTy CTPAHULIBI COCTOSHMA CETY CM. B JOKYMEHTAlMM K IPUHTEPY.

Npentndukartop cratyca Crartyc IEEE 802.1X
Disable OyHKuwmA IEEE 802.1X BblkntoyeHa.
EAP Success AyTeHTndukauma IEEE 802.1X npoLuna ycnewHo, AOCTYMHO NOAKIIIOYEHNE K CeTU.
Authenticating AyteHTudumkaums IEEE 802.1X He 3aBepLueHa.
Config Error C6oi ayTeHTUdMKaLMK, TaK Kak ID nonb3osaTens He 3afaH.
Client Certificate Error C6oii ayTeHTUdMKALMK, TaK KaK KIIMEHTCKUI cepTudmKaT ycTapen.
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UpenTudukarop craryca

Cratyc IEEE 802.1X

Timeout Error

C6011 NpoBepKMN NOAANHHOCTY, TaK KaK HeT oTBeTa oT cepeepa RADIUS n (nnu)
cepTndrkaTa CETEBOro KOHLEHTPATOPa KOMMYTUPYIOLLEro T!Ma.

User ID Error

C6oii ayTeHTUdMKaLMK, Tak Kak ID nonb3oBatens npuHTepa 1 (nnn) ceptudmrkar
NPOTOKOJa HEBEPEH.

Server ID Error

C6ow ayTeHTUdUMKaLmMK, Tak Kak ID cepBepa B cepTndukate cepsepa u ID cepsepa
He COBMapaloT.

Server Certificate Error

C6olt ayTeHTUdMKALMK, TaK KaK MPUCYTCTBYIOT CrieflytoLve oWwmnbKy B
cepTudukare cepsepa.

1 Ceptudukar cepsepa ycrapern.

[ Uenouka cepTudukaTa cepepa HeBepHa.

CA Certificate Error

C6oii ayTeHTUdMKALMK, TaK KaK MPUCYTCTBYIOT ClieflytoLyie OWnOKN B
ceptndukare LIC.

[ YkaszaHHbIl cepTudukat LIC HeBepeH.
[ MpaBunbHbii ceptudumkat LIC He MUMNoOpTMPOBaH.

1 Ceptudwmkat LIC yctapen.

EAP Failure

C6oii ayTeHTUdMKALMK, TaK KaK MPUCYTCTBYIOT CrieflytoLve OWmnbKy B HACTPOMKax
npuHTEpa.

(A Ecnwn gna napametpa Tun EAP 3apaHo 3HayeHne EAP-TLS vnu PEAP-TLS,
cepTMdUKaT KNNeHTa ABNAETCA HEAOMYCTUMbIM WA UMeeT onpeaeneHHble
npobnembl.

(1 Ecnv gna napametpa Tun EAP 3agaHo 3HayeHne EAP-TTLS vinu PEAP/
MSCHAPvV2, ngeHTtndumkatop nonb3osBaTens uiv naposib He ABNAITCA
AOMNYCTVMbBIMU.

PeweHne npob6nem, CBA3aHHbIX C paclUMPEeHHOWN

6e30nacHOCTbIO

BoccTtaHoBneHme HacTpoekK 6e3onacHoOCTIN

I[Tpu co3maHuy Cpenpl C IOBBIIIEHHBIM YPOBHeM Ge3omacHoCTH, Hanpumep IPsec/dunprpanyst IP wn
IEEE802.1X, MO)XeT IIOHaf00MTCs CBA3ATbCS C YCTPOICTBAMY BCIECTBIE HETOMYCTUMbIX HACTPOEK UK
Ipo6JIeM C YCTPOJICTBOM MIIN CepBepOM. B 3TOM ciydyae BoccTaHOBMTE HACTPOIIKM 6€30IIaCHOCTH, YTOOBI
MIOBTOPHO BHECTM HACTPOMKY Ha YCTPOICTBE MY paspelInTb BpeMeHHOe UCIIOTb30BaHMe.

OTknoyeHne GpyHKLUM 6€30NacHOCTY C NTOMOLLbIO NaHeNu ynpaBieHus

MoxHo oTkmounts IPsec/dunprpanmio IP wnu IEEE802.1X Ha mmaHenu ynpas/ieHns IpUHTepa.

1.

2.

Bribepure Hactp. > O6mue napamerpsi > Hacrpoiiku cern.

Bri6epure PacmpenHsre.
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3. Bbibepurte OfVH 13 CTEAYIOLIUX 9TEMEHTOB, KOTOPble MO>KHO OTK/TIOUNTD.
1 Orxmounts IPsec/ @unbrpanus IP

1 Orxmounts IEEE802.1X
4. Bribepure [Jamee Ha 9KpaHe MOATBEPXKIEHNU.

5. TIlocne mosBIeHNsA COOOIEHNSA O 3aBepIICHNY BbIOepUTe 3aKPBITh.

B ciyuae ecnu Bbl He BriOepeTe 3aKphITh, OKHO aBTOMAaTUYECKY 3aKPOETCs II0 UCTEYeHUH OIIPEie/IeHHOTO
BpEMEHN.

HEﬂOﬂaAKI/I npn ncnojib3oBaHn d)YHKI.I,I/IﬁI 3alunTbl CcetTn

3a6bIT npegBapuTENbHbIN KNIOY

CHoBa HacTpoiTe npeABapuUTeNbHbIN KNIou.

Yr06BI M3MEHUTD K04, OTKpoliTe Web Config u Bei6epute Br1anky besonacHocTs cetu > IPsec/@uibrpamsa
IP > OcHoBHble > CTaHAapTHaA NOMMTHKA 1M IpynnoBasd nommTuka.

V3smeHnenne O6III€I‘0 KJIro4a nogpasyMmeBaeT HaCTpOI?IKY 0611161‘0 KiIro4a 11 KOMIIbIOTEPOB.

CooTtBeTcTBYIOWAA HPopmauua

= «Jocryn k npunoxkerunio Web Config» Ha ctp. 27

He ypaetca coeguHntbca no nporokony IPsec

YKaxurte anropuTm, He HOAAep)KIIIBaEMbIﬁI NMPUHTEpPOM WIN KOMMNbIOTEPOM.

[TpunTep noppep>xuBaeT ciefyomue anroput™bl.IIposepbTe napaMeTpbl KOMIIBIOTEPA.

MeTopabl o6ecneueHnsn 6e3onacHo- Anroputmbi
cTn
Anroputm wndposaHua IKE AES-CBC-128, AES-CBC-192, AES-CBC-256, AES-GCM-128 *, AES-GCM-192
¥, AES-GCM-256 *, 3DES
ANropuTm NPOBEPKN NOASIMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5
IKE
AnropuTtm obmeHa Kntoyamu IKE Mpynna DH 1, rpynna DH 2, rpynna DH 5, rpynna DH 14, rpynna DH 15,

rpynna DH 16, rpynna DH 17, rpynna DH 18, rpynna DH 19, rpynna DH 20,
rpynna DH 21, rpynna DH 22, rpynna DH 23, rpynna DH 24, rpynna DH 25,
rpynna DH 26, rpynna DH 27 *, rpynna DH 28 *, rpynna DH 29 ¥, rpynna

DH30*

AnropuTtm wndposaHua ESP AES-CBC-128, AES-CBC-192, AES-CBC-256, AES-GCM-128, AES-GCM-192,
AES-GCM-256, 3DES

ANropuTm NPoBEPKN NOASIMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5

ESP
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MeTogbl o6ecneyeHun 6esonacHo- Anroputmbi
cTn

AnropuTtm NpoBepKnN NOAIMHHOCTA SHA-1, SHA-256, SHA-384, SHA-512, MD5

AH

* ocrynHo Tonbko ana IKEv2.

CooTBeTtcTBYIOLAA MHPopMmaLua

= I1IudpoBaHHbLl KaHAN CBA3Y ¢ UCHONb30BaHneM [Psec/dunbrpamyu IP» Ha crp. 100

HeoxunpaHHan noTepsa coeguHeHNA

IP-agpec npuHTEepa N3MeHeH Ui He MOXXET NCNOoJIb30BaTbCA.

Ecnu IP-agpec, 3aperucTpupoBaHHBII /I IOKaJIbHOTO afipeca B [pymoBas MommuTuKa, MSMEHEH VIV He MOXKeT
JICIIOZIb30BAThCs, CBsI3b IPsec OymeT HeBo3MoXKHa. OTK/II0UMTE TPOTOKOT IPsec ¢ MOMOIIbIO TaHe N YIIPaBIeHNUs
IpMHTepa.

Ecnu pannsie DHCP ycrapenn, DHCP-cepsep nepesarpyskaercs uin IPv6-agpec ycrapern mu6o He O6bl IOTy4eH,
TO MOXKET OKa3aTbCs HeHalifileHHBIM IP-afpec, 3apeructpuposanHblit Ay npunoxkerns Web Config (Bkmazgka
be3zonacHocth cetu > IPsec/@unprpanus IP > OcHoBHble > IpynnoBas nonmutuka > JlokanbHblii agpec
(mpuHTep)) Ha IpUHTEDeE.

Vcnonbsyiite cratudeckuit IP-agpec.

IP-aApec KoMnbloTepa N3MEHEH NN He MOXeT NCnoJib30BaTbCA.

Ecnu IP-agpec, 3aperncTpupoBaHHbII 714 Y/laJIeHHOTO afjpeca B IpynnoBas MoMnMTHKa, U3MEHEH UM He MOXKET
MCIIOIb30BaThCs, CBsA3b [Psec OymeT HeBO3MOXKHa.

Orkrounte poToKos IPsec ¢ moMolbro naHeny yrpasaeHUs IPUHTepa.

Ecnu ganusie DHCP ycrapenn, DHCP-cepBep nepesarpysxaercst unu IPv6-agpec ycrapen mu6o He 6bUI IOy 4eH,
TO MOXKET OKa3aThCs HeHalieHHbIM IP-azipec, 3apeructpupoBanublit A mpuioxenns Web Config (Bkiagka
BesomacHocth cetu > IPsec/®unprpanus IP > OcHoBHble > IpynmoBas monutuka > YyamneHHbIi1 agpec(ysen))
Ha IIpUHTEDE.

Vcnionbsyiire cratudeckuit IP-agpec.

CooTtBeTcTBYIOLas nHpopmauus

= «Jlocryn k npunoxeruto Web Config» Ha crp. 27

= Il poBaHHbIIT KaHAI CBA3K C UCronb3oBanueM IPsec/gunbrpanyu IP» Ha ctp. 100

HeB03MOXHO co3aaTb 6e3onacHbin nopT nevatu IPP
B kauecTBe cepTudmKata cepepa ansa coeguHeHuns SSL/TLS ykasaH HenpaBunbHbI cepTuduKar.

Ecnu YKa3aHHI)II71 CepTI/ICbI/IKaT HE ABJ/IAETCA IIpaBUIbHBIM, CO3[aHME IIOPTa MOXXET 3aBEPIINTDHCA
HeYJIa‘{eI‘/'I.Y6e,HI/ITer B IIpaBMJIbPHOCTU UCIIO/Ib3yEMOI'O CCPTI/I(bI/IKaTa.
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Ceptnéukar LIC He UMNOPTMPOBAH Ha KOMNbIOTEP, C KOTOPOTO0 OCYLLUECTBAAETCA AOCTYN K NPUHTEPY.

Ecnu ceptuduxar LIC He MMIIOPTUPOBAH Ha KOMIIBIOTEP, CO3TaHMe IIOPTa MOXKeT ObITh HEBO3MOXXHO. YOenuTech,
yto ceprudukar LIC nMmmoptuposaH.

CooTtBeTtcTBYIOLAA MHPOpMaLuA

= I1ludpoBaHHbLL KaHAN CBA3Y ¢ UCIIONb30BaHneM IPsec/unbrpamyu IP» Ha cTp. 100

He yaaetca nogkniountbca nocne Hactpouku IPsec/unbrpauumn IP

HeBepHblie napameTpbl IPsec/dunbrpavum IP.

Ortkmounrte IPsec/¢unbrpanyio IP Ha naHenu ynpasaeHus npuHTepa. JIogkmounTe IPUHTEP U KOMIIBIOTEP U
CHOBa HacTpoiiTe nmapamerpsl IPsec/dunprpanmyn IP.

CooTtBeTcTBYIOWAA MHPopmaLua

= «IlludpoBaHHbIIl KaHaN CBA3M C UCTIONb3oBaHneM IPsec/gunbrparyn IP» Ha cTp. 100

He ypaetca nonyuntb AOCTYN K NPUHTEPY UAN CKaHepYy Nnoc/ie HaCTPONKN
IEEE802.1X

HeBepHblie napameTtpbi IEEE802.1X.

Orkmounte IEEE802.1X 11 Wi-Fi Ha nanenu ynpasnenus npuHTepa.llogkmounte NpuHTEp U KOMIIBIOTEP, 3aT€M
nosTopHo HacTporite IEEE802.1X.

CooTBeTcTBYIOULAA MHOpMaLuA

= «Hacrpoiika ceru IEEE802.1X» Ha ctp. 112

Henonapkv npun ncnonbsoBaHnm unpposoro ceptndunkKara

HeBo3moxHo nmnopTuposartb Ceptudpukar, nognucanubin LIC

Ceptudukart, nognucavubii LIC n nHpopmauuma B CSR He coBnagalor.

Ecmu nndopmanys B Ceprudukat, nogumucanssiit IIC u B CSR He coBnagator, CSR He ymacTcs
uMnoptupoBatb.lIpoBepbre crenymnoliee.

(d VimnopT ceptu¢uKaTa BHIIOTHIETCA HA YCTPOICTBO, KOTOPOE He MMeeT aHaTOIMYHON nH(popMarumu?

ITposepbre nHGopManmio CSR, a 3aTeM UMIOPTUPYIITE CePTUPUKAT HA YCTPOIICTBO, KOTOPOE UMeeT TY XKe
uH}popManmIo.

[ TTepesamnycaH mu coxpaHeHHbI npuHTepoM CSR mocre otrpaBku CSR B 1ieHTp ceprudukanmu?

IMomyunte cHOBa cepTuduKat, nogmicannblit 1JC, c nomomipio CSR.
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Ceptudukart, nognucavubin L|C 6onbuie 5 Kb.

Hesnpas nmnoptuposats ceptudukar Ceprudukat, nognucanusii LIC pasmepom 6ombiie gem 5 Kb.

HeBepHbIi1 naponb ANA uMnopTa cepTudukara.

BBenuTe npaBuipHbI Maponb.Eciu maporb 3a6bIT, TO UMIOPTHPOBATh cepTuduKaT HeBo3MoxKHO.Eirje pas
nonyunte Ceptudukart, nognucanusiii LIC.

CooTtBeTtcTBYIOLAA MHOpMaLuA

= «Vmmnopt ceprudukara, nogmucanzoro L[C» Ha cTp. 90

HeB03M0XXHO 06HOBUTb Camo3aBepaWNN cepTuduKar

He BBegeH napametp O6uee nms.

Hy>xno BBecTn O61mee mms.

B napametpe O6Liee nMA NCNONb30BaHbl HENoAAepPXKBaemMblie CUMBOJbI.

Beenure ot 1 o 128 cumBonos win B popmatax IPv4, IPv6, umenu xocta, umu B popmate FQDN B ASCII (ot
0x20 go 0x7E).

B o6wem nMmeHn ncnonb3oBaHbl 3anfaTas uam npoben.

Ecnu BBefeHa 3amsitas, To O6uiee mMs pasmenseTcs B 9Toit Touke.Ecim o min nocie 3ansToit BBefieH TOMBKO
po6ert, TO BO3HUKAET OIIMOKa.

CooTtBeTcTBYIOLas nHpopmauus

=» «O6HOBNEHNE caMO3aBepsALIero ceprudukara» Ha cTp. 94

HeBo3mo>xHO co3aatb CSR

He BBegeH napametp O6uee nms.

Hy>xno BBecTu O611ee mms.

B napameTtpax O6uee nma, OpraHnsauma, OpraHnsaynoHHoe noapasaeneHue, HaceneHHbI NYHKT 1
LWrat/MpoBnHLNA NCNonb3oBaHbl HenoaaepKBaemble CUMBOJIbI.

BBepure cumBossl unu B popmarax IPv4, IPv6, umenn xocta, wiu B popmate FQDN B ASCII (ot 0x20 mo 0x7E).
B napameTtpe O6Liee nMA NCcNoNb3oBaHbl 3anATaA unu npoben.

Ecnu BBefeHa 3amsitasi, To O61yee MM paspernsieTcsi B 9Toit Touke.Eciu o nnm moce 3amsToit BBefieH TOMbKO
po6es, To BO3HUKAET OLINOKa.

CooTBeTcTBYIOWAA nHPopmauus

= Jlonyuenne ceprudukara, nognucanuoro 11C» na crp. 87
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MoABneHve npegynpexaeHuns, Kacawweroca uupposoro ceptudpmkara

CoobLeHnn MpuunHa/pencTena gna yctpaHeHna

BeegunTe ceptndmKar cepeepa. MpuunHa
He Bbi6paH daiin ana umnopTa.
[encTBna ana yctpaHeHnsa

BbibepuTte dpain n Haxxmute UMnopr.

Ceptudukat LC 1 He BBefeH. MpuunHa
Ceptudukat LIC 1 He BBefieH, BBeAeH TonbKo cepTrudukar LiC 2.
OencreBna gna yctpaHeHnsa

NmnopTtupyiite ceptudurkar LIC 1.

Heponyctumoe 3HaueHne BHU3Y. MpuunHa
Henopaep:kmBaemble CMMBOJIbI cofiepaTca B NyTn K darny u (unn) B napone.
OencTeuna gna yctpaHeHns

Y6eauTtecnb, 4To CMMBOJbI AN1A AAaHHOIO NapaMeTpa BBeAEHbI NPABUIbHO.

Heponyctumble gata v Bpems. MpuunHa
JlaTta 1 BpemsA npuHTepa He YCTaHOBMEHbI.
[eincTBna gnA yctpaHeHns

YctaHoBuTe Aaty 1 Bpema ¢ nomouybto Web Config, EpsonNet Config nnv naHenu
ynpaBeHnsa NprHTepa.

Heponyctumbiin naponb. MpuunHa

Maponb, ycTaHOBNEHHbIN Ana cepTudmkata LIC, n BBeAeHHbIN Naposb He
COBMajaloT.

Oencrena gna yctpaHeHnsa

Beeaute npaBunbHbIN Naposb.

Heponyctumbliii dann. MpuunHa
CepTndukat B popmate X509 He umnopTupyetcsa.
[encTBna gnAa yctpaHeHns

Y6eputecn, UTo BbIOPaH NpaBuibHbIN cepTUdUKAT, MPUCIAHHbIA HAAEXHbIM
LeHTpOM cepTuduKaumnn.

MpuunHa
NmnopTtupyembiii dann cnnwkom 6onbLioi. MakcmanbHbIi pa3mep daiina 5 Kb.
[encTBna gnA yctpaHeHns

Bbl6paH npaBunbHbINn Gpaiin, ogHaKo cepTUPKKAT MOXKET ObITb MOBPEXKAEH UK
nogaenat.

MpuunHa
Llenouka, copepxalyanca B ceptnudukare, ABAAETCA HEAONYCTVMOMN.
[encTena gna yctpaHeHns

[Ans nonyuyeHns JONONHUTENbHOW MHbOPMaLMK O cepTidrKaTe CM. CalT LEHTPa
cepTuduKaumm.
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Coob6ueHnna

MpuunHa/pencrena ana yctpaHeHns

Henb3Aa ncnonb3oBatb cepTudurkat
cepBepa, BKYaloLwumii bonee Tpex
ceptudukartos LIC.

MpuunHa
Maiin ceptudmkata B popmate PKCS#12 copepxunt 6onee yem 3 ceptudukata LIC.
OencTeuna gna yctpaHeHnsa

BbInonHUTe MMNOPT Kaxgoro ceptudrikata nyTem KOHBepTaumm 13 popmarta
PKCS#12 B popmat PEM mnun BbinonHuTe umnopT daina ceptndurkarta B popmate
PKCS#12, koTopbliin copepxunT Ao AByx ceptudunkartos LIC.

Cpok gencteua ceptndmrKarta NUCTek.

[poBepbTe 4eNCTBUTENbHOCTb
cepTuduKaTta UM 3HaYeHve gaTa u
BpeMs B CBOEM MpUHTepe.

MpununHa

Ceptudukat ycrapen.

OencTeuna gna yctpaHeHns

1 Ecnu ceptudukat yctapen, To NofyuYnTe U UMAOPTUPYIATE HOBbIV cepTUdUKaT.

0 Ecnu ceptudukart He yctapen, To ybegutech, UTo faTa 1 Bpems npuHTepa
YCTaHOBMEHbl NPaBUbHO.

TpebyeTcs 3aKPbITbIN KoY.

MpununHa
OTCyTCTBYET MAPHBIN CEKPETHBIN KNOY C CEPTUOUKATOM.
Oencrena ana yctpaHeHnsa

1 Ecnu ceptudukat npefctasneH B dopmate PEM/DER v nonyyen us CSR npu
NOMOLLM KOMIMbiOTepa, TO yKaxkuTe $ain C CEKPETHbIM KIIOUYOM.

1 Ecnn ceptndukat npeactasneH B dopmate PKCS#12 n nonyyeH us CSR npu
NomoLLM KOMMboTepa, To co3panTe daiin, cogepKalinii CEKPETHbIN Koy,

Mpuunna

Bbin noBTOpHO MMNOpPTUPOBaH cepTndmKaT B bopmate PEM/DER, nonyyeHHbIl 13
CSR npwu nomowm Web Config.

[encTBna gna yctpaHeHns

Ecnu ceptndukar B popmate PEM/DER n nonyuen n3 CSR npu nomowm Web
Config, To ero MOXXHO MMOPTUPOBATb TONbKO Pas.

He ypanocb BbIMOAHNUTbL HACTPOWKY.

MpuunHa

HeBO3MOXHO 3aBepLINTb HACTPOIIKY 13-3a NOTEPY COEAVHEHUA MEXAY
MPVHTEPOM U KOMMbIOTEPOM, HEBO3MOXHO CUMTATb (Gaisi No NPUUNHE BO3HUKLLINX
owmnboK.

OencTeBna gna yctpaHeHnsa

Mocne npoBepku ykazaHHoro dalina 1 coeguHeHns MMNOPTUPYNTe daiin cHoBa.

CooTBeTcTBYIOWAA nHpopmaLus

» «O undposom ceprudukare» Ha cTp. 86

Ownb6ouHoe yaaneHue ceptudpumkara, nognucanHoro LIC

Ansa ceptudukara, nognucavHoro LIC, He co3faeTca pesepBHOI Konuu.

I[Tpu Hamuuuy pesepBHOIL Koy ¢aitaa UMIOPTUPYIITe CepTUPUKAT CHOBA.

HeB03MOXHO ITIOBTOPHO MMIOPTHPOBATD YAAIEHHBI cepTuIKAT, e/ OH ObIT IoTy4eH ¢ oMolnbio CSR us
npunoxenusa Web Config.Cospaiite CSR n nonyunre HOBBIN cepTuduKar.
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CooTBeTcTBYIOWAA MHpopmaLus

= «Ynanenue ceprudukara, nopnucannoro [{C» Ha ctp. 92

= «VImmnopt ceprudukara, nogmucanzoro L{C» Ha cTp. 90
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