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Microsoft®, Windows®, Windows Server®, and Windows Vista® are registered
trademarks of Microsoft Corporation.

Apple, Mac, macOS, OS X, Bonjour, ColorSync, Safari, AirPrint, iPad, iPhone, iPod 1
touch, TrueType, and iBeacon are trademarks of Apple Inc., registered in the U.S. and
other countries.

Use of the Works with Apple badge means that an accessory has been designed tod
work specifically with the technolo? identified in the badge and has been certified by
the developer to meet Apple performance standards.

Chrome, Chrome OS, Google Play and Android are trademarks of Google LLC.Q

Albertus, Arial, Coronet, Gill Sans, Joanna and Times New Roman are trademarks of(d
The Monotype Corporation registered in the United States Patent and Trademark
Office and may be registered in certain jurisdictions.

ITC Avant Garde Gothic, ITC Bookman, Lubalin Graph, Mona Lisa, ITC Symbol, d
Zapf Chancery and Zapf Dingbats are trademarks of International Typeface
Corporation registered in the U.S. Patent and Trademark Office and may be

registered in certain other jurisdictions.

Clarendon, Eurostile and New Century Schoolbook are trademarks of Linotype (1
GmbH registered in the U.S. Patent and Trademark Office and may be registered in
certain other jurisdictions.

Wingdings is a registered trademark of Microsoft Corporation in the United Statesd
and other countries.

CG Omega, CG Times, Garamond Antiqua, Garamond Halbfett, Garamond Kursiv, d
Garamond Halbfett Kursiv are trademarks of Monotype Imaging, Inc. and may be
registered in certain jurisdictions.

Antique Olive is a trademark of M. Olive.d
Marigold and Oxford are trademarks of AlphaOmega Typography.d

Helvetica, Optima, Palatino, Times and Univers are trademarks of Linotype Corp.d
registered in the U.S. Patent and Trademark Office and may be registered in certain
other jurisdictions in the name of Linotype Corp. or its licensee Linotype GmbH.

ITC Avant Garde Gothic, Bookman, Zapf Chancery and Zapf Dingbats ared
trademarks of International Typeface Corporation registered in the United States
Patent and Trademark Office and may be registered in certain jurisdictions.

PCL is a trademark of Hewlett-Packard Company. 1

Adobe, Acrobat, Photoshop, PostScript®3™, and Reader are either registered
trademarks or trademarks of Adobe in the United States and/or other countries.
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Arcfourd
This code illustrates a sample implementation of the Arcfour algorithm.
Copyright © April 29, 1997 Kalle Kaukonen. All Rights Reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that this copyright notice and disclaimer are retained.

THIS SOFTWARE IS PROVIDED BY KALLE KAUKONEN AND
CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
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HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
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OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Firefox is a trademark of the Mozilla Foundation in the U.S. and other countries.

The Mopria™ word mark and the Mopria™ Logo are registered and/or unregistered
trademarks of Mopria Alliance, Inc. in the United States and other countries.
Unauthorized use is strictly prohibited.
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o

mymn

DX nwn oy AWPN AWRD 10T AYTIA

Connection test was
successful.

WK 1YTIN T AYTIN
nw1d N2 NeX noaTn (A
nawvm SMTP mw

mMwpnn i pn nwan an Jd

ombw orx Hapnnw omnin

SMTP server communication
error. Check the following. -
Network Settings

WK 1YTIN T AYTIN
nw1d NN neX noaTon 4
navm POP3 mw 4

mMwpnn i pn nwan an Jd

ombw oKX Hapnnw omnn

POP3 server communication
error. Check the following. -
Network Settings

WK RPN T YT
S5wa1 DNS nawb ann A

mowa1 SMTP naw 1ay own noabirn [

An error occurred while
connecting to SMTP server.
Check the followings. - SMTP
Server Address - DNS Server

WX YD T OYTIn
Swar DNS nwb i A

POP3 mw 12y ow nir bwaa

An error occurred while
connecting to POP3 server.
Check the followings. - POP3
Server Address - DNS Server

5wa1 SMTP mw nmex qwxo oM AT AYMn

SMTP server authentication
error. Check the followings. -
Authentication Method -
Authenticated Account -
Authenticated Password

5wa1 POP3 mw mim X qwKa 191m 11 nymin

POP3 server authentication
error. Check the followings. -
Authentication Method -
Authenticated Account -
Authenticated Password

ond XY 13751.7101'15 oy NMwpn YD N0 NAX WX NPT T AYTIn
12N

Unsupported communication
method. Check the followings.
- SMTP Server Address -
SMTP Server Port Number

73



Y v npn naon < wintwn by noaan Sw mipnm non < NMIIWRA NI7TA0 PIX21 NOHTNA NAon

o

mymn

TWRI IR ,MPY 15 mw pa SMTP nnxnn-'X nwnann 2wKd nymin  aymin
.(SSL m12°n) nvawxn SMTP mama 9min X nwn
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Connection to None.
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Connection to SMTP server
failed. Change Secure
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The connection is untrusted.
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and Time
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.CA Certificate axar

The connection is untrusted.
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Certificate
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The connection is not secured.
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Sender's Email Address is
incorrect. Change to the email
address for your email service.
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Cannot access the printer until
processing is complete.
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Jnt poa yx
.Use LDAP Server 1102 Do Not Use 7na1 (4

mna 7121 Kerberos Authentication ox 1
,Realm (Domain) 1o mn1an ,Authentication Method
.mrpn 11X Port Number (Kerberos)-1 KDC Address

-i1 DAY N0OTNA MY AT NNTANW DN ,'7WDJ M2AMAWI AYeIN T AYTIN Connection test failed.

.mnxin x LDAP )
Check the date and time on

your product or server.

>N M2onn nYEm NYIan Authentication failed.

.om21 orx Password /1 User Name (1 Check the settings.

,Authentication Method-> 1na1 Kerberos Authentication ox 1
DTN DPXR TARNA/NPwnw 1pnn

P10 NOTIN WX Nymn 1 1y | Cannot access the printer until
processing is complete.

OpPDh NAW MYXNNXA DOpLD nms

5X MMOPHR IXIT MHYWH SN opoi MW AR TTANY NKRD .NwNa ©pD NNW MYYNKRA 00pa mdwh bmn
MW .JMYIAw NDDTAN DW DpOI NNON MYYNKI MK MHWH 191 XD ,0poi 101 N2 Opai MW
MW NNTAN DX MOPHOR IRIT N21N25 31N 19N D 0P 150N Win'w TN Ophi DX MW Dpai

.nootaw LINE nxwenn oops mbwb bmin X5 ,nwsirn opon
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735 nmrenb
73D ,0P5 MW MTIN 07010 N53p5 070011 07018 N5ap5 75w Mron ¥ S8 15 ,nwa Anonn nbyai 15

00X 005 N1TY ,7505

A

LAN

i
5 C &

XXXXXX@YYYYYY

»=

FAX

OPD MW X
(PSTN) n™12°¥ nammnan nabo nwn 2
DPD NI 17X MMOPOX INIT 2

JINR2A MN2NA 0Y OpL MW WA

oopa Sw nmhen " XXXXXX@YYYYYY" nnana :mopbx axT mymina ops mna 5aph noi
XXXXXX opn qnonb

opD Npon (XX XXXX
nooTAN " Y 701 WX opan W Sw T ow (YYYYYY

MIVPHX IXIT NYTIND DEEna opo Nl dw multi-Tiff nana Savd nbin

opPD1 ApNYn L,Ap"Mo L,ADDTA MAY NMATAN

09T MaY NMMNWNRA MATAN

108 T XWX 7™ 5T 122 DTN NMNTAN DX 270

noDTN NPYPNDA WIinWwn

210NN MYYNKRA 10571 NMYPNDL Winwi NX TWHN
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Sw nwAn Mmana 1M 2AWNN1 7 NWAN MM MAY AXX DX Rlashb) 1’5&7 ,11W11 NDOTNA wnnwib nan Sy
Ralslanyahl

noesTn Man o
N0 SW NwAn MM MY Mt MXAN MoTwn Y

(7w noaT) Ny oy Mmand

(Windows naw my¥nxa noat ;inw) mpb/nw mam

nmyb nmy Mam TN
Mamd 177 nwA-7w1d Sya oat P71 .avnnn ]’:15 NYA1 NOLTNA "2 N1NPW? 12NN M2MN AT

M2Mmn now
41071 TP X 127 MYYNNX2 nwn5 M NOOTAN NX 1an

;oo Sw pnnn Smn
.MpY awnn 532 noaTni 5w jpnnn Snan nx jpnn
NMTa0 X 150w 1pnan Sman nban nx paod hbn ,EpsonNet SetupManager-a winwi nya

Ralelapyall
Naphkpla} 9a)
Y n0DTAN DR NnHws 1T2aYn NTIAYW D1wn m™nN n>nnn 1o TN nmayd

.5 nooTAnw a1 5 paTd San

mpS/naw M2m MTan

nX 19wH 501N ,2NWN AWNN 77 121 1XYW M2 TMOKR5 "1 .NoaTAN MW awnnb nMwnn Mamn T
L1M0ARA

LDwn nrepnn XS5 nontn oa anwd nm ,USB-1 winwn nya

210 NOW
e nmpa Ik LAN ann myynxa nwnd noatnn nX 1an
.USB 520 myy¥nxa 17wr 19182 07w noaThn X 1and oa bmn

:nonTan Sw pnnn bmn
.mpbn mwnn Sw abyann nanynd oxnna Windows nawa noatnn Sw jpnnn Sman nx jpnn

111 MpSn Awnna nosTn bW jpnnn Smn jpmn ,noatan ey Windows nwb nwyna myynxa
22 wnnwnd

H=ihkila} 9a)

MYNRA NODTAN Sw 1pnnn Snin nx1 nooTan nx Smald
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0T MY A0DTAN MMAay 5aw mwn non TN NMay Nk > nnmb 1T YATYY AWONR NN v1onb oxnnald
.10DTNN MW

12191 Windows naw qwxo 0975 b2n x5

nmyb nmy a0 May 7o0T TN
.Mp5n awnn May RS-TR Sw o v L (77w noaTn) nmyb nmy Mam may
.mp5 awnn 532 jpmn nrnd 2rn noaTnn Jpnn Smn

n7,75/n7w M2°0 MN3Y 7057 M7
.ﬂ1p5/ﬂ'1'(0 T12°MD N2INHA NOYTANN OBTAD WK
21U NOOTNA DR ANW IX1 ,ADDTNN NAW DX 151N TN ,HTP'D/DT(U M2 May

NX qNW TR ,70DTAN MW DX 79N 03 170 ,0wS Nannnd nan Sy USB 5202 wnnwn nnk qwxd
.12 Noo TN

NWAn MR NTan
nwan nxey nx i 1 TCP/IP jpn mipymnxa f1ooTh n7wa nwa noDTh May o570 1N DK MY
.Windows Server 2012 R2 -1 winwn by nooian 1 nnaT

0DTNM DpNnn Jon NN NN .1
MORTM 0PN < 7N X 51P1 mmn < apan md < mman < nmayn ]I'ITDRD

N0HhTn oI .2
L1RWA2 AR PY ARY N0DETNA N2 TX1 ,N05TN {010 ]’ﬂ5

.MIpn NoaTR A0 .3
X2 YD IR LN MNTAN DY 1WA NODTR IR NMMIPR NODTA {91 A

Xan by yrd 1 ,nxewn 00 nupn TCP/IP nxexr qna ,awTn AR My na .4

_ ==
@ e Add Printer

Choose a printer port

A printer port is a type of connection that allows your computer te exchange information with a printer,

() Use an existing port: LPT1: (Printer Port)

@ Create a new port:

Type of port |standard TCP/P Port -

MNesxt ]| Cancel
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n21n5 X neoTa ow X IP nans ik nakn owa noxTnn ow nX X noatn bw IP-n nana nx e .5
Xanyno o L IP

AT
EPSONA1A2B3C :noom ow(d
192.0.2.111 :IP nainod

SRR DW DX Mawn 5X
JURNWR AWR NNp3A 0N XY WX Twni Ynd

i =]
@ iy Add Printer

Type a printer hostname or IP address

Device type: TCP/IP Device

Hostname or IP address: O KON 0K

Port name: KR XHK KRR

Next ]l Cancel

735 nmwnb
5w IP-11 n21n2 oX 01 IP n2ins K 3pyn yxan® ,0w n»¥1oira a0t 72w nwia nos T oW NN 17¥n OX
nonTHA 5w 17pan mba nwan pwwo Ton Tinn NodTHA oW NN AWKS 5911 .DHCP »1 5y nnnw noosnai

1w D1V 11752 1IN

.o TAN Sw ipnnn S mman .6
:PMI 1220 neaTrn Sw pnnn Smn ox A
X271 YIS .monTm Y Ana

JJonn by mavinn My oxnna bya L7

nx yx¥a ,( serverWindows my¥nxa nonTn ;N w) mpdn / N7wn MM 1NN NO5TNA D"WNRNWH TWR
19K IXOR MNTWn NNTan

Windows — nxe¥'n nmien npra
J10DTAN MN MY 121237 AR 7770 DX P72

0DTNM DpNNn Jon NN NN .1
MOETM 01PN < 7N X 51P1 mmn < apan md < mman < nmayn ]I'ITDRD

.NDDTAN MNON JoN DR NNa .2
J10DTR mMNan by yrd X1 ,noa i Sno by nane nxend yrb
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SR N naTan Sy ynd L nnpn TCP/IP nxexe ana ,mixeys nonwb Sy ynd .3

SN NMXN OX P17 4

RAW mapd
AR yrS X1 L 5preea Raw nanaw xn

LPR 12y

noo mwsX 1na LPR mmana nn owa "PASSTHRU" i 5ypiomea LPR nanaw xn
AR v 1 L,LPR ool

(7252 Windows) nosan qinw

nx 1N ,( server Windows myynxa noata minw) mpbn / N7wn 1120 NNN D05 TR DWHNWN WX
1097 MW TINN NoRTAN MW

.10DTAN NNWA MODTAI DUPNN ANYN < mpambana L1

< NDDTA MMORN NMNWHA NA X1 NS nxnaw (7osTn IN) N RN Sno by e nxrb ynb .2
M
AN DW 5X D137 X1 I NODTR ANW TNa .3

5w nmynn nx 21an i Change Sharing Options yn> ,Windows Server 2012 may
TN

(7252 Windows) oo oupnn *Sman napnn

NIWwa 00N 0MPNT DmN PPAnd vomn ,mnw mmpbn Swvr nwn bw Windows nixona ox
10D TN

L1087 DWW MYHTM D1pnn Aaxn < pa mbana .1

< nooTA AMoRn NwHn 5y prd 1 ,mmpd oy qnwb (n¥Naw nooTan Sno Sy nant nemb ynb 2
M

.00 PR Hmn ynd .3

5w mmynn nx 710 1 Change Sharing Options yn> ,Windows Server 2012 may
TN

SRy e mmph may Windows bw mxonaana 4

Jpnnn Snan nx pnn a (inf.*) noa n bw jpnnn Sman May yTen yap nXna .5

Windows — nomiwni nonTna wvinw

DYDY MK 701D TN 70D TAN MWD NXPINW 2wnnn Dwd ya1a mmpbn nx y1h noynn Sman by
770115 T2 MDA BAPNNA WNNWD 1Y MMp i DR Y1 11700 XS 1r1p 0v/801 1pnn »/Smn ox .ombw
.NDMWN NN NX

JMRAT MRS OXNN2 5P ,noDTAR Nwa 0501 1pnn /5nm TN ox

.Windows 1»oa noaTin nwb nypinw owana .1
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wnnwnb n¥n N2 noaTn Sy nhwa nynb ynd .2

2™ PR DTN

A1 pn 52 pyod wrw min o1 S nx Aman

.Web Config 5x nwi »13 19757 71in5 noan Sw IP-n nana nx i .1
.NDDTAMN NI WA MK 5X 12 awnnn noaTan Sw IP-1 nano nx
.X271 vMannn neaTan Sw IP-n nano nx pr1ab Son
nmp/Wi-Fi nwn 01000 < nwnn owvo < nwa mman < by mntan < mnTan

5mnd 013715 12 Srann nnoo X T .2

X211 7T02 M .3
Paper Source Settings < n'nwb Print

oMby 4
.2¥m1 0 5y manwnb oMy oaxnn 0men

Tmn pn owld
.Cassette 1 ,Paper Tray 1o ;7m0 mpn ow nx avn

Paper Sized
N2 ©BNAN T X ANRWY 170 5Ta X N2

Unitd
User defined 1wxao 11 nwax 71inab Snin .wnnwnn * Sy 21amn S man inn amnn nx N2
.Paper Size-2 mna
Width 4
Awnnwnn 5y T STan NN pINT TIRA DX M3
Width 7¥5> 1m¥n nrw 'm0 1m0 1pna 70 R0 b Smnw mion
SR MW 01pnd T 11 5oin ,Unit-2 mm anan ox
Oy mmipn 2w 1Y 11 5oin ,Unit-1 inch anan ox

Height(d
Aonnwni 7 5P 1 Tamna STan NN 12IX0 TIRA DX N2
.Height 1¥5 1¥n nrw 253 970 Mpna 750 183 b Sanw mion
SIAR Mwy D1pnS Ty i 570 ,Unit-2 mm 1nan ox
0mmwy mmpn 1w T 1o 5nn ,Unit-1 inch anan ox

Paper Typed
INDI VMBNAN TN 71NN ANKWY 137 N0 NX N2

OK 5y yr5 1on anx5 mmann nx ;11 .5
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Nwp YTm
20 Tnya "Smann nno S Sinn nma Ty e

pYnnn nNATan

.pwnn 535 In¥pINw NOLTAN NDW DX X PPW 10DTAN MMAY Sw nth pos nX TN

.PostScript 1x PCL nnxin nooma avin i1 v

.Web Config bx nwi5 »13 19757 7in> noan Sw IP-n naina nx 1o

.NDDTAM NI WA MK 5X 12 awnnn noatan Sw IP-n nano nx

X211 ©1annn nostn Sw IP-n nono nx p11ab boin

nmp/Wi-Fi nwn ovo < nwan 01ove < nwn ninTan < nrbds maman < mamn

5mnd v 13 Snann nno™ nX T

.X271 7702 M2
Interface Settings < nmwb Print

.0™M9 5 TN

Timeout Settings
JUSB myynxa niw mabwaw 1oaTan mmay Sw nti pod AX 1Tan
MIWA MW 300 15 MINW 5 1A D Dn
.0 1111 ,]0T POB ¥ K DX
Printing Language 1
w1 pwnm USB pwnn 5 Mmay 1070 naw nxX ana
AMOWIW 108 TA MY 0 5P TONIIK Y¥ann noaTan naw n57 ,Auto 1ma anx TwKo

.OK 5y ynb 1on anx> mnTann nx pra

.1

Nwp YN
20 Tnya "Snann nnoo S Shnn nma Ty e

70 MKW

PN MAY AAXYNA NXAY DX 270

.Web Config 5x nwib »13 19757 7in5 noan Sw IP-n nana nx j1n

.NDDTAMN NI WA MK 5X 12 awnnn noatan Sw IP-n nano nx

X2 ©1annn nosn Sw IP-n nono nx p11ab boin

nmp/Wi-Fi nwn 00vo < nwan 010ve < nwn ninTan < nrbds maman < mamn

5mna ©13715 13 Snann nnoe nX
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X271 7702 M2 .3
Error Settings < mmwb Print
oMby 4

Paper Size Noticed

MN15w 1 ST Sw i W 1ma0 1™ Mpn Sw min ST awRd mpan mHa AXuw 1Y OX 1T
.019TH

Paper Type Noticeld

N2 SW M N0 DW T AN 10700 7m) mnpn DW 9™ 10 WK mpan mba Axaw 25 OX TN
01870

Auto Error Solverd

Naxa "nNX MpT 5 ']'(DD’? mpan mba s X1 0702 ARIWA DX "ON0IX 12INX2 5025 ox TN
LIXVN

.OK 5y ynb 1on anx> mTann nx p1ma .5

Nwp PN
20 Tnya "Smann nno S Sinn nma Ty e

N"SON2MIR 05T NTA

.noaTn Sw Izaan 5rIna wnnwid XHa ornyn 01NpPNnN ©11TN NNKX NN 70
.09 TAN Sw 1o8TAN NHWH DRNMA 07N DIX 0™0™MA 112

.Web Config 5x nwi5 »13 19757 7in> noamn bw IP-n nana nx i .1
.NDDTAM M2 NW MK 5X 12mia awnnn noatan Sw IP-n naino nx
X211 ©1annn nosn Sw IP-n nono nx p11ab boin
nmp/Wi-Fi nwn ovo < nwan 01vve < nwn nTan < nrbds maman < mamn

5mno 013715 712 Smann nnote XA .2

.Xan 7702 7M2 .3
Universal Print Settings < mnwb Print

LoMa by N 4

LOK by yr5 jon anx5 mmann nx ;11 .5

Nwp PN
20 Tnya "Smnn nnoo Sw btina nama Ty e
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Basic

qaon

=kiebnla]

.07 15 NNN 12w 1IN Sw IR D1p 0 DX 1N

Top Offset(-30.0-30.0mm)

110977 ANNN 12w MmN bw POIRT DIPi1 DX 7N

Left Offset(-30.0-30.0mm)

2937 Dw MR TR Sw nenTAn A9 TINNn POPW 17N Sw IR DIpTa AR TN
PTTY-1T N0DTA Npa

Top Offset in
Back(-30.0-30.0mm)

5w MNXA 1Y YW 1oaTAn 15NN vHyw 1man Sw pnIkn mpmn nxX Tan
TTTY-1T N0DTA NYa MmN

Left Offset in
Back(-30.0-30.0mm)

.ODTA NPA 717 M AR Pr12d oX 1T Check Paper Width
.P™ a7 ©0715 RS 2730 ,N0DTAN 1MIRA P T OUP DX Skip Blank Page
PDL Print Configuration

.PostScript .x PCL noztn may maman 17¥5 bain

.PostScript 1x PCL nnxin nooma avin i1 v

m»on mMaTan

7aon [aflomYo)

.0°97715 n¥An Hy A HTa nx na Paper Size

.07 %2 1OY 1MIn N0 DX N2 Paper Type

11097 MO DX N2 Orientation

S10DTAN MAY WRNWnD 1¥N 12 70970 MK DX N2 Quality
27 5w nnnon fMy 0 00T OX TN Ink Save Mode

JMNAXT TAYNN IX TWRIN Tnyan 0TS N3 Print Order

.0 Td INXW DPMYN 150N DX 770

Number of Copies(1-999)

.22 D1pP NX N2

Binding Margin

NTay nHap 15N AT POD WNNNN TWRI MOMIVIK 191X 1730 DX 0985 DX 2
1109 T

Auto Paper Ejection

JTTY-1T 7I0ATA 007D OX TN

2-Sided Printing
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PCL Menu

qaon

=akiebnla]

AMK TAD IX NODTNA (PMNY 19132 wnnwind DX Ina

Font Source

wnnwnd 7N¥72 1AW 19120 780N DX Y

Font Number

5T NX 1Y ,732p 1912-NP°0D 5931 27717 1913 R vinTws TN 1910 OX
1912 NY001 191N

Pitch(0.44-99.99¢pi)

12131 5T X ™Y ,’531"&’1151151 2771 1912 XA WIS TN 191217 DX
mpaa

Height(4.00-999.75pt)

wnnwnd nyna 1w 190 Sw obnon oy nx ana

Symbol Set

TP MW 180N AX Y

Form(5-128lines)

.(mMw 72yn) CR mp a2y nSwan nx ana

CR Function

(v mmy) FF mp ,(nwn nmw) LE mp may mowsn nx 1na

LF Function

PCL bw i1 narn nipd May min i nXYPa OX 7Y

Paper Source Assign

PS Menu
ghtoh jalotplol
.PS3 nootn nxaw nwnnn AwRa AXNIw 57 09010 OX 1T Error Sheet
PYAY-TN ADDTA AR PANA A0DTAD 1T Coloration
X5 1X D™r2 00N 52p5 DX TN Binary
.PDF nos7 M2y 1™ b1 nx 11an PDF Page Size

(Microsoft) n'5xon2mx qonT <

W1 PN wnnwnd nin 5y .HXoN2MIK 108T-2 wnnwn KXW 70 Dw noaTna nX b 5on
.Azure Active Directorymwa Microsoft 365-1 wnnwib

.Web Config 5x nwi5 »13 19757 71in5 noatn Sw IP-n naina nx i .1

.NDDTAM M W MK 5X 12 awnnn noaTen Sw IP-n naino nx i

X211 ©1annn nosn Sw IP-n nono nx p11ab boin

nmp/Wi-Fi nwna 01000 < nwnn o1wvo < nwa mman < nrdhs mnan < nnan

5mnd v 13 Smann nnoo X I L2

X270 7702 712 .3

Universal Print < nmwb Network
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Register by yn> .4
AR HY b IR NANIMA AP IR Xp .5

.NORTAA DX 01D T Jonh 1 byw mx1n oxRnNna bya .6

mTnnw ot ,ownin mnx Web Configiona Registered oiwmin Sw owvon avin ox
mbenn

7325 nmwnb
NN NN 7IRT L IPORDINN 10DT7-3 wonwio 7w naa ,Azure Active Directory Swan by oo 11y

.Microsoft vrvrxi

Nwp YN
20 Tnya "Smnn nnoo Sw btina nama Ty e

AirPrint naTap

AirPrint bw npmo1 noaTna winwn nya 1Tan
.AirPrint Setup < Network mnwbn nx ana1 ,Web Config bx wa

qaon

=akiebnla]

.(0x20-0x7E ,1mn1) ASCII min 41 pab 1 1a Bonjour mw ow nx i

Bonjour Service Name

Unicode-a mn» X 0’2 127 JiN2 NODTAN DIp™M N2 DIp™ YT i
.((UTF-8

Bonjour Location

SHymR X Y .NoaTAN Sw D10 Y7 DX 1

amn Mp A% TR Mp A Tann ,WGS-84 nnan myynxa oonyn nx im
.P"0D My¥nNRa

50N MR TNy +180 7Y -180 -1 ,AMNNIP W +90 TV -90 TS N
NX MWD S3m AMpIn AR WWwn Dpnn T MWy TN 1op T T

.H+IV_I_|

Geolocation

Latitude and Longitude
(WGSS84)

.9100 nx-1 IPP jinm marby minv1p dya Sipivena ana

Top Priority Protocol

NX D11 W* ,12 Wnnwn bX .an now 18 5y Bonjour -2 wnnwnb ox 11an
.yopni 219 5y noon nx wand i nmw *13 DNS-1 mwa mosmn

Wide-Area Bonjour

,AMWDIRND Ko7 WRD .iBeacon MTw nr¥pan nX nawnb X TwaRd oX 1na
.iBeacon mwmxn oupnnn noaTan nX wand Snn

iBeacon Transmission

noaTn nTay ,Yes anan ox .X5 X IPP noaTn nya PIN mp wnt> ox A2
.No5THa Mnwa X5 PIN =p x5S IPP

Require PIN Code when using
IPP printing

oy p1 vapy IPP-1 mwmx (pmo mw) AirPrint ,Bonjour ,IPP
LNM02IRD NWPN

Enable AirPrint
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npPnYn IR Op"Mo No1an

Ap™ob M35

12an mb MYXNNa 7770
.1P0N P1xa 105 PN X DMW A7a0

P oY Sw maTan

mwnT

oIpn

nmaTan

(=12

5mann wnnwni navn
NP XYW awnnn bw
mw

nmpmb mpm S vw awnn
mmwn

5w MW DR 1TIM MY
TMwn nrpin

™13 1INO01 Wnnwn ow
12w awnnd Do
,TMWN N™PN NRYN)
nX PO AxwAnm
Mwn PN

PO Sw wpn wax

nwab P10 NTpN MY T
(SMB)

nw1d p1o nmpn
(SMB)

-1 MW M2y 10 YN
1215 mxwanm FTP
.TMWn NP NN

1PN 5w wpn wax

-1 nAWwb 1073 May T
FTP

nwb p1o nrpn
(FTP)

Connect

nosTM Wnnwn own
Epson Connect -5

Epson Connect mw

Epson-a1wp wx mwm
Connect

MW M2y MTan YT Pnn 5" nw May TN 5"x1715 npmo
5"N1TR
VINVIRI NN N30 ! Epson 5x noat mwmn 195 p1o

awnn ow LIP noina
712y FQDN 1x ,nxn
1PN AW awnnn
Document Capture
Pro Server

1Pnn

M2 MW 2¥N NN
Document Capture Pro

nya) awnnd p1o
Document -2 vimwn
(Capture Pro Server
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Document Capture Pro Server-a winwn

TYM TMWR vPMe LM nw nx 5mib 5min ,Document Capture Pro Server-a wimwn myynxa
M2 TNYNIw 1My P¥as X1pd 5510 .noo i Sw 11pan mS Jinn ay¥iaw npmo ARYIN DWW 11aynn
.o TAN Sw mpan mHn 195 omp

W 2Wnna ImX pnn
5w mipnn Epson Twn oy 2wp 1y ,Document Capture Pro Server 5y qon ymnd

DAWw axn NaTan

Web minn Server Mode nx 71an ,Document Capture Pro Server-a wnnwnb nin by
.Config

735 nmwnb
155w vmpnb awn myxnsa 7apan mo inn Server Mode nx 77175 0 5210

"5ws a¥n < Document Capture Pro < apmp n11an < nrsbs maman < nmman

.Web Config 5x nwib »13 19757 71in> noatn Sw IP-n nana nx i .1
.NDDTAM M WA MK 5X 12 awnnn noaTan dw IP-1 nano nx
.X211 vMannn neaTan Sw IP-n nano nx pr1ab Son
nmp/Wi-Fi nwn 01000 < nwnan owvo < nwa mman < by mntan < mnaan

5mnd v13°5 13 Smann nnoo X I .2
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Black printing is temporarily available using the following settings:
- Paper Type: Plain paper or Envelope

- Color: Grayscale

To continue printing didk [Print in Black].

¥ou can temporarily continue printing. Please replace the expended ink supply unit(s).
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0BT AW ,19N INKRSY .A0DTAN AR Yva ,Xan ponn ymnwa

EPSOM Status Maonitor 31 EPSON X000 Series

Colar ink supply unit{s) need to be replaced. Black printing is temporarily available.

Epson recommends the genuine Epsan ink supply units listed above.
To replace them, follow the instructions on the printer's LCD screen.

You can cancel the job and tempararily continue printing in black ink with the following settings:
- Paper Type: Plain paper or Envelope
- Color: Grayscale

If you cannot print, you may need to cancel the previous print job from the LCD screen and try
again.
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General Warning

The grant of a Telepermit for any item of terminal equipment indicates only that
Telecom has accepted that the item complies with minimum conditions for connection
to its network. It indicates no endorsement of the product by Telecom, nor does it
provide any sort of warranty. Above all, it provides no assurance that any item will work
correctly in all respects with another item of Telepermitted equipment of a different
make or model, nor does it imply that any product is compatible with all of Telecom's
network services.

Telepermitted equipment only may be connected to the EXT telephone port. This port is
not specifically designed for 3-wire-connected equipment. 3-wire-connected
equipment might not respond to incoming ringing when attached to this port.

Important Notice

Under power failure conditions, this telephone may not operate. Please ensure that a
separate telephone, not dependent on local power, is available for emergency use.

This equipment is not capable, under all operating conditions, of correct operation at
the higher speeds for which it is designed. Telecom will accept no responsibility should
difficulties arise in such circumstances.

This equipment shall not be set up to make automatic calls to the Telecom 111’
Emergency Service.
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S52in.nrovoe IP nano nvndb by LIP nainarox .omn -1285 1 pa b bmn Common Name
FQDN mnw ,omxn mnw ,IPv6 maino ,IPv4 maino 5 pab 1 papmd
.D°pDDA DNTIAN MYYNXI

NN 1TWA DIOMNN DMAKRD 00N ,MNYN DWA JoMRN WK 21900
RN R bw

alabi
EPSONA1B2C3 :noatan ow ,192.0.2.123 :noatn Sw IP -n naino

:Common Name
192.0.2.123 ,EPSONA1B2C3.local ,EPSONA1B2C3

mnw 12 15 5nn L(ASCII (ox20-0x7E-1 omn -645 o 1a prinb 5on /Organization
P02 MPXDRA B™NN™ | [Locality /Organizational Unit

State/Province

ISO-3166-2 1M¥nin oo nwa mar TP Country

MK DX 7.5 XN 0w nnTan May nown Sw 5 K1t n2ina nx s Son Sender's Email Address

< Network mnwbn 2y Sender's Email Addressbwirimab"xi1naina
.Basic < Email Server

Nwp YTn
486 Tnya "CA nmnna mwR nmvn' <
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CA nnmnna merx Xa»
.noan 5xX awnw CA-signed Certificate nx x2

awn n

P "N53 77 NYINAY TWOX .1I153 771X 17707 00T SW YW TANNAY XT D

.0Y9 531 Merx X275 5o, Web Config 7inm 2w CSR myynxa 1 s 2wn ox A

.Web Config 5x nwi5 »13 19757 71in> noamn Sw IP-n nana nx i .1
.NDDTAM M2 DY AMKX 5X 12mna awnnn noatan Sw IP-n nano nx
X211 ©annn nosn Sw IP-n nano nx p11ab bon
nmp/Wi-Fi nwn 01000 < nwan 01000 < nwn nTan < nrbbs maman < mamn

5mano v1375 12 Smann nnoo X I .2

X117 77021 7M1 .3

< IPsec/IP Filtering 1x ,Certificate < SSL/TLS < Network Security mnwb
IEEE802.1X 1x Client Certificate

Importby yn> .4
WX K127 9T NND)

5w 2'nan mnx nya CA Certificate 2 nx1 CA Certificate 1 nX 1man .oma by 7w m .5
.N0DTRS Waw DINOINT 1DTHTI NN

DY 11 . RN Sw yaipn naam CSR nay 1aw mipnd oxXnna unw? men i MNTannY TwaN
.0°X25 oRNNA 0WwWINTH DYOMAEd

Web Config-n sxnnw PEM/DER nmana mwx
207D NNan 19O NS TW DWwn IMYNN NX 171N OX :Private Key
.M¥NA NX 1an 5x :Password
Hiryoix :CA Certificate 2/CA Certificate 111

awnnn awnw PEM/DER nnana meex
Amand 7hy Private Key
JM¥NA NX AN 5X :Password
Hnymx :CA Certificate 2/CA Certificate 11

awnnn awnw PKCS#12 nnana mex

.Y nX AN 5X :Private Key
Hirymx :Password

.mxnn nX an O5x :CA Certificate 2/CA Certificate 11
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.OKb5yym> .6

SO NYTIn nan

725 nmwnb

.MK1 Y10 Nk nnx5 13 Confirm 5y yrd

MYP YT

20 Tinya "Smnn nnoo Sw STnnn a7y e
489 Tnya "CA nnnna ek nprn'

1170 om0 Xar CA nnnna X

720mM MTan

=akiebnla)

SMWIRT Dw n71ann nR ana
.Server Certificate axin SSL/TLS m2n 112y

.Client Certificate ax1n ,IEEE 802.1X 1% IPsec/IP 1170 miay

1x Server Certificate
Client Certificate

v 17y awnmn axnw CSR myynxa PEM/DER nnana mwR nawn ox
MRS DXINM "0 NNon

Private Key

nx 1 ,Certificate with Private Key (PKCS#12) xn y21pn man ox
WM DR NAWN WX 1AW T0157 NNONA NIDYID oo

Password

mwn Sw ek X2 L, Certificate (PEM/DER) xon 15w 1w naan ox
Y 7Y .mw M) wnwnn CA-signed Certificate nprainn owrxn

CA Certificate 1

¥n nna
mwn bw ek ka0, Certificate (PEM/DER) xon 15w mwexi nan ox CA Certificate 2
i nena yap 1y LCA Certificate 1 np oann omiwxn
MNP YITM

488 Tnya "CA nnnna Mwx Xian' <

CA nmponna mes npnn

JBX¥IN M2M2 MY 12D PR AWRD IX MPNRA P10 1D QWX X21D MUK PTT]DYD 5on

awn u

P03 prniw MR 1w X370 5nn ko, Web Config inm axiw CSR myynxa Merx 2wn oxX

anyn aw awm CSR miy ar

.Web Config 5x nwi »13 19757 71in> noamn Sw IP-n naina nx i .1

.N0DTAN 13 NWA MK 5X 120 awnnn noaTn Sw IP-n nano nx Il

.X21 vMannn neaTan Sw IP-n nano nx pr1ab 5on
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nmp/Wi-Fi nwn 01000 < nwnn owvo < nwa mman < by mntan < T
5mnd v13°15 13 Snann nno nX T

.21 7702 7Ma
Network Security nmwb

.0'R2 TR DX M2
Certificate < SSL/TLS 1

Client Certificate < IPsec/IP Filtering 1
Client Certificate < IEEE802.1X 1

.Delete 5y yr>

JAXIMA AYTIna MYIRA DX P1l’1735 X1 NNXY QWX

Nwp YN
20 Tnya "Smann nnoo S Shnn nma Ty e

NMYY MRNNa MWINR 11TV

WX IR N97 19910 WK MK 13795 Hn ,Self-signed Certificate nx np nin nosTnnw 7am nRNIND
12 IXINNN 1NN manw?

.Web Config 5x nwi5 »13 19757 7in5 noan Sw IP-n naina nx j1n

.NDDTAM M2 NW MK 5X 12mia awnnn noatan Sw IP-n naino nx

X211 ©annn nosn Sw IP-1 nano nx p11ab boin

nmp/Wi-Fi nwn 01000 < nwan 01000 < nwn niTan < nrbSa maman < mamn

5mna 01215 12 Smann nno™ NX M

.X271 7702 MA
Certificate < SSL/TLS < Network Security nmwb

.Update 5y yn>

.Common Name 11

omx o> omn 128 125 1 A FQDN ,maxn nmw LIPv6 mamna ,IPv4 mamno 51y b 5an
MWIRA DW XWNI 112 M0 1TWA 0NNl DNNRM L MYni DA 1wl TR 100150 .07 ona

HalabyRi
EPSONA1B2C3 :nootan ow ,192.0.2.123 :noa1an 5w IP-1 nano
192.0.2.123 ,EPSONA1B2C3.local , EPSONA1B2C3 :nmwn ow

MWIRA MY 9PN NDIPN Y
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Nextb5y yrb .7
MWK NPTIN NAXIn

OK5yyr5> .8
11TV NOHTNAN

735 nmwnb
< Certificate < SSL/TLS < Network Security n’nw5a 1 s 5p y1nia nx p11a5 5on
.Confirm yn> Self-signed Certificate

Nwp YN
20 Tnya "Smnn nnoo Sw btina nama Ty e

CA Certificate bw am¥npn naman

nwam vOxw nwn Sw CA-n nmyn 5x 2030 nx gpnd 5210 ,CA Certificate nx 2™ Tan nnxX Awxo
.IMNM P1n5 107 AT 1IN .N0a TR

.CA-signed Certificate pann naw ormwxn mwn CA Certificate »wnb 5:n

CA Certificate x12°
.nontin 5 CA Certificate nx X1

.Web Config bx nwi5 »13 19797 7in> noamn bw IP-n nmna nx i .1
.NDDTAM 1MI WA MK 5X 12 awnnn noatan Sw IP-n nano nx
X211 ©annn nosn Sw IP-n nono nx p11ab boin
nmp/Wi-Fi nwn 00vo < nwan 010ve < nwn nnTan < nrbds maman < mamn

5mna 013715 12 Srann nnoo X I .2

X210 770192 .3
CA Certificate < mnwb Network Security

Import>y yr> 4

Xam5 qnynaw CA Certificate-n nx 1y .5

OKb5yyr> .6

X21mn CA Certificate mwx 2nim ,CA Certificate 7on DX 2rmn nnx ,X127n0 nnbwn oy

Nwp YN
20 Tnya "Srann nno S Sinn nma Ty e

CA Certificate nprin
.xarmn CA Certificate-n nx pinnb 5on
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.Web Config 5x nwi5 »13 19757 71in> noan Sw IP-n nana nx j1n

.NDDTAM M2 NWA AMKX 5X 12mna awnnn noatan Sw IP-n nano nx

X211 ©annn nosn Sw IP-1 nano nx p11ab boin

nmp/Wi-Fi nwn 01000 < nwan 01000 < nwn nTan < nrbSa maman < mamn

5mna 01215 12 Smann nno™ NX M

.X27 7702 MA
CA Certificate < mnwb Network Security

.21m5 nynaw CA Certificate 1x¥5 Delete Sy ynb
XN NYTINA MWRD AR PInd ¥ ANRW WX

JTYW Tnona oiwn 1k primaw CA-n erxw pr1a 1y ,Reboot Network yrb

NWwH YN
20 Tnya "Smann nno S Sinn nma Ty e

nooTan oy SSL/TLS nmwpn

5x (MMayn naow pnva/omeain owpw naow) SSL/TLS nmwpn myynka 97mn nwn Mw X WD
1w n5a nwna P1nd YN OX ART AW .07AWNN 1A NMWPNN 2N DX PAXT 521N ,nosTnn

SSL/TLS 5w n1o'oan mTans Sw a7yna DT

Mmwpnn X 1oxnd 1 SSL/TLS nmwpna wanwnb 5in L HTTPS naw nnona nomn noaTnn ox
.Invaxn nnvax n Web Config myynxa nosn nx 5 amynn nx 1 5an

UTMNN 21070 N110M M5XNN prn bW nM¥nn nX TN

.Web Config 5x nwib »13 19757 7in5 noamn Sw IP-n nana nx j1n

.NDDTAM M2 NW MK 5X 12mn awnnn noatan Sw IP-n nano nx

X211 ©annn nosn Sw IP-1 nano nx p11ab boin

nmp/Wi-Fi nwn 01000 < nwan 01000 < nwn nTan < nrbSa maman < mamn

5mna 01215 12 Smann nno™ NX M

.21 7702 M2
Basic < SSL/TLS < Network Security n'mwb

oM 5y My Ty a2

Encryption Strength (1
.TADXTIN PTIN M7 DX N3
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noatnn oy SSL/TLS nmwpn < nwn nnvak nnman < '7:'!!73 PIMm

Redirect HTTP to HTTPSd
."Enable" x11 51mn n7"a 71y .nawn X qwaK na

TLS 1.0
."Disable" x11 b nnn n7™a 71w .nawn IX AwaK A

TLS.1.11
\l . Al
."Disable" x11 51mn n7Ma 71 .nawn X AwaK 1na

TLS.1.24
."Enable" x11 5 nnn nama 1y .nawn X qwaK ana

Next by yr5 .

SMWR DYTIN NAXnN

.OK by yrb
.07 nooTn

NODTAN MY MW MW X W 1I¥Nn NN

.Web Config 5x nwib »13 19757 71in5 noan Sw IP-n naina nx j1n

.NDDTAM M2 AW MK 5X 12mi awnnn noaTan Sw IP-1 naino nx

.X2n1 ©1annn nostn Sw IP-n nono nx p11ab boin

nmp/Wi-Fi nwn 01000 < nwnn owvo < nwa mman < b mntan < nnan

5mnd v13°715 13 Snann nnoe nX T

X2 7702 7M1 .

Certificate < SSL/TLS < Network Security nmwb

.Server Certificate-1 winwb mwx 7y
Self-signed Certificate ]
Rt Ana ,CA nmnna nmyn 2wn XS OX .N09TRn ™ DY PO Ny nnThna MYX

CA-signed Certificate d
DXt yh Son ,CA nmPnna Amyn wXIn Xa»m »wn oX

Next by yr5 .

LMWK NYTIN NAnN

.OK b5y yrb
.07 nooTAn

.1

MNwp PTn
20 TnYa "Snann nnoo bw Stnnn nma Ty @
486 Tmya "CA-signed Certificate bw nmynn nman" 4

493



IP pro/IPsec myynxa ninxm nmwpn < nwn anvak nnmn < 5man vIm

490 TnYa "nmyy nnnna MK NoTy -
IP no/IPsec myynxa niaxin nmwpn

IPsec/IP Filtering mmx

25wS 531n IPsec/IP 1ron nxpnna wintwn myynxa axm omw LIP manas v by nynan pob Don
N7 DX 19WS 031 5N 7ho YT X 07aTyao Mmph mond IX TWwHKRD NoDTAN AR 1TANS 00N DX
JPsec-2 vimw myynxa nnoaxn

735 nmwn5
X Windows Server 2008 18,701 nn1pnn f5pan nawn iy Windows Vista noynnn nayn oy orawnn
IPsec-1 o'omin ,anr nnTpnmn A5psn nawn

S5Trna A Nt S mvnn naTan

535y 15n 5Tnn nMa nerTn DThnn Na N Sw aiynn nR b wr ,nmayn pob min by
v ,0wnnwn bW myap DWnnwna NpNTR AN vhw May .nosTan HX 0Mannnh aXap X wnnwn
L1NYIAD MM Sw AMNnn AR T

.Web Config bx nwi5 »13 19757 7in> noamn Sw IP-n nana nx - .1
.NDDTAM M2 DY MK 5X 12mia awnnn noatan Sw IP-1 nano nx
X211 ©annn nosn Sw IP-1 nano nx p11ab boin
nmp/Wi-Fi nwn 01000 < nwan o10vo < nwn ninTan < nrbSa maman < mamn

53 01215 12 Smann nno AR T .2

.27 7TO1 7M1 .3
Basic < IPsec/IP Filtering < Network Security mnwb

LM by T 4

Next 5y yr5> .5
WK NYTIN NN

OKb5yyr> .6
DT noaTAn

MW PN
20 Tnya "Smnn nnoo Sw btina nama Ty e

m7a71 *v1 Default Policy
Default Policy
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72om NNTan [=kiebnl-)

IPsec/IP 1o nnan nx nvawnd X waRS Snn IPsec/IP Filtering

Access Control 1
JP mim Sw nynn Mmay mnpa now Sw anien 2Tan

720m MATan o"oMD

a0 inmynw 1P man Sw nayn nx ennb 1o nxr ana Permit Access
. inxnw IP mian Sw 1aynb 21ob 1o nxr ana Refuse Access
TN nmxnw IPsec man Sw 11ayn nx nnd 712 ANt ana IPsec
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IKE Versiond
.09 TAN NAINn OXw 1pnnb oxknna onn X 102 IKE Version may IKEv2 ix IKEv: ana

IKEv1d
JKE Version 112y IKEv1 ama nnx awxd onaxm 03%an 0%omon

720m NMTan [=kiebn )

.CA nrnna nmyn wxn Ra™51 5apb oy ,Certificate 1inab =10 | Authentication Method

amww nnan 71 ,Authentication Method may Pre-Shared Key 7nan ox Pre-Shared Key
.0mn 127 a5 1 72 WRN
X 5aph Ty nTanw nnann X Confirm Pre-Shared
Key
IKEv2

JKE Version 112y IKEv2 ama nnx awxd o2axm 03Xan 0vomon

220 MATan D™D
.CA nmnna nmyn wran X275 5apb oy, Certificate minab »1o Authentication Local
Method
nx1na ,Authentication Method may Pre-Shared Key nana ox ID Type

05TNA MAY AATn N0

NN 105 DXINA NDRTAN 1AM DX 1 ID

n "

Jwxanna Ay =" "% )"@" omna wnnwnb boin xS

(ox7E 7y ASCII (0x20 mn 255 7y 1 1n 117 :Distinguished Name
S'="5595 by .nma-1 bw

IPv6 1% IPv4 vnin g :IP Address

,9-0 ,a-Z ,A—Z -1 wmw Jin omn 255 T 1 inn 9w i :FQDN
() mmpn "

-1 5w (0x7E 19 ASCII (0x20 ™mn 255 7y 1 10 711 :Email Address
S'@" 5535 oy .

.m-1 5w (ox7E 79 ASCII (0x20 mn 255 79 1 10 717 :Key ID

nnoni ,Authentication Method may Pre-Shared Key-nanox Pre-Shared Key
.DMN 127 125 1 P2 WRIN amww

X 5aph T NNTanw nnanm DX Confirm Pre-
Shared Key
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< 5mm ymn

220M MATan D™D
.CA nn'nna nmyn wxn xa7 5apb 7oy ,Certificate mnab ™o Authentication Remote
Method

nx 7ma ,Authentication Method 12y Pre-Shared Key nmna ox ID Type
.NRKS PI¥NAW 1pNnT MY anmn o

.ITN N0 DX OXINT NODTN 1AM DX |1 1D
JeRn Ny =" " )"@" omna wnnwnd 500 &S
(ox7E 7y ASCII (0x20 mn 255 7y 1 1n 717 :Distinguished Name
S'="9555 by -1 bw
IPv6 1x IPv4 vnmo 1 :IP Address
,9-0 ,a-7z ,A-Z -2 v w NN omn 255 T 1 nn 29w 1 :FQDN
() mmpn "
-1 5w (ox7E 79 ASCII (0x20 mn 255 7p 1 11 111 :Email Address
S'@" HHah hy .
.nm-1 5w (ox7E 7y ASCII (ox20 mn 255 7y 110 711 :Key ID

nnoni ,Authentication Method may Pre-Shared Key-nanox Pre-Shared Key
.0MN 127 125 1 72 WX Y

K 5aph 1o nNTanw nnann nX Confirm Pre-

Shared Key
Encapsulation(d

.0 navoy avn s 7y ,Access Control may IPsec anan ox

220 MNTAn o"oMa

moym 4 2w May IP man .nxrana . LAN 1mx 5y p7 nooa wnnwn nnx ox Transport Mode
Balhlahglal

IPsec- 110 vivrx M1 NHPa Nwna N Whnwn NNX OX 1T MNWHK 12 Tunnel Mode

.omaxn IP mban Sw omnam namon VPN

112y Tunnel Mode 1nan ox :Remote Gateway(Tunnel Mode)
.0mn 39 125 1 2w nana 1 ,Encapsulation
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Security Protocol d
.mwax ana ,Access Control may IPsec nx anan ox
220 AT D7O™MD
D103 12X L,0MNN MK 5w mnbwn nX moand T AR N2 ESP
ox 03 IPsec-a wnnwnb 5210 .omnn minex Sw mnbwin nx mroand 1o ARt ana AH
.AMDX DN NIOYA

Algorithm Settings (1

712p Any 2nan ox .10 53 My Any WwRn InX 071 Mnad ) maTann 5 may Any mnab yomn
,AMWPN MYD 9127 XD 1pNANY MWK ,MINKT MATINN NP ANy WX INX O NN MM 7
INRD N¥1AW MR ]PRnS DRNNA

720mM NI [=kiebnl-]

JKE q1ay manynn onmbx nx ana Encryption IKE

IKE na17imb oxnna omw 1 070Mnw qwaR

IKE q1ay mnxn onmbx nx ana Authentication

IKE M2y nnann nabnn onibx X ma Key Exchange

JKE nn17imb oxnna omw 1 070Mnw qwaR

.ESP may mioynn onmabx nx ana Encryption ESP

.Security Protocol may ESP oama ~wxa por xin

.ESP 712y nimxi onmabx nx ana Authentication

.Security Protocol may ESP oama ~wxa pir xin

AH M2y manxian onmMbx nx ana Authentication AH

.Security Protocol may AH omma qwxa pnr xin

Nwp PN
20 Tnya "Srann nno S Sinn nma Ty e
20 Tnya "Smnn nnoo Sw btina nama Ty e

nanYap N Sw nmxnn naTan

IP m5ana nobw noonan .ownnwn N¥Iap IX wnnwn 5p Srmn ane X 1R 550 Xn nnyiap nmtmn
191 MRS 10 7Y 1 XA M Sw o mnmikn [P mbnan .man inmynw mmermn nR mnxinn
5nnn mma nerm

.Web Config bx nwi5 »13 19797 7in> noamin bw IP-n nmna nx i .1
.NODTAN 13 NWA MK 59X 12nn awnnn noaTan Sw IP-n nano nxm

498



IP pro/IPsec myynxa ninxm nmwpn < nwn anvak nnmn < 5man vIm

X211 ©1annn nosn Sw IP-n nono nx p11ab boin
nmp/Wi-Fi nwn 00vo < nwan 01ove < nwn ninTan < nrbds maman < mamn

5mano 013715 13 Smann nnote X .2

X2 7TO1 M .3
Basic < IPsec/IP Filtering < Network Security mnwb

INMYN DX AN NYNAW N0 b by yrb .4
oMby a5

Next 5y yr> .6
MWK NPT NN

OKb5yym5 .7
0TV NoOTAN

Nwp YN
20 Tnya "Srann nnoo S Shnn nma Ty e

11 w30 Group Policy

720m NNTan [=kiebnl-)

N3P NPT Nawnd X WwaKR> Y))n | Enable this Group Policy

Access Control
P mian Sw nynn may mapa now bw amxn aman

220 MATan o'"o™MD
S0 inmxnw 1P man Sw nayn nx ennb 1o nR ana Permit Access
i nmxnw IP mian Sw 1naynb 2105 1 nxr ana Refuse Access
T inmxnw IPsec mian Sw nayn nx ennb 10 nRT ana IPsec

Local Address(Printer)

SOMVIX 121X Anypin IP-ia naino ox 5w nwnn nanae nx nnxinw IPv6 nano ik IPv4 nono ana
.Use auto-obtained IPv4 address 71nab 5o1n

7325 nmmwnb
0w IPV6 n21na N7 .07 1K NI MWK, 0moIN 19832 anypi1 IPv6 naino ox

Remote Address(Host)
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NN TN RS DX .MND X N 43 neid naen IP-n nono awnaa vbwh 1o 1pnn Sw IP-n nano nx
P2 NN MXYn) manon 5y LIP

725 nmwnb
nans naa . orres nanaw wax ,(DHCP myynsa anxpin Swonb) 'omvix 10182 anxpi IP naino ox

.mvvo IP
Method of Choosing Port
XY Y5 nUWw N2

Service Name(d
nmwax na ,Method of Choosing Port 112y Service Name nx anan ox

Transport Protocold
0N noy avn b 75y ,Method of Choosing Port m1ay Port Number nan ox
220 MaTan D'o™MD
D915 M0 32 vIYWH 13 NXT Ma Any Protocol
T2 75 MY May onna v1bwh 1 AR ANa TCP
RS T My omina vswh T ARt Ana UDP
MK nMpoa v1bwh 1 NXT ANa ICMPv4
Local Portd

12y UDP wx TCP anan ox1 Method of Choosing Port may Port Number anan ox
TS 5N K5 .07p702 ONTIAN TN ,M>APNR MIN2 VWS "1 AR Maon 1n , Transport Protocol
LMK 20N -101 N

5220,119 ,80 ,20 NN
P2 NNN MKYNRI MR 5 AR 1000 1rn XS ox

Remote Port(d

12y UDP x TCP 1nan ox1 Method of Choosing Port may Port Number anan ox
1155210 X5 L0002 DNTIBA TIN .M niana v1bwh 13 ARy non 1, Transport Protocol
MR M90N -10n NV

5220 ,143 ,80 ,25 N>
TP NN MIXYNI MR 5 ARy 1900 11N XD OX

IKE Version
.05 NI HRY jpnnb oxnna onn X ana IKE Version may IKEv2 1k IKEvi ana
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IKEv1d

IKE Version 712y IKEv1 ama nnx awxo o2axin 0'Xan 0romon

giichiEsinpshl

[=kiebn o)

PN 121 wmwn MR .nwax na ,Access Control 112y IPsec nx anan ox
51nn nama ner bw

Authentication Method

amww nnan 1 ,Authentication Method ~ay Pre-Shared Key 7nan ox
.0MN 127 725 1 1A wRIn

Pre-Shared Key

MR 5aph 13 NNTANW NNana NX

Confirm Pre-Shared
Key
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IKEv2d

IKE Version 712y IKEv2 ama nnx awxo 02axin 0'xan 0romon

220 MTan o'"o™MD
wnwn MR .mwaK 1na ,Access Control may IPsec nx anan ox Authentication Local
Tnn nma M Sw mpna yim Method
nxna ,Authentication Method 2y Pre-Shared Key nima ox ID Type
.NODTAM MY AN N0
.MM 105 DRINA NDYTRN AR DX 1D

n "

JeRIn Ny =" " '@ omna wnnwnd 5010 X

(ox7E 7y ASCII (0x20 mn 255 Ty 1 1n 717 :Distinguished Name
S'="51535 by ma-1 bw

IPv6 1x IPv4 vnmio 1 :IP Address

,9-0 ,a-z ,A-Z -1 wmw Jinomn 255 T 1 inn 29w 1 :FQDN

() mmpn -

-1 5w (ox7E 79 ASCII (0x20 mn 255 7p 1 10 111 :Email Address
S'@" Db hy

.nm-1 5w (ox7E 71y ASCII (ox20 mn 255 7y 110 711 :Key ID

nnan i ,Authentication Method may Pre-Shared Keyananox
.0MN 127 725 1 72 WX MY

Pre-Shared Key

Ballahs 52,?'7 T2 MTAAW NNDNA DX 11

Confirm Pre-
Shared Key
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220M MATan D™D
wmwn MR .nwaK 1na ,Access Control may IPsec nx anan ox Authentication Remote
5Tnn nma M Sw mpna yim Method

nx7ma ,Authentication Method 2y Pre-Shared Key nmna ox ID Type
NNKS YA 1pNnT MY anmn o

.IATN 10 DX OXINT NODTNN 1AM DX |1 1D
JeRn Ny =" " )"@" omna wanwnd 5010 &S
(ox7E 7y ASCII (0x20 mn 255 7y 1 1n 711 :Distinguished Name
L'="51595 7hy -1 Sw
IPv6 1x IPv4 vnmn 1 :IP Address
,9-0 ,a-7z ,A-Z -2 wvmw NN omn 255 T 1 inn 29w 1 :FQDN
() mmpn "
-1 5w (ox7E 79 ASCII (0x20 mn 255 7p 1 11 111 :Email Address
S'@" Db hy .
.nm-1 5w (ox7E 7y ASCII (ox20 mn 255 7y 110 711 :Key ID

nnon i ,Authentication Method may Pre-Shared Key-nanox Pre-Shared Key
.0MN 127 125 1 72 XN Y

K 5aph 1o nTanw nnann nX Confirm Pre-

Shared Key
Encapsulation

.0mn1 Ny avn 1 7Oy ,Access Control may IPsec anan ox

120Mm TN D70™MD

moym 4 2w May IP man .nxrana . LAN 1mx 5y p7 nooa wnnwn nnx ox Transport Mode
Balhlahglal

IPsec- 110 vivrx mS12 NHYa Nwna N whnwn AnX OX 11 1NWHX N2 Tunnel Mode

.omaxn IP miban Sw omnam namon VPN

112y Tunnel Mode 1nan ox :Remote Gateway(Tunnel Mode)
.0mn 39 1% 1 payw nnna i ,Encapsulation

Security Protocol

. wax ana ,Access Control m1ay IPsec nx anan ox

720mM MTan

[=kiobnl-)

.0’1N1 15¥mM ,0°11N11 MNX Sw nmSwn X Moand T2 ANT M2

ESP
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S30m NATan D7v™MD
ox 03 [Psec-a1 wnnwnb 5210 .oonnn minex Sw mnbwin nx moanb 1o ARt ana AH
.AMDX DN NIDX
Algorithm Settings

NN M2y Any nan ox .11Tan 53 May Any 1WwRN INX ©110 N5 IR MATann 53 may Any mnab yhmn
,AMWPN MYH 5137 XD IPNAAY AWER L, NINRT MITINN My ANy TWRN INX 9710 a0 MTanmn

INXD N¥1AW NRD ]PRnD oRNnA

220 MTan D7™MD
JKE may minynn onmibx nxR qna Encryption IKE
JKE ninb oxnna omw 1 070Manw TwaR
JKE 72y mnexia onmibx nx na Authentication
IKE may nnann nabnin onabx nx ana Key Exchange
JKE nnb oxnna omw 1 0vmonw TwaK
.ESP 2y minx¥nn onnabx nx ana Encryption ESP
.Security Protocol 112y ESP ommia qwxa pnr xin
.ESP 112y mnexn onmubx nx ana Authentication
.Security Protocol may ESP oama ~wxa por xin
JAH may mnynn onmubx nx ana Authentication AH
.Security Protocol may AH oama wxa pir Xin

Group Policy-2 Remote Address(Host)-1 Local Address(Printer) 5w 215w

Local Address(Printer) 5w nn1an
3" Any addresses >TPve IPv4
v - v Y[Pyy bw TN
Remote
v/ v - 2" 1" [py6 Address(Host)
v v v P

DT R Y 5oin &Y ,Access Control may anai IPsecox: 1%

.nawin nnapn mnrn IR (fe8o) nmipn-mwrp naina nadb byin ,Access Control may anay IPsecox: 2%
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nenx1ap nrreThna mayw ow5 nani

735 nmwenb
DMK 1135 102 KD N D20 001 DINRY DT

7Mpa nnn mnan AN DW N DW Dyp1vmD Dw mw ow
nprAn nmipn
omwn - - - Any
722 NPHTA 2P NIPYPEX Wonn N 5o 3289 UuDP ENPC
5nm ,Epson Device Admin
PO PN San noaT 1pnn
"2y MIB bw i nx 2 1am won XY 5o 161 UDP SNMP
Epson Device m> nryphax
Sw noaTan jpnn bmn ,Admin
Epson 5w pmionjpnnbmam Epson
LPR »nn1 nnayn Ry 5o 515 TCP LPR
RAW "mni1 nnayn N 5o 9100 TCP RAW
(Portg100)
IPP/IPPS noa1n Sw oonna 1mayn Ry 5 631 TCP IPP/IPPS
WSD-1a nvdw 5357 Ry 5 TCP WSD
WSD-n noo wonn N 5o 3702 UDP WS-
Discovery
P™MON NN AP™MD N3 17AYn Ry 5 1865 TCP Network
Scan
19TIT NPT DY NMay YT wan 2968 R 5y TCP Network
ap™MDN NININN Push Scan
nDMT NP0 PIYA Ny 2wnn wann AR 5o 2968 UDP Network
p™MD NN Push Scan
Discovery
noaTn bw omny vayn) FTP mw oY 5o 20 TCP FTP Data
(FTP (Local)
(FTP nootna v5w) FTP mw AR 5o 21 TCP | FTP Control
(Local)
MmN apmo mna mayn) FTP mpb 20 R 5 TCP FTP Data
(">apnmw opo (Remote)
FTP mwa vdwh 1 prgoaw ohx
.20 190N NPNA XY Wnnwni
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mpa nnnh nnan

AN DW
nprnn

NN DW
nmipn

101D DWw

mw ow

MmN 1y 1 o) FTP mph
("5>apnaw ops NN 1p™o

21

xR 5

TCP

FTP Control
(Remote)

(nwn neprn anwn) CIES mw

aRT 5o

445

TCP

CIFS (Local)

mnn np™o MmN rayn) CIFS mph
(mprnd Hapnaw opo

445

AR 5

TCP

CIFS
(Remote)

(nwn nmprn anwn) CIES mw

xRy b

137

UDP

NetBIOS
Name Service
(Local)

Ry 5

138

UDP

NetBIOS
Datagram

Service
(Local)

Ny 5

139

TCP

NetBIOS
Session
Service
(Local)

MmN npmo MmN mayn) CIFS mph
(mpn5 Sapnaw opa

137

xR 5

UDP

NetBIOS
Name Service
(Remote)

138

xR 5

UDP

NetBIOS
Datagram
Service
(Remote)

139

AR 5

TCP

NetBIOS
Session
Service
(Remote)

nman onm nayn) (HTTP(S mw
(WSD-1 o:orx nmixn

aRm 5o

8o

TCP

HTTP
(Local)

Ny 5

443

TCP

HTTPS
(Local)

12 nmwpn) (HTTP(S mph
nnwip 1oy ,Epson Connect
(wmw nmyn o

8o

AR 5

TCP

HTTP
(Remote)

443

N 5

TCP

HTTPS
(Remote)
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IPsec/IP Filtering 5w nmixn mxnaT

7252 IPsec nmuan nbap
7252 5TAn N N DW amNnn R TARD DT T AT
:Default Policy

Enable :IPsec/IP Filteringd

IPsec :Access Control [

Pre-Shared Key :Authentication Method 1
.omn 127 7y 711 :Pre-Shared Keyd

.T¥nA nX 7an 5x :Group Policy

NoOTA MATAM 7EHTA MN1 NYap
APIYW MW IR NORTHA YW AMYNN ANTIM ADDT NN SW nMwpn NAwaRn 1 annT
:Default Policy

Enable :IPsec/IP Filteringd

Refuse Access :Access Control

:Group Policy

.12'n71 nX 1o :Enable this Group Policyd
Permit Access :Access Control

mp> 5w IP-1 n21no :Remote Address(Host)
Service Name :Method of Choosing Port (1

- HTTPS (Local) ,HTTP (Local) ,SNMP ,ENPC 5w na:nn nx 120 :Service Name [
.RAW (Port9100)

735 nmwn5
7K .Group Policy 175w ymron man nx aps , HTTPS (Local)-1 HTTP (Local)n523pn yinins 113
0DTH MTAT AN AUWY 719 nod T Sw mpan mbn IPsec/IP 13°0 nX 1ot 1983 nawn ,ANT wyn

mamxw IP nanon pm K nwna nbap
N0 5X nwab nayw IP nanob nawaxn i nnaT
:Default Policy

Enable :IPsec/IP Filteringd

Refuse Access:Access Controld

:Group Policy

.12'n11 nX 1o :Enable this Group Policyd

Permit Access :Access Control 1
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5min mpb bw IP-n n1ino :Remote Address(Host) 1

735 nmwenb
SINTMYN AKX 175 nod o 5x1 nwab mpba bw anbiora e nrrmon nivnb wp K53

IPsec/IP 1o m21y 1w Sw nmixn naTan

MnX NOWI MYRA wnnwnd 501 ,imx an awxa IPsec/IP 1o may Mok Sw nnivnn nx 1Tan
.CA Certificate bx wa ,0™mw R mwn X 110> nyan ox IPsec/IP nro may
.Web Config 5x nwi »13 19757 71in5 noan Sw IP-n naina nx i .1

.NDDTAN 112 NWA MK 59X 12nn awnnn noaTan Sw IP-n nano nx gm

X211 ©annn nosn Sw IP-1 nano nx p11ab bon

nmp/Wi-Fi nwn o100 < nwan 01000 < nwn nTan < nrbda maman < mamn

5mnd v 713 Smann nnoe X T .2

.N271 7702 Ma .3
Client Certificate < IPsec/IP Filtering < Network Security mnwb

.Client Certificate-1 1w R nxX X2° .4

[Psec/ 1110212 wnnwn™ MuRn nX pnpnb 510 0w Mwa T D0NHW MWK NXI 132 DX
.Copy yn> 1x1 ,Copy From inm mwrxi nx ana ,pnynb »13 1P

Nwp PTn

20 Tnya "Smann nnoo S Shnn nma Ty e

486 Tmya "CA-signed Certificate bw nmynn nman" 4
491 mnya "CA Certificate Sw mmxnn n1man" <

IEEE802.1X nwAb nonTna 71am

IEEES802.1X nwn bw mmynn nX 2730

ann ,RADIUS mw 5K nannn nwna na wnnwnd 1nm ,noamin 12y IEEES02.1 X nx o™ man awro
W NP IR MR nnypnn oy LAN

AT YDA nomin ArX 1.3 7o TLS

.Web Config 5x nwib »13 19757 71in5 noan Sw IP-n naina nx i .1
.NDDTAM M AW MK 5X 12 awnnn noaTan Sw IP-1 naino nx
.Xan1 ©1annn nostn Sw IP-n nono nx p11ab boin
nmp/Wi-Fi nwn o10vo < nwnn 01000 < nwn matan < ndbs maman < maman

5mna v 13 Smann nnoo X I .2
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X277 7702 9M .3
Basic < IEEE802.1X < Network Security mnwb

LOma by 4
.SSID 1111 1% °1na1 Wi-Fi Setup yn> ,Wi-Fi nw1a nootna wnnwnd qnyna ox

735 nmwnb
.Wi-Fi a5 Ethernet 12 m7a7 anw5 5,n

Nextby yr5 .5
WX NPT NN

OK5yyr> .6
J11DTIY NOHTNAN

Nwp YTNm
20 Tnya "Srmann nno 5w Sinn nma Ty e

IEEE 802.1X nwn n17m1 '010

730m M7Tan [=kiebnl)

2y (Basic < IEEE802.1X) Tmyn m1Tan nR nawnd R 2ward Sain IEEE802.1X (Wired
.(LAN mp) IEEE802.1X LAN)

.( (Wi-FiIEEE802.1X 5w 11221111 01000 23N IEEE802.1X (Wi-Fi)

.MU NwAn SW MAMN NOW Navn Connection Method

RADIUS nmw 125 noatni 2 mnX nowd Nnwar 1na EAP Type
.CA nmnna nmyn X271 2winb 75y EAP-TLS
PEAP-TLS
.o Sw amxnn nx s THy EAP-TTLS
PEAP/MSCHAPv2

.RADIUS mw 5w mmx may winmwb nnm n1an User ID

.nm-1 5w (0x7E 7y ASCII (0x20 mn 128 T 110 7m

.NDOTAN NX NNKRS T anoto bW AMYNn AR DT Password

nwa wnnwn nnx ox .nna-1 5w (ox7E 7p ASCII (ox20 mn 128 7p 110 m
.omn -1275 7w 115 5o, RADIUS nw> Windows

MR 5ap5 M1 MmN nnoon nx m Confirm Password
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7aom TN

[=Riebnl)

nnxn nnxnn oavap RADIUS naw oy nnkb *1 naw anm Sw amxnn nx 1 1an5 bon Server ID
nwn nnbwan nw Ny Sw xwnn bw Alt-n ow/Kwnn 0Twa XN nawn 0nt ox
.Xbx RADIUS
.m-1 5w (ox7E 7y ASCII (0x20 mn 128 Ty 01 ym

-2 MWK DX K2 MR NOWS wp KD MR MR X 1 5on | Certificate Validation

.CA Certificate (1252 mp LAN)

.0mp LAN m12'na pa 9min ar oo

JIEEE8802.1X oy Wi-Fi nwnb nannnb 10 CA Certificate nwn

,EAP Type may PEAP/MSCHAPv2 1k EAP-TTLS ,PEAP-TLS nan ox
MR Sw 1 25w My wnnwn Ont Dpna MK 0w Sw amynn nx b 5onn
.PEAP

.m-1 5w (ox7E 7y ASCII (0x20 mn 128 Ty 0 71m

Anonymous Name

.0’R27 TAX AX 1025 5on Encryption Strength
AES256/3DES High
AES256/3DES/AES128/RC4 Middle
MNP YT

508 Tnya "IEEE802.1X nw1 5w nmxnn nx 11an"

IEEE 802.1X 712y 71w'X bw a7ixnn naTan

-21 EAP-TLS-2 wnnwrb 5210 ,1mx 1an qwxo JEEE802.1X 112y mph Sw anmyn nx 21an
5X wa LDMWRT Mw MR nXR and axan oX JEEE 802.1X may mnk noway PEAP-TLS

.Web Config bx nwi5 »13 19757 7in> noan Sw IP-n naina nx 1o

.CA Certificat

.NODTAN 13 NWA MK 5X 120 awnnn noaTn Sw IP-n nano nx Il

.X211 vMannn neaTan Sw IP-n nano nx pr1ab 5on

nmp/Wi-Fi nwn 01000 < nwnn owvo < nwa mman < nrdbs mntan <

5mnd 013715 13 Srann nnoo nX I .

.Client Certificate-1 mwxn nx 1

(S

.1

.21 770192 .3
Client Certificate < IEEE802.1X < Network Security mnwb

-112 Wnnwih MWK DX PRy S0 ,0MYR MW T DOMBW MWK NXI 712 DX
.Copy yn> 121 ,Copy From Jinn mwrxi nx ama ,pnyn »13 IEEE802.1X
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Nwp pTn

20 Tinya "Smnn nnoo Sw STnnn a7y e

486 Tmya "CA-signed Certificate bw nmynn nman" 4
491 Tnya "CA Certificate bw mmxnn n1man'" <

IEEE 802.1X bw nwnn o10vo nx pa

.Nwn o1vo 197 noaTn myynxa IEEE 802.1X bw o1vvon nx p11ab Jnnwara

IEEE 802.1X vivovo DIVVD NN
.nawn IEEE 802.1X nnon Disable
ot nwnn 2 den IEEE 802.1X mimx EAP Success
.05 X5 IEEE 802.1X mmx Authenticating
TR RS wnnwni anm own 5w nmeRn Config Error

JIDTIYN AN man nTynw Dwn Swa1 mnXn

Client Certificate Error

.nxnin kA RADIUS nmawn nawn prw o1wn Swa1 mnexa

Timeout Error

DMAW MUK 51P1UT15 IR/1 NORTAN WHNwn Nty 01wn Swaa MR

User ID Error

Nt 125 Mwn MR YW nwn aam P2 TRRN0 PRY 01w Swo1 niniRn
.nwn

Server ID Error

WA MPRD MINAD IR7WA 122 Sw1 mnKn
JTIYN X NAWA MWK d

W mwn e nwnw U

Server Certificate Error

.CA 7wrxa mxan mxeawn 1aa bwai nxn
Jaw pivw CA meox A
X1 X5 00 CA merx

Jomyn 1Rk CA meox

CA Certificate Error

.NDDTAN NMATAA2 NI MIXAWA A3 Swa1 mnKn

wwix 1w mpon mex ,PEAP-TLS w EAP-TLS xin EAP Typeox
MMon Nya1a

nnm ,PEAP/MSCHAPv2 x EAP-TTLS x1 EAP Type ox
.O™M3W 1NN IR WNRwn

EAP Failure

MYp Y1

400 Tnya ":nmp/Wi-Fi nwn oo «
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nYA NNvaNka nvya

nvaARA NATA0 "MW

o Xow qwar L,IEEE802.1X 1x IPsec/IP 1120 1120 nimaa Ainvax nna nHpa 12220 ¥ 1NK WX
AW LAY TPNA LNWH X PAAT OY NP IR DM MNTAAN ARYIND 02PN 0P NNwpn YD o
1T Y Yy Awaxd 1 X IPRNN MY MNTAAN OR MW PYad M1 AnvaRn mMNTan nx

mp2an mb MYXNKIA IAvaNa nN»xpnb nnawvn
.noaTn bw mpan mb> myynxa IEEE 802.1X 5w ix IPsec/IP Sw nron nx nawnb 5

WA AT < by mman < mTanana L1
LOTpnnana .2

.N"wnd YW 0°RAN 005N X N2 L3
IP pnaoIPsec nnawnd
IEEE802.1X nnawn(d

MWK 7012 A7Tan Smnn-19na 4

NYA NNYANK N112Na vin'wa Nwa

YN MY nnon nrnaw

JURTN MUY nhon DMYN DX WTNNn 270

< Network Security mnwb nx 1na Web Config bx wa ,nnann nx nuwb ™
.Group Policy 1x Default Policy < Basic < IPsec/IP Filtering

MAY URIAN-1MWNN NNhna N7IXYN DX alashb) 1’557 ,2ONKIN-1MYY NNhNa DX Mwn 1NKX AWKXRD
.01awnn

NwH YTNm
20 TnYa "Snann nnoo bw Stnnn nma Ty @
494 Tmya "IP nro/IPsec myynxa ninyvin nmwpn' 4

IPsec myxnxa nrwpn ovpb 12 &5

12 D110 DIX AWNN IR NODTRNW DR™MIASNT DX ™Y
AWNnNa NNTa0 DX P17 .]5H'DW DMN™MI1A9XA NOMIN oA
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DmnMIEbR nnvaR mow
AES- ,AES-CBC-256 ,AES-CBC-192 ,AES-CBC-128 IKE nanxn onmidx
3DES *AES-GCM-256 ,*AES-GCM-192 ,*GCM-128
MDs5 ,SHA-512 ,SHA-384 ,SHA-256 ,SHA-1 IKE mmx onmibx
,DH Group14 ,DH Groups ,DH Group2 ,DH Group1 IKE mnnan »m>n onmabx

,DH Group18 ,DH Group17 ,DH Group16 ,DH Group1is
,DH Group22 ,DH Group21 ,DH Group2o ,DH Groupig
,DH Group26 ,DH Group2s5 ,DH Group24 ,DH Group23

DH ,*DH Group29 ,*DH Group28 ,*DH Group2y

*Group3o
AES- ,AES-CBC-256 ,AES-CBC-192 ,AES-CBC-128 ESP minxn onmiabx
3DES ,AES-GCM-256 ,AES-GCM-192 ,GCM-128
MDs5 ,SHA-512 ,SHA-384 ,SHA-256 ,SHA-1 ESP mnx onmubx
MDs5 ,SHA-512 ,SHA-384 ,SHA-256 ,SHA-1 AH nmx opmibx

7252 IKEv2 11y pnr ¥

Nwp PN
494 Tnya "IP nro/IPsec my¥nxa ninvin nmwpn' 4

NYRINNSA NYoRI nMwpnn

.12 wnnwnd 1 Xow R nnnw nootan Sw IP-n nans

1M1 R5 12 wnnwnd 10 Xow R nnnw Group Policy -2 nmmipnn nanaa amwan IP-n nains twxo
.NoaTR bw nnpan mb myynxa IPsec nx nawn JIPsec nmwpn pxyab

17717 107 ROW 12N ,19apnn KD IR 9702 neX IPv6e-n nainow X wnm Symn ix 1pmyn ik DHCP ox
< nmwb ,nootnn bw Network Security) Web Config -n may mmwan IP-n naina nx xivnd
.(Local Address(Printer) < Group Policy < Basic < IPsec/IP Filtering

.ovo IP nanba wnnwn

.12 wnnwnd 1 Xow R nnnw awnnn S IP-n nans

11 X5 13 wnnwnb 1nm Xow R nannw Group Policy -2 nprmnn nanas nmwan IP-n naino awxa
IPsec nmwpn yxab

.noaTan Sw mpan mb myynxa IPsec nx nawn

77 17 XOW N7 ,153pNa XD X 9N e [IPv6-n nainaw X wnn Symn ik 1pmyn wx DHCP ox
< mmwS ,noatn Sw Network Security) Web Config -n may mmwnn IP-n1 naina nx xivnb
.(Remote Address(Host) < Group Policy < Basic < IPsec/IP Filtering

.novo I[P nainba wnnwn
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Nwp YTm
20 TnYa "Snann nnoo bw Stnnn nma Ty @
494 Tmya "IP nro/IPsec myynxa ninyvin nmwpn' 4

nnvaixn IPP nooTi Xy ye5 1091 K5

SSL/TLS naiwpn 112y nawn MR My XD 1937 e
J123 MWK WNNWN PNW XN .OWN AR NN 1ON L1030 10K PN MWK DX

.no0b nwnan oy awnnb xar X5 CA-i X
.Awnndb Xar n'"n e D XM .Swan axeen 0w 1pnr awnnn bR xar X5 CA-n e ox

MNwp YTn
493 Tnya "non NN MaY MW MWK Sw 1mxnn T’ <
IPsec/IP 170 n7am *9nX 2amnas 1 85

nraw IPsec/IP Sw pavon minan

10 MR DX DMWY P AWnnm Noa TR DX 1an .noaTan Sw mpan mba IPsec/IP pao nx nawn
IPsec/IP

Mwp YN
494 Tmya "IP nro/IPsec myynxa ninyvin nmwpn' 4
IEEE 802.1X 5w amxna na7am 10X nooab nwab jnm 85

. IEEE 802.1 X 5w nman

NX TN X ,2wnmd noaThi DX Nan .noatn bw mpan mon Wi-Fi-n nxi IEEE 802.1X nx nawn
wnn IEEE 802.1X mmxnn

MNwp YTn
508 Mnya "IEEE802.1X nwn Sw mmxnn nx 1Tan" =

SYITT MYIND WY 1'7.1732 nrya

CA-signed Certificate X375 1n1 X5

.CSR-1 pmn a5 CA-signed Certificate 1a mmxnn X

0277 nX 7172 .CSR-71 nx X275 1nm x5 ,aar 1x CSR -1 CA-signed Certificate-a ynn ox
PP
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207030 0MIX 15 PRY IPAnD MR X275 7oam nnx oxn
D103 DMK 15w 1pnnd MR AR Xar 1on anx51 CSR-n 5w ymnan nx pma

2nmwxn mwid CSR-1 nmdbw anxb nond mmwn CSR-2 omnwin ovnin nx noaT oxn
.CSR-11 oy o™w x mwA 2 DINNN MWIRD DX DWW

KB 5 -n 511 CA-signed Certificate
.5KB 5y nhy bmaw CA-signed Certificate xam5 5o1n X5

MW MR K1ah anovon

NX WM 2w MWK DX X275 500 X5 N0 00 NX NNOW DX .AN23A 710707 DX 11
.CA-signed Certificate

Nwp PTn
488 mnya "CA nnnna wx Xian' <

NNy PN MR 19TYS 107 K

.Common Name-n |11 x>
.Common Name 1115 v~

.Common Name -7 7105 1270 o112y PR 0o™mn unn

ASCII (0ox20--1 FQDN vnT11n2a 1% mxnn avnnn ow LIPv6e ,IPv4 mxinomn 128 Tp 1 1am
.(ox7E

AMWnn Dwa mn R o 1ho)

D1 72T ,P0D MK X 1195 M7 7 NA 0K A1 TP poinn i Common Name-i ,p705 |1 DX
RIWS

Nwp yTNn
490 Tnya "nmyy N nna MK NoTy -

CSR 7135 172 X5

.Common Name-n |11 x>
.Common Name 1115 v~

,Organizational Unit ,Organization ,Common Name 715 1370 omay PRW om0 12N

.State/Province -1 ,Locality
.(ASCII (0x20-0x7E-32 FQDN vnm»a 1x nixnn awnnn ow ,IPv6 ,IPv4 nxin omn m
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.Common Name 7102 11X prob 1550

D17 12T ,P0D MIAK X 1195 1M P NN oR a1 A poinn i Common Name-i1 ,p00 1 DX
XS

MNwp PTn
486 Tnya "CA nmnna mwx nmwvn' <

BT MRS MNWP AR MY

mwy’: nn/nao mymn

120 Enter a Server Certificate.
X125 y21p nna XS

Mwys n

Import 5p yn5 1on anxS yaip ana

:n2'0 | CA Certificate 1 is not entered.
.2 D™MWIR MYI S MYX P XX NI RS 1 0MIwR mwn Sw MR
mwyb

.1 DMK Mwn 5w X nR Xavh hy nbmn

Halnle Invalid value below.
.D7ONN) DPRW DA 090N 1NOOM YIpn 2N
Mwys fn

.0™MDA MaY 15570 uNN DMNAY X

Halale! Invalid date and time.
.NODTHR MY APWI TIRN TN KD
mwyb

X EpsonNet Config ,Web Config my¥nxa nywn nx1 7IxNA IX 10
.noaTAn bw mpan mb

;120 Invalid password.

NNKIN PR OINAY 0NnD0Mm DMYRN M MWK MTAAW 10000

mwyb

4111221 ANO0N DX 11
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mwy’: nn/namw mymn

Halmhle! Invalid file.
X509 N*2aNa yA1pn NX X2»n X
Mwys n

NN NMWRN M A nhwiw 1220 MYX2 M2 ANXY XM

N
KB 5 1un Snopnn yaipn STa o DT nxarw yapn
MwYd nn

1T AR D120 MWRAY 1207 ,11017 ¥A1pa 1NN DX

Halntle)
1PN PN NYRA 150 MWW
Mwys n

JLAWRNDA MPAN ANKA P2 MWK MTIX 901 yTmd

;120 | Cannot use the Server
Certificates that include more

DT MY MR -31 0 5on PKCS#12 naana mwesn yap ;
than three CA certificates.

mwyb

ya1p nR X7 X ,PEM manb PKCS#12 nann 1ann Jin meex 5o xan
DY Mwn MR 2 1 Sonw PKCS#12 nmana mwexn

:120 | The certificate has expired.
Check if the certificate is valid,
or check the date and time on
:MYY> I | your printer.
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U0 MUANA AR X2M WA L7110 A0 MURA OX |
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Private key is required.

;120 Setup failed.
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.MRnw 5513 yapn nR Xpd 0 XOw
Mwyd nn
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MNP YITM
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194/3 Nguyen Trong Tuyen, Ward 8, Phu Nhuan Dist., HCMC. Tel: +84 28 7300
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